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1. INTRUDUCTION

1.1 Purpose

The purpose of this document is to describe the API used by the KeyTalk system.

1.2 Scope

This document is intended for KeyTalk and its hired 3 parties for continuous development of the
KeyTalk product and related services.

More importantly this document is intended for release to the public so they may use it for their own
KeyTalk related development purposes.
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2. CERTIFICATE RETRIEVAL API (RCDPV2)

This section describes certificate retrieval REST API called RCDPv2.

RCDP version | Minimal KeyTalk | Changes
server version

2.7.4 6.6.1 (vé) Allow store certificates to the server in the service
7.2.0 (v7) phase
2.7.5 7.2.1 (v7) Add support for multi-factor authentication and renamed
“OTP” credential type to “OTP/MFA”
2.7.6 7.2.6 Allow skipping RCDP version in the request URL,

which will automatically select the latest version
supported by the server.

2.7.7 7.4.5 Allow retrieving certificates for all Shared Mailboxes of
the given seat
7.4.9 Allow querying certificate and keys scraping settings
7.6.10 Add support for out-of-band retrieval of Shared Mailbox
(SMB) certificates
2.8.0 7.7.1 Update seat authentication by acceptin Userld iso seat-
name.
Allow renewal of a certificate using seat authenticaiton.
2.8.1 7.7.3 Require caller to supply HWSIG prior to generating
challenge for seat authentication
2.8.2 7.7.8 Add given name and surname to /cert request
7.8.0 Add extra SAN domains to /cert request

2.1 KeyTalk config file

In order to make use of the KeyTalk API, several details are required from the KeyTalk Real Client
Communication Data file (RCCD).

This configuration file is used to feed a KeyTalk app with minimal required information to setup a
proper secure connection to any KeyTalk instance.

The RCCD file is effectively a zip container and can thus easily be extracted.

As such a developer incorporating the KeyTalk API in their app, can choose to statically make use of
individual files in an RCCD file, or choose to import the entire RCCD into their app or simply make use
of some of the components within this RCCD file.

The content folder within the RCCD contains several files, the most important ones being:

* RCA.der Root CA typically only included when KeyTak’s internal private CA is generated
under an already existing CA.

* PCA.der Primary CA with a KeyTalk self-signed private CA is usually the top of the KeyTalk
internal private CA, but when RCA is included its generated under the RCA.

= UCA.der User CA signed under the PCA. It is the trust under which the end-point client and/or
server certificates are signed and issued only in case of using the internal
KeyTalk CA for issuance.
When issuing end-point client and/or server certificates under for example a
connected Microsoft CA or Trusted Certificate Service Provider, ensure that
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their intermediate certificates are included in your app or present on the target
OS as well as these are by default not part of the current KeyTalk RCCD

= SCA.der Server CA  signed under the PCA, it is the trust under which the KeyTalk virtual
appliance certificates are generated and used.

= user.ini Generic configuration settings which includes the KeyTalk server URL/IP as
well as the KeyTalk tenant name/SERVICE used to communicate with.

= user.yaml Generic configuration settings which includes the KeyTalk server URL/IP as
well as the KeyTalk tenant name/SERVICE used to communicate with.
Similar to user.ini, just another format.

2.2 RCDPv2 overview

Communication in RCDPv2 is encapsulated in RESTful calls over HTTPS port 443. Optional out-of-
band certificate downloads are made possible via HTTP over the standard port 80 and via HTTPS of the
standard port 443.

Below is a set of client HTTP headers that the client needs to send to the server.

HTTP Header Required Description

GET YES /rcdp/<version>/<action>?<request-params>
Host YES Should contain the FQDN or IP of KeyTalk server.
Cookie YES except for hello  Session identifier received from KeyTalk server.

action is arequest action

request-params is URL-encoded string of request parameters. Complex request parameters (arrays,
dictionaries) should be JSON-encoded. All JSON objects should escape forward slashes '/’ as ‘\/"’.

A typical set of client HTTP headers:

POST /rcdp/authentication HTTP/1.1
Host: keytalkdemo.keytalk.com

Cookie: keytalkcookie=a622bb821beclf5315668c8£9a8e780f
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2.3 RCDPv2 communication phases

The complete RCDPv2 communication circle consists of 3 phases:
Phasel: handshake
Phase 2: authentication

Phase 3: service provision

KeyTalk server

KeyTalk client

Phase 1 Ehandshake /I
S S hello (proto-version, caller-app-description)

hello {proto-version)

handshake {caller-time)

handshake (server-time)

Phase 2 \authentication )

authrequirements {service-name)

auth-requirements {required-credentials)

locp [repeat authentication as long as challenge received | J

authentication{credentials, caller hw-description)

auth-result (success | failure | locked | challenge)

Phase 3 service provision )

last-messages {from-time)

last-messages (messages)

cert {(format)

cert {certificate-with-keypair)

eoc {reason)

eoc {reason)

Further we describe message semantics on each phase in detail.
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24 Messages sent in all phases

2.4.1 End Of communication

Request
Latest protocol version: GET /rcdp/eoc
Specific protocol version: GET /rcdp/<version>/eoc

Example:

/rcdp/eoc
/rcdp/eoc?reason=bye%2C+server

Query parameters

parameter type required description

reason string 1o optional reason for ending communication

Response

HTTP 200 - application/json

'status': 'eoc',
[optional] 'reason': optional reason for ending communication.

End of communication can be sent at any time, initiated by any communication side.

2.4.2 Error

Errors are typically sent by the server to notify the caller on error processing its request. The client can
also send errors to the server when it can’t handle the server’s response.

Request
Latest protocol version: GET /rcdp/error
Specific protocol version: GET /rcdp/<version>/error

Example:

/rcdp/error?code=1066&description=invalid+response

Query parameters

parameter type required description
code number  yes numeric error code
reason string no optional error description. Might be required for certain

error codes. See the error code table below.

9



Response

HTTP 200 - application/json

'status':
'code':

'error',

numeric error code,

keytalk

[optional] 'description': error description. Might be required for certain error codes. See
the error code table below.

}

Error codes

code description direction remarks

optional server -> client | Sent by the server when none of IPs resolved by the
1001 client and by the server match.
(ErrResolvedIpInvali
d

optional server -> client | Sent by the server when the client’s calculated
1002 executable digest does not much the digest stored on
(ErrDigestInvalid) the server.

difference in server -> client | Sent by the server when the client time is out of sync
1003 seconds with the server’s time.
(ErrTimeOutOfSync) between caller

UTC and the

server UTC

optional server -> client | Sent by the server when no certificate can be supplied
1004 because the max number of licensed users has been
(ErrMaxLicensedUsers reached
Reached) ’

optional server -> client | Sent by the server when the password of the user
1005 ] trying to authenticate is expired and the caller is not
(ErrPasswordExpired) supposed to change it.

optional server -> client | Sent by the server when further communication is not
1006 ] possible because the client's API version does not
(ErrlncompatlblePrOt support it (normally too old)
ocolVersion)

optional server -> client | Sent by the server to indicate that the TPM
1007 Endorsement certificate presented by the client in
(igrgigEicertNOtlssu TPM attestation request is not issued by the TPM
e a

v Endorsement CA configured on the server

optional server > client | Sent by the server to indicate that the TPM
1008 ] Endorsement certificate and the public BLOB
(ErrTpmEkCertMismate presented by the client in TPM attestation request do
hEkPubBlob)

not correspond to each other

10




a=

keytalk

[as of v2.7.7]
1009
(ErrInvalidSeat)

optional

server -> client

Sent by the server to indicate that the seat supplied by
the caller cannot be used for authentication typically
because the seat does not exist or is archived or lacks
valid certificate

11
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2.5 Phase 1 (handshake)
This is the initial phase.

2.5.1 Hello
Agree on RCDP API version and establish session ID.

Request
Latest protocol version: GET /rcdp/hello
Specific protocol version: GET /rcdp/<version>/hello

Example:

/rcdp/hello
/rcdp/hello?caller-app-description=Demo+KeyTalk+Agent

Query parameters

parameter type required description

caller-app-description gsging no optional description of the caller application
RCDP API version proposed by the caller is sent as a part HTTP GET path.

Response

HTTP 200 - application/json

“status”: “hello”,

“wversion”: proposed API version

Session ID is returned in HTTP cookie keytalkcookie in Set-Cookie header.

2.5.2 Handshake

Confirm version handshake and exchange time information.

Request
Latest protocol version: GET /rcdp/handshake
Specific protocol version: GET /rcdp/<version>/handshake

Example:

/rcdp/handshake?caller-utc=2023-04-14T10%3A44%3A35%2

Query parameters

parameter type required description

12
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caller-utc UTC string in 1SO 8601 format  yes caller UTC
including date and time

If the caller agrees with API version proposed by the server on the previous step, it proceeds with this
version. Otherwise, the caller ends communication.

Response

HTTP 200 - application/json

13
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2.6 Phase 2 (authentication)

On this phase the caller authenticates itself in order to perform further certificate-related operations
against the server.

2.6.1 Request authentication requirements for the template
Request authentication requirements for the TEMPLATE (former “service”) from the server.
Request

Latest protocol version: GET /rcdp/auth-requirements
Specific protocol version: GET /rcdp/<version>/auth-requirements

Example:

/rcdp/auth-requirements?service=TEST TEMPLATE

Query parameters

parameter type required description
service string yes KeyTalk template name
Response

HTTP 200 - application/json

credential-types

14
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JSON array of credential types required to authenticate against the given service. Supported
credential types are: “USERID”, “HWSIG”, “PASSWD”, “PIN”, “RESPONSE” and
“OTP/MFA” (“OTP” prior to v2.7.5).

Example: [“USERID”, “HWSIG”, “PASSWD”]

hwsig formula

formula to calculate caller’s hardware signature.

Example: “1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16". Sent when credential-
types parameter contains HWSIG.

password-prompt
prompt to display to a user when a password is requested interactively e.g. “password” or
“tokencode”. Sent when credential-types parameter contains PASSWD.

service-uris
JSON array of RFC 3986-compliant URIs of the given service

Example:
[“https://demol.keytalk.com”, “https://demo2.keytalk.com”]

or
[“file://%ProgramFiles%\vpn\vpn.exe”]

resolve-service-uris
Boolean flag (“true” or “false”) requesting a caller to resolve IP addresses of each
supplied service-uris identifying web resources. Defaults to “false”.

calc-service-uris-digest
Boolean flag (“true” or “false”) requesting a caller to calculate sha-256 hexadecimal
digests of each supplied service-uris identifying file resources. Defaults to “false”.

use-tpm-vsc-authentication

One of (“yes”, “yes-with-attestation” or “no”). This value indicates to the caller
whether a TPM Virtual Smart Card should be used to generate a certificate signing request (CSR).
Optionally, TPM key attestation might be used for extra security. The CSR will be then sent to KeyTalk
server to create a certificate. Defaults to “false”.

use-kerberos-authentication

Boolean flag (“true” or “false”) requesting a caller to make use of Kerberos
authentication. If Kerberos authentication happens to be not possible, the caller should fall back to
regular KeyTalk authentication specified in credential-types.

mfa-settings
Child object containing the following multi-factor authentication settings:

“kind”: mfa-kind,

“client-id”: Azure App Client ID,

“authority”: MFA Authority,

“scopes”: mfa-scopes,

“redirect-uri”: URI to redirect to after successful authentication (agent specific),
“post-log-out-uri”: URI to redirect to after logging out (agent specific)

mfa-kind
One of the following values:

15



Eytalk

“mfa-popups”: MFA should use Popups by Web agents
“mfa-redirection”: MFA should use Redirection by Web agents

mfa-scopes
JSON array containing MFA scopes, €.g. [“User.Read.All”, “Mail.Read”]

16
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2.6.2 [as of v2.8.1] Authentication requirements for the seat
Request authentication requirements for the seat from the server.

Request

Latest protocol version: GET /rcdp/auth-requirements

Specific protocol version: GET /rcdp/<version>/auth-requirements

Example:

/rcdp/auth-requirements?service=DEMO_ SERVICE&USERID=Jos&computer-name=joscomp

Query parameters

parameter type required description
service string yes KeyTalk service
(TEMPLATE) name
USERID string Yes User ID of the caller
computer-name  sfring Yes Caller’s machine/device name
Response

HTTP 200 - application/json

“status”: “auth-requirements”,
“hwsig formula”: HWSIG formula when configured for the TEMPLATE
“encrypted-challenge”: encrypted challenge when no HWSIG formula configured for the

TEMPLATE,
}

encrypted-challenge
A random string S/MIME-encrypted with the public key of the latest HWSIG-agnostic issued
certificate of the seat resolved from the supplied USERID and computer-name and further base-
64 encoded for the relay. The seat should exist, should not be archived and the certificate
should be valid and non-revoked, otherwise ErrInvalidSeat error is returned. The caller is
supposed to decrypt the challenge using the private key of the seat’s certificate and send it back
in the subsequent /authentication request.
hwsig formula
formula to calculate caller’s hardware signature. Example:
“1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16”. The caller is supposed to calculate Hardware
Signature over this formula and send it back in the subsequent /auth-requirements request (see
below).

18
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Request
Latest protocol version: GET /rcdp/auth-requirements
Specific protocol version: GET /rcdp/<version>/auth-requirements

Example:
/rcdp/auth-requirements?HWSIG=CS-123456

Query parameters

parameter type required description

HWSIG string yes Hardware Signature of the caller’s device
calculated over the formula sent in
hwsig formula parameter in the previous
auth-requirements server response.
requirements response.

Response

HTTP 200 - application/json

“status”: “auth-requirements”,

“encrypted-challenge”: encrypted challenge
}

encrypted-challenge
A random string S/MIME-encrypted with the public key of the latest issued certificate for the
supplied HWSIG of the seat resolved from the supplied USERID and computer-name and
further base-64 encoded for the relay. The seat should exist, should not be archived and the
certificate should be valid and non-revoked, otherwise ErrInvalidSeat error is returned. The
caller is supposed to decrypt the challenge using the private key of the seat’s certificate and
send it back in the subsequent /authentication request.

19
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2.6.3 Template-wide authentication

Authenticate the caller against the selected service (template) using the supplied set of credentials.

Request

Latest protocol version: POST /rcdp/authentication
Specific protocol version: POST /rcdp/<version>/authentication

Content-type:

Example:

$ curl -H "Content-Type:
-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91eed8d9d" \

—-H "Expect:"

application/x-www-form-urlencoded

\

application/x-www-form-urlencoded" \

-d "service=DEMO SERVICE&caller-hw-
description=Windows+11%2C+BIOS+s%2Fn+1234567890&USERID=DemoUser&HWSIG=CS~
123456&PASSWD=change%2l&resolved=%5B%7B%221ips%22%3A+%5B%2281.175.103.107%22%5
D%2C+%22uri%22%3A+%22https$3A%2F%2Fdemo . keytalk.com%$2F%$22%7D%5D" \

-X POST https://test.keytalk.com/rcdp/authentication

Query parameters

parameter type required description

service string yes KeyTalk service name

caller-hw- string yes Caller HW description which should be unique for the given

description device. For uniqueness e.g. BIOS serial number or iOS device
UDID can be used. Examples:

- Windows 10, BIOS s/n 1234567890
- iPAD: Jan’s 1iPAD
234567890abcdefl123456789%0abcdef

USERID string ifrequested  ID of the user. Required if USERID was previously set by the
server in auth-requirements response.

HWSIG string ifrequested ~ Hardware Signature of the caller’s device calculated with the
formula specified in the previous auth-requirements server
response. Required if HWSIG was previously set by the server in
auth-requirements response.

PASSWD string ifrequested ~ User password. Required if PASSWD was previously set by the
server in auth-requirements response.

PIN string ifrequested  User pincode. Required if PIN was previously set by the server in
auth-requirements response.

[as of v2.7.5] string ifrequested  After receiving WAIT-FOR-OTP (see 2.6.2.2) from KeyTalk

OTP/MFA server, the caller should acquire a One Time Password (OTP) via
an alternative channel (email or SMS). Required if “OTP/MFA”
was previously sent by the server in auth-requirements
response. Can only be used once per positive authentication. This
also applies to multi-factor authentication as of v2.7.5.

resolved JSON array ifrequested ~ JSON array of objects containing service URIs accompanied with

RFC 3986-compliant IPv4 or IPv6 address resolved from the URI
hostname.

20
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Required if resolve-service-uris was previously set in
auth-requirements response.

Example:
[

{
"uri":"https://demol.keytalk.com",
ips":["81.175.10.107","81.175.103.109"

uri":"https://demo2.keytalk.com",
"ips":["81.175.10.108","[2001:db8:al0b:1
2f0::1]"]

JSON array of objects containing service URIs accompanied with
SHA-256 hexadecimal digest of the underlying file.

Required if calc-service-uris-digest was previously
setin auth-requirements response.

Example:

[
{
"uri":"file://%Program
Files%\vpn\vpn.exe",
"digest":"01c7198fb614bf8746b46062aa551
dff4506dd553ad96817622c76dafe8dc354"

"uri":"file://%Program
Files%\vpn\vpn2.exe",

"digest":"01c7198fb614bf8746b46062aa551
dff4506dd553ad96817622c76dafe8dc355"

]

JSON object containing Kerberos Ticket Granting Ticket (TGT).
Should present if use-kerberos-authentication was
previously requested by the server in auth-requirements. If
the caller does not supply Kerberos ticket despite requested by the
server, the remaining credentials provided by the caller will be
used for authentication.
The ticket should obey the following schema:
{
"client-principal": client principal,
"session-key": base64 encoded session key,
"session-key-encoding": session key encoding,
"tgt": base64 encoded ASN.1 TGT,
"tgt-flags": TGT flags,
"start-time": TGT validity start UTC in ISO 8601,
"end-time": TGT validity end UTC in ISO 8601,
"renew-till": TGT renewal due UTC in ISO 8601

Caller’s machine/device name. Required if supply-
computer-name was previously set by the server in auth-
requirements response.

21
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retired- string conditional Only pass if all the following scenarios are true:
computer- - supply-computer-name was previously set by the server in
name

auth-requirements response.
- The current machine/device name is different from the
machine/device in the latest valid certificate.

Machine/device name can be found in a certificate using the
following guidelines:

SAN contains one or more DNS values

& the certificate CN should equal a DNS value in SAN

Response

HTTP 200 - application/json

“status”: “auth-result”,

“auth-status”: authentication-status,

[optional] “delay”: number of seconds the user is disallowed to authenticate as a result of the
(previous) failed authentication or because the user’s password is expired,

[optional] “password-validity”: password validity on success,

[optional] “challenges”: requested challenges,

[optional] “response-names”: response names for the given challenges,

auth-status
authentication status. Can be one of:
“OK” - authentication successful
“DELAY” - authentication was not successful and delay parameter is set
“LOCKED” - cannot login because the user is locked on the server
“EXPIRED” - authentication not successful because the user password is expired
“CHALLENGE”- challenge is supplied by the server and challenges parameter is set
”KERBEROS-AUTH-NOK” - validation of Kerberos ticket failed (e.g. expired), a caller can try again
with the remaining credentials (no user lock gets applied on failed Kerberos validations)
"WAIT-FOR-OTP” - caller’s identity successfully checked, the caller should wait for the OTP to be

sent (e.g. to his email represented by USERID) and re-submit authentication request with this OTP as a credential.
This also applied to multi-factor authentication as of v2.7.5 (if enabled).

delay
when DELAY is received in auth-status, indicates the time in seconds the caller is
suspended from repeating its authentication attempt. Can be 0 which means a caller can try re-
authenticating immediately.
When LOCKED is received in auth-status, indicates the time in seconds the caller is still
suspended from repeating its authentication attempt.

password-validity
when authentication succeeds (“OK” received), indicates the number of seconds until the
password expires or -1 if the password never expires. Password validity is supplied only when
provided by an authentication backend.

challenges
when CHALLENGE is received, contains JSON array of challenges. Challenge names are meant
to be displayed to a user during interactive challenge prompt. Challenge values is the value of
the challenge to use for response calculation.
Example:
22
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“name”: “enter first pincode”,
“value”: “981fa356”

“name”: “enter second pincode”,
“value”: “981fa357”

response—names
when CHALLENGE is received, contains JSON array of response names. When multiple
responses are required by the server, response name allow identifying each response sent by the
caller, thus serving as response keys. Response names can be omitted when only one response
is expected by the server.
Exmnpk:[“response 1”, “response 2”, “response 3”]

Example:

Successful authentication:

Unsuccessful authentication, the caller is suspended for 10 seconds

Extra challenge is requested (RADIUS SecurlD authentication)

When a caller receives CHALLENGE in auth-status from the server, it should proceed as follows:

- provided the set of required credentials does not include RESPONSE, the caller should re-submit all
the credentials required by the server, filling PASSWD credential with the response to the received
challenge. This is called multi-phase password authentication

- provided the set of required credentials includes RESPONSE, the caller should respond with
RESPONSE credential only as described below in 2.6.2.1. This is called Challenge-Response
authentication.

23
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2.64 [as of v2.8.1] Seat-wide authentication

Authenticate the caller against the seat.

Request
Latest protocol version: POST /rcdp/authentication
Specific protocol version: POST /rcdp/<version>/authentication

Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91leed8d9d"™ \

-H "Expect:" \

-d "response=12345467890&caller-hw-description=Test+7%2C+agent" \
-X POST https://test.keytalk.com/rcdp/authentication

Query parameters

parameter type required description

RESPONSE string yes The value of encrypted-challenge decrypted with the
key of the caller’s latest valid seat certificate.

OpenSSL CLI counterpart for the decryption is:

openssl base64 -d -A base64-ciphertext |
openssl cms -decrypt -signer signercert.pem
-inkey signerkey.pem -inform DER

The output is to be encoded as size#challenge

caller-hw- string yes Caller HW description which should be unique for the given
description device. For uniqueness e.g. BIOS serial number or iOS device
UDID can be used. Examples:
- Windows 10, BIOS s/n 1234567890
- iPAD: Jan’s 1iPAD
234567890abcdef123456789%0abcdef

Response

HTTP 200 - application/json

“status”: “auth-result”,

“auth-status” : authentication-status,

[optional] “delay”: number of seconds the user is disallowed to authenticate as a result of the
(previous) failed authentication,
}

auth-status
authentication status. Can be one of:
“OK” - authentication successful
“DELAY” - authentication was not successful and delay parameter is set
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2.6.5 Challenge-response authentication

Request
Latest protocol version: POST /rcdp/authentication
Specific protocol version: POST /rcdp/<version>/authentication

Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91eed8d49d" \

-H "Expect:" \

-d \
"responses=%7B%22CK%$22%3A+%22123%22%2C+%22RES%22%3A+%22456%22%2C+%221IK%$22%3A+
%22789%22%7D" \

-X POST https://test.keytalk.com/rcdp/authentication

Query parameters

parameter type required description
responses  JSON yes JSON array of responses. Response names should be the same as
object returned by the server on the previous authentication request.
Example:

[
{“name” : “RES”, “value”:“123"},
{“name” :“IK”, “value”:“456"},
{“name” :“CK”, “value”:“789"}

Response

HTTP 200 - application/json

“status”: “auth-result”,

“auth-status”: authentication-status,

[optional] “delay”: authentication delay for failed authentication,
[optional] “password-validity”: password validity on success,
[optional] “challenges”: requested challenges,

[optional] “response-names”: response names for the given challenges

auth-status
authentication status. Can be one of:
“OK” - authentication successful
“DELAY” - authentication was not successful and delay parameter is set
“LOCKED” - cannot login because the user is locked on the server
“EXPIRED” - authentication not successful because the user password is expired
“CHALLENGE”- challenge is supplied by the server and challenges parameter is set
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delay
when DELAY is received in auth-status, indicates the time in seconds the caller is
suspended from repeating its authentication attempt. Can be 0 which means a caller can try re-
authenticating immediately.

password-validity
when authentication succeeds (“0K” received), indicates the number of seconds until the
password expires or -1 if the password never expires. Password validity is supplied only when
provided by an authentication backend.

challenges
when CHALLENGE is received, contains JSON array of challenges. Challenge names are meant
to be displayed to a user during interactive challenge prompt. Challenge values is the value of
the challenge to use for response calculation.

Example:
[
{

“name”: “enter first pincode”,
“value”: “981fa356”

“name”: “enter second pincode”,
value”: “981fa357”

response—names
when CHALLENGE is received, contains JSON array of response names. When multiple
responses are required by the server, response name allow identifying each response sent by the
caller, thus serving as response keys. Response names can be omitted when only one response
is expected by the server.
Exmnpk:[“response 1”, “response 2”, “response 3”]

Example:

Successful authentication:

Unsuccessful authentication, the caller is suspended for 10 seconds

Extra challenge is requested (RADIUS SecurlD authentication)
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“challenges”: [{“name”: “Password challenge”, “value”:“Enter your new PIN
of 4 to 8 digits, or <Ctrl-D> to cancel the New PIN procedure:”}],
}

2.6.6 [as of v2.7.5] Start OTP or MFA authentication.

Start OTP (One Time Password) authentication or MFA (Multi-Factor authentication) after if
“OTP/MFA” was previously received by the server in auth-requirements response and the caller have not yet
requested a One-Time Password from the server. Once successful the caller should receive an OTP for USERID
supplied in the request (normally email). This OTP should later be used to authenticate against the server. The OTP
should only be used once.

Request
Latest protocol version: POST /rcdp/authentication
Specific protocol version: POST /rcdp/<version>/authentication

Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91leed8d9d"™ \

-H "Expect:" \

-d \

"service=DEMO SERVICE&caller-hw-
description=Windows+7%2C+BI0OS+s%2Fn+1234567890&USERID=demo%40keytalk.com&HWSI
G=123456" \

-X POST https://test.keytalk.com/rcdp/authentication

Query parameters

parameter type  required description

service string  yes KeyTalk service name

caller-hw- string  yes Caller HW description which should be unique for the given
description device. For uniqueness e.g. BIOS serial number or iOS device

UDID can be used. Examples:

- Windows 10, BIOS s/n 1234567890

- iPAD: Jan’s 1iPAD
234567890abcdef1234567890abcdef

USERID string  if requested  ID of the user, normally a e-mail

HWSIG string  ifrequested ~ Hardware Signature of the caller’s device calculated with the
formula specified in the previous auth-requirements server
response. Required if HWSIG was previously set by the server in
auth-requirements response.

computer-name string  ifrequested  Caller’s machine/device name. Required if supply—
computer-name was previously set by the server in auth-
requirements response.

Response
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HTTP 200 - application/json

auth-status

authentication status. Can be one of:

” WAIT-FOR-OTP” - the caller’s identity successfully verified, and the caller should wait for the
OTP to be sent (e.g. to his email represented by USERID) and re-submit the authentication request with this OTP as
a credential. In case of multi-factor authentication (as of v2.7.5), the agent should trigger the MFA flow at this point
and re-submit the authentication request with the acquired Access Token as OTP.

“DELAY” - authentication was not successful and delay parameter is set

“LOCKED” - cannot login because the user is locked on the server

“OK” - authentication successful. Normally should not be sent in this flow because it means
that OTP is not required on the server.

delay
when DELAY is received in auth-status, indicates the time in seconds the caller is
suspended from repeating its authentication attempt. Can be 0 which means a caller can try re-
authenticating immediately.

Example:

Successful OTP initiation:

Unsuccessful OTP initiation, the caller is suspended for 10 seconds

2.6.7 Change password

Change user password. Password change facility must be supported by the server backend such as
Active Directory. A caller should normally change his password after EXPTRED authentication result is
received from the server. A caller may also choose to change his password on successful authentication
when password-validity parameter gives a hint that the password is about to expire.

Request
Latest protocol version: POST /rcdp/change-password
Specific protocol version: POST /rcdp/<version>/change-password

28



-—

keytalk

Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91eed8d9d" \
-d "old-password=changeme&new-password=changed" \

-X POST https://test.keytalk.com/rcdp/change-password

Query parameters

parameter type required description

old-password sgring yes Current (old) user password.

new-password sming yes New user password.
Response

See 2.6.2 with authentication status limited to “OK”, “DELAY” or “LOCKED"”

“OK” means the password has been successfully changed and the user must re-authenticate with his new
password.

“DELAY” means the password change did not succeed (e.g., incorrect old password or too short new
password) and the caller may try again after the given number of seconds.
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2.7 Phase 3 (service provision)

Once authenticated, the caller becomes eligible for (certificate-related) services from the server.
2.7.1 Check for the last messages.

Check for the last server messages. Server messages are meant for KeyTalk users e.g. to indicate
planned server maintenance.

Request
Latest protocol version: GET /rcdp/last-messages
Specific protocol version: GET /rcdp/<version>/last-messages

Example:

/rcdp/last-messages
/rcdp/last-messages?from-utc=2023-04-26T06:49:55.6140102

Query parameters

parameter type required description
from-utc  UTC string in 1SO 8601 no UTC to request the messages from. Defaults
including date and time to requesting all server messages.
Response

HTTP 200 - application/json

Example:




2.7.2 Generate certificate on the server.

keytalk

Retrieve a server-generated certificate in the desired format along with a private key.

Request

Latest protocol version: POST /rcdp/cert

Specfic protocol version: POST /rcdp/<version>/cert

Request POST parameters:

parameter

type

requ default
ired value

description

format

out-of-band

response

cookie

common—name

"P12” | "PEM” |

"P12v2”

boolean

JSON object

JSON object

string

yes n/a

no false

if n/a
requ
ested

no
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“PEM” to request PEM-encoded X.509
certificate and private key

“P12” to request PKCS#12-encoded X.509
certificate and private key. The private key will
be encrypted with “legacy” 3DES-CBC
algorithm. This encryption format is considered
not secure (end 2022), and new callers are
strongly advised to use more secure P12v2
format, unless it is not supported by their
platform. Primarily meant for backward
compatibility with mobile agents which cannot
handle P12v2 (end 2022).

“P12v2” to request PKCS#12-encoded X.509
certificate and private key. The private key will
be encrypted with AES256-CBC algorithm,
which is superior in security compared to 3DES-
CBC. New callers are advised to use this format.

When set, the server will send back URL to
download the certificate instead of the certificate
itself.

Response sent by the client after the
challenge status received in the previous
“cert” request. Format:
{

“type”: type of the previously received
challenge,

“data”: Base64-encoded response
}

Cookie received in the previous response,
typically of type “submitted” or “in-
progress” or “challenge”.

Common Name to be used in the certificate.
Only honored if allowed by the server. Use cn-
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customization-policy Public API
call to query, should return “ALLOWED”.

[as of v2.8.2] strings no Given name (first name) and surname (second
given-name name) to be used in the certificate and in CN.
and surname Only honored if allowed by the server. Use cn-

customization-policy Public API
call to query, should return” ALLOWED-AS-
GIVENNAME SURNAME”.

[as of v2.8.3] JSON array no Extra SAN domains to be used in the certificate.
san-domains

Response

HTTP 200 - application/json

Certificate is successfully issued by the server.




a=

keytalk

Example typical usage, the certificate is returned in the response body:
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Notice again that JSON-serialization of PEM certificates requires forward slashes '/’ to be escaped as
\ \ / ’

Example when the certificate download URL is returned iso a certificate itself (out-of-band request
parameter was set to true):

Response

HTTP 200 - application/json

An extra info is requested from the client before issuing a certificate.

|
34



Response
HTTP 200 - application/json

The certificate request is successfully submitted (“submitted”) or was previously submitted (“in-
progress”) and needs time or an extra action to be fulfilled. The caller is supposed to periodically
check the certificate is ready using the cert request.

Response
HTTP 200 - application/json

The certificate request requires approval to be fulfilled. The caller is supposed to periodically check the
certificate is approved using the cert request.
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2.7.3 Query CSR requirements

A client might want to generate a key pair by himself and submit the resulted CSR to KeyTalk server for
signing. Before doing that the client should query the server for the initial parameters for the CSR such as
key size, signing algorithm, certificate subject and a subject alternative name (SAN).

Request

Latest protocol version: GET /rcdp/csr-requirements
Specific protocol version: GET /rcdp/<version>/csr-requirements

Example:
/rcdp/csr-requirements

Response

HTTP 200 - application/json

Example:
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2.74 [as of v2.7.2] Start TPM attestation.

Start TPM attestation procedure from the server. On successful verification, the server will return a
challenge to be used by the TPM for calculating evidence.

Request

Latest protocol version : POST /rcdp/tpm-attestation
Specific protocol version : POST /<version>/tpm-attestation

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required  default description
value
ek-cert string yes n/a PEM-encoded Endorsement Certificate
ek-pub-blob string yes n/a Base-64 encoded Endorsement Public Key
BLOB
ak-name string yes n/a TPM Attestation Key name
Response

HTTP 200 - application/json

“status”: “tpm-attestation”,

“challenge”: Base64-encoded TPM challenge
}
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2.7.5 Generate certificate from the client CSR.

Retrieve a PEM-encoded certificate from the CSR supplied by the client. The CSR should be created
from the parameters retrieved from the csr-requirements request described in 2.7.3.

Request

Latest protocol version : POST /rcdp/cert
Specific protocol version : POST /rcdp/<version>/cert

Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91leed8d9d"™ \

-H "Expect:" \

-d "csr=----- BEGIN+CERTIFICATE+REQUEST-----
$0AMIIC1ljCCAb4CAQAWYGZAXCZAJBgNVBAYTAKSMMRIWEAYDVQQHDAl1FaW5kaG92Z2W4x%0ADDAKBON
VBAsSMAINFUzZEUMBIGAIUECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSv$0Ab3JkLUJThcmIhbnQxE
TAPBgNVBAMMCER1bWIOVc2VyMR4WHAYJKOZIThvcNAQKBFgI0S0AZXNOdW1Ac21vdXguzXUwggEiMAQ
GCSgGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQDGS0AfyCCkM7cbVhpBCSx1NEf%S2BFDga9banKf 9sPRW
S5VwBFYP5siLdsywNkNgrEYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJIfj700018HUNn2xL
vp2z6J693Z4rAR4d8x$0ApwcdR1PeJO5b30tBaURKILaJTjtsUVyCXr$2B6us2FgiuaDODGBKsIQ
ccyAWGy%2BlzNer$0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcqIOppR%2BHDJUUNSYYju9xZ2qgCLjx
6Y2%52B2Z2XHKS0AMPFCcFsP%$2F8GCYGZ2%2FAILWt sVzZKSaRWmTVI£fBsy50gW3YmwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgqcWjpP3KTOS5AgMBAAGgADANBgkghkiGOwOBAQsFAAOCAQEADUVCaYmS2FS0A
wlotZalLgtCP2mIVVHS2FgHVTeVEs1436Lz%2FaKT5qlQRee81C2uslz9G7h3PG%2BM6wINS0AUJau
wqQ2mR2c1VAidROAT52syNPR4jXeR11%$2F7a%2Fms ZFqaw3%2FL1wVtBIJHEfOA6apUS0AISVWi6S2
F3kUjDOFhYHAUfKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGg5NNEgnSpK8XS0A9A9)5kKGBOmM9eQOr
Wxws2FO0ULlwRgLpt6176Gt5%2B1Mp5BtTCPK2uboHvJiPu4aJUuHh$0Afx9ZjKox73V$2BleOEMNSY
fesuQPESAWiFKE988NFixGXOHW7uQdWcISFsYFRFZG2p$0AYb%$2Bm9iFyUY8AHWS3D%$3D%0A-———~—
END+CERTIFICATE+REQUEST-----%0A" \

-X POST https://test.keytalk.com/rcdp/cert

Request POST parameters:

parameter type required default description
value
csr string yes n/a Base64 encoded PKCS#10 certificate signing request

out-of-band boolean  no false When set, the server will send back URL to
download the certificate instead of the certificate
itself.

[as of v2.7.2] string no empty Required when TPM attestation flow is in effect, i.e.

tpm-evidence

40

use-tpm-vsc-authentication parameter of
/auth-requirements response is set to “yes-
with-attestation”. Should contain the value of
TPM evidence calculated by the TPM from the
challenge received on the preceding /tpm-
attestation request. The evidence will be
checked on the server before signing the CSR.



Response

HTTP 200 - application/json

Example regular usage (certificate is returned in the response):
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Notice again that JSON-serialization of PEM certificates requires forward slashes ‘/’ to be escaped as
Al \ //

Example when certificate download URL is returned:
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2.7.6 [as of v2.7.4] Store certificate to the server

Stores certificates along with their private keys to the server. The certificates will be stored under the
seat corresponding the username used for authentication.

Request

Latest protocol version : POST /rcdp/store-certs
Specific protocol version : POST /rcdp/<version>/store-certs

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value
certificates string  yes n/a Concatenated list of PEM

certificates with private keys.

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91eed8d9d" \

-H "Expect:" \

-d "certificates=----- BEGINS20CERTIFICATE---—-
$0AMIIE67CCAtKgAwWIBAgIDAMEMMAOGCSGSIb3DQEBBQUAMIGAMSYwWJIAYJKoZIhveNSOAAQkBFhd
rZX10YWxrZGVtb0OBrZX10YWxrLmNvbTELMAKkGA1UEBhMCTkwxEZARBgNVS0ABACTCkFtZXJzZm9vce
nQOxIjAgBgNVBAOTGUt1leVRhbGsgZmOyIERFTU8gcHVycG9z%0AZXMx IDAeBgNVBASTFORFTU8gTk9
UIEZPUiBQUkOEVUNUSU9OMSYwJAYDVQQODEx1L$0AZX1UYWxr IER1DbW8gQ2 9tbXVuaWNhdG1lvbiBDQ
TAeFw0xMzASMTMxMzEWMTdaFw0y$0AMzASMTEXNDEWMTdaMIGkMSYwJAYJKoZIhveNAQkBFhdrZX1
0YWxrZGVtbOBrZX10%$0AYWxr LmNVvOTELMAKGALIUEBhMCTkwxEZARBgNVBACTCkFtZXJzZm9venQxI
JAgBgNV%0ABAOTGUt 1eVRhbGsgZm9y IERFTUBGCHVYycG9zZXMxDTALBGNVBAS TBERFTUSXJTA $0A
BgNVBAMTHGt 1eXRhbGtkZW1lvYWRtaW4ua2V5dGFsay5jb20wggEiMAOGCSgGSIb3%$0ADQEBAQUAAS
IBDwAWgGEKAOIBAQDCUgaKHpmLpZ 7CNG 05gX5G%2FNzLyGPGn8oiJqmF$0A25C91Dt010KhUzbjQB
ZiNt8t%2FpjJWL1ZrbgaoCXdYMuS9Y4NcjvoL6KrdGDrkMUr%0AYzKO1Bp420Q0rGx$2BTOpKVMhhj
JXY¥1mhsOxSZk02n5MWXnB8rS68hPgAgVquegGKs TS 0AwquTRILpfuBRQErCam%2B143£5S2AZYON1h
Zv5Nrdl1QWrQgTxBOUMIcOmVEaVycnt zb$0AVRVh$2BCoAga6pBeAc109IT8K5YNHSMVVE7xIg%2BG
x0QS8%2FWR7vaDRqtaC95j3COMBCS0AtTezLRjcCglLiEO2ChYFANY%2B%2FWJ11Dn%2FvyOnxi5r
G4JD9AsxAgMBAAG])DzANMASGS0AALIUADWQEAWIFODANBgkghkiGIwOBAQUFAAOCAGEAXWP76uwCWO
660%2BsayljOA6tIS0Agxxemp9Cyl3frsvNGy7nKhVspgbxz3%2BV1pdr9ZaxjO0QaWgFZ4bI584mK
seCLPj47%0AEzsQ7anONi33KIgDt%$2BZ06C21tgzrB8%2F2XXcbGPAfeCN] 6xYg3N$2FiPpovilyWl
§Zw0%0AgSEN1NMKHVPvSt$2BgdKUIHS1diZktM4bcLpzBC4zsji20YyX2KB6h%2FVherJ1 £vOwt%0
AGCWCFEWGihirAp9gla50TU0%2BcxP6AYwprn8gfHSNMgK8QAS2FSNS2F1vbBLcBjOynMM8$0A5B9
DH7UKCrgmxmNkLS3upckm8fTkkR2JD8nVQCT1 7ewf$2FCRnQeZgFffxGdj%$2Fuquj$0AN1ID7EhxiV
cOLczONW4xL5HYOE9gX37285zYTKgYIR8gAbIftUYuIXabhfasPuAyj$0AVudONFedSKuSmi9Z 9Fv
UMiUmSMRAS$2F7Tj2XnSWlhskatt%$2Byy%$2FcOysCpZcn74%2BNmgx%0AhUGCNUyU4AOqVV3zx3M]z
wlumXXgqdgXHwR7fMixDSQfbQpzl1JGobQId2I76D5hDr$0A3h4wxgqrNTWb2IfrypSNGec24zwQAgMd
r28vVevVelL9%aemwSzGIERcJKhEQaO9HgEImBS0AS2FSOsoud7LgWgs2BWBIUx60wZuuWn8NyqYJKJu7z
Yy13£fxelmGU%2F91 ImGRNOHRW5NJID$0A6J1KgrTtM%2B8AL6g074g%3DS0A-————
END%20CERTIFICATE---—-— $0A-—-—--- BEGIN%20PRIVATE$20KEY-—-——
$0AMIIEvgIBADANBgkghkiGOwOBAQEFAASCBKgwggSkAgEAAOIBAQDCUgaKHpmLpZ7C%0AN]05gX5
G%2FNzLyGPGn80oiJqmF25C91Dt010KhUzbjQBZiNt8t%2FpjJWL1ZrbgaoCXd$0AYMuS9Y4NcjvoL
6KrdGDrkMUrYzKO1Bp42Q0rGx$2BTOpKVMhhjjXY¥1mhsOxSZk02n5%0AMWXnB8rS68hPgAgVquegG
KsTwquTRILpfuBRQErCam%2B143£S2AZYON1hZv5NrdlQ%0AWrQgTxBOUMIcOmMVEaVycnt zbvRVh%
2BCOAga6pBeAclO9IT8K5YNHSMVVE7xIq%2BGx0%$0AQS8%2FWR7vaDRqtaC95j3COMBCtTezLRjcC
glLiEO2ChYFANY$2B%2FWJ11Dn%2Fvy0nxi5r$0AG4JDIASxAGQMBAAECGGEAV3jPAsuleKw0G9I6T
uNQsanPx1fNOJLhrZ$2FTvbLJo%2Fnu$0ATbjmErK$2FyWom6UOkB7NMmY472Te04UVn5hBVezDgI
gNjHjCbPCzmGAQSDWbY81xe$0AEj06aEYMX$2BFxJIHpYp7iMFzPgOWR898LHCZ1Z2ZsnX0zQPbM4 S

43



o

keytalk

2BG%2F3ViTk1lb%2BStnZl1%$0AMC8%2BDLx$2FIMCt%2FgzwZ62PbLoU]jdmXC712zXSReWLnL$2FXwP2
f13wYpYwyP8Q4AHghWGS0AJYtrFfsEalywG8ih3ftDVGeCrUgPnKvwgpbgicXkW7WAS2F2WEgIwss
DXyl9GoEFp7%0ANHXLgH1KT4rvBcYgHFFDkAFfABngknA8JvOpVBuU6pQKBgQD09%2F£DYVbL7MWEFe
a8C%0AStS2FkYWRQabTxc$2FIaxI1A%2BMOviZTrKS2Fds%2FIV4sBWzOkEf1%$2B1INL7S3EOFaFec$s
2FL2h7p%0A6GIn0WouAOOXTFzVrD7C1J704KgITzRAXBM6CcVHIxEuwpaiCz8BYbu90ggZYYzM5%0A
aFTpOtyx6HIQ%2B%2B%2BFN%$2BK1bREIUwKBgQDLE12Z22zX1LLNicvLsCPa%2FsxRbSTYH8SCS2FpS
OAUMutdOKA%2FQ]jDkZ9PsOF1r4Z4EpgulpRRMYNhCP4gY50jmHW3SXaOVWEwpeTm6cnbs0ASI7agLl
POLIEJ5fNz1GI9DROIBIASS2BS2F2¢c9%2BFrxQalCc9hhkIHdwt FULidjAdnF1vUWS0A0fEWS2BuhD
AwKBgAjPZjzDsWaSJGRxhObQONgQ2h%2B%2BPYC1j86ApPwmdgdnR1DS6vo]j$0AdtVpV85zWSUylI
5VgGDksUfpopyNQrFc53D26h%2Bvbtd4gpoQsMOktTZg5goudw2h$0AP6PICY2W6rX2rOHNIPjNPJ
VvIXZqUuxMoUkmEcvgNULwfgPG58LVU1iDAOGBALYCS0AkQStfYOHqo6xShx0Fd5tuEg%2BVac9PF
QwH3rUrL9YDCbdugC%2BtQdjD29Hm0apURGESO0AS2FEPKVS5tgINAYskmZer2QIRBtYIDnQOplcg020
tXWoCweV72L%2BIOD5SNRAzEL3tpSeS$0AF1DutrrkAi 1QUFXna5%2B7zmmbGwlSiFHEZzF10RibpAo
GBANfrY4ULWW2qJU3Ibvr8%0Agkus2Fuqgs2Fm708iz1lrcbfYFLvJI5inalfjWyX2hd3nFhlx10FUzt
Z7YJBvdJ5HHeX]j 3] $0AyQOxYcumrkFdX4GFHP52%2Fe 9k 9iAQ1vdnx$2BEHIN% 2FxiBRgqvgaf 3SRAL
5sDwN$2FoVaz5bN%0AW8ZTDiyPvhO0plVnDX19ZZfA%0A-———~ END%20PRIVATE$20KEY-———— "o\
-X POST https://test.keytalk.com/rcdp/store-certs

Response

HTTP 200 - application/json

“status”: “store—-certs”,
“stored”: [fingerprints of successfully stored certificates],
“skipped”: [fingerprints of the skipped certificates]
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[as of v2.8.1] Retrieve seat shared mailbox certificates

Retrieves the list of shared mailboxes (SMBs) along with their certificates for all shared mailboxes that
belong to the seat previously resolved from USERID and computer name submitted during

authentication phase.

Latest protocol version: POST /rcdp/smbcerts
Specific protocol version: POST /rcdp/<version>/smbcerts

Request POST parameters:

parameter type requ default description
ired value
format "P12” | “PEM”  yes nl/a Format of SMB certificates, same as described
| “pi2vz” in section 2.7.2
[as of v2.7.9] boolean no false When set, the server will send back URL to

out-of-band

Response
HTTP 200 - application/json

SMB got successfully retrieved.

45

download the certificates instead of the
certificate itself.
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2.7.8 [as of v2.7.8] Query certificate and keys scraping settings.

Query the settings for the caller (typically KeyTalk Windows Certificate Scanner agent) to scan for
certificates and keys and send them to KeyTalk server using REST API call described in the sections
2.7.6.

Latest protocol version: GET /rcdp/cert-scraping-settings

Specific protocol version: GET /rcdp/<version>/cert-scraping-settings

Response

HTTP 200 - application/json
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3. PUBLIC API

API to query various information from KeyTalk server without the need to authenticate.

3.1 Public API versions

REST API version | Minimal KeyTalk server Changes wrt the previous API version
version

1.6.6 7.4.2 allow retrieving notification template for the
message shown to end-users when KeyTalk
agent automatically pops up

1.6.7 7.5.1 allow querying keep-alive interval,
allow sending keep-alives

1.6.8 7.5.7 allow checking whether the given seat
certificate is known to have TPM key
attestation

1.6.9 7.5.15 piggy-back keep-alive internal in the response
to i-am-alive request

3.2 API overview

The communication goes over HTTPS port 443 and over HTTP port 80.

3.2.1 Retrieve self-service availability.
Retrieves whether self-service is available for the given account.
Request

Latest API version: POST /public/self-service-availability
Specific API version: POST /public/<version>/self-service-availability

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required  default description
value
cert string yes n/a PEM-encoded X.509 user certificate previously

received from KeyTalk identifying the caller

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Expect:" \

-d "cert=----- BEGINS20CERTIFICATE-----
$0AMIIFDDCCAVSgAWIBAgIIW1SC7gAAAYowDQYJKoZIhveNAQELBQAWgYgxHzAdBgkgs0AhkiGOw0
BCQEWEGluZm9Aa2V5dGFsay5jb20xCzAIBgNVBAYTAKkSMMRwWWGGYDVQQOKS0ADBNLZX1UYWxrIE1UT
FN1Y3VyaXR5MRgwEFgYDVQQLDASGYWNODb3J5IERLIZMF1bHOx$0AIDAeBgNVBAMMEOt1eVRhbGsgRGV
tbyBTaWduaW5nIENBMB4XDTE4MDEWOTA3SNTMw$0AM10XDTI4MDEWNZA4NTMwMlowgZAXETAPBgNVB
AMMCER1DbWI9Vc2VyMQswCQYDVQQG%0AEWJOTDEWMBQGALIUECAWNTMOvemQtOmEFyYmFudDESMBAGALU
EBwwJRW1luZGhvdmVu%0AMRQWEgYDVQQKDAtTaW91leCBHcm91cDEMMAOGAIUECWwDUOVTMR4wHAYJK
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0ZThvcN$SOAAQkBFgI0ZXNOdW1AC21vdXguzZXUwggEiMAOGCSgGSIb3DQEBAQUAA4A IBDWAWGGEKS0A
AOIBAQDIO8ytSED47IFmjTOPUezLl1yHUlxDggXYgYF83G27J5%2BLkfnlxciWa2cCVHS0AOLFG%2BK
ZNfpsdSHAXUFrgJI%$2BciypdMEf3DS9ZH3PIScgEzZwNXGOWnNUagHjUfsYQ6r$0A1I6MBKEBG6F8sjR
hyF%2Frl1Upogsc24ALypBdIhQ6Ham3ni4NFsYEcBk80nKK$2BpATDI$0APqzK1IIGsd3XhOmxjVUz
PR70FaEbHwnbOakWfeLibwJAWttdIL7KCtSMsBLg3U20%0AogYmm5 £ Jqf LwZZEmwNs1kuzGcHB6M1
WBYQHyp966klYnItBDFEMYKvaW2ec8tZEASOALJGAWMI rgAMRIObUWoUUGVWLOoOXzAgMBAAG) cDBuU
MAkKGA1UdEWQCMAAWEWYDVRO1%$0ABAWWCgY IKwYBBQUHAWIwWCWYDVROPBAQDAgP4MCcGCWCGSAGGS2
BEIBAgQaFhhDVVNU$0AX0OFOT19JT1RFUKSBTFOURVNUVUkwFgYDVRORBASwWDY ILbnMuc2lvdXguZX
UwDQYJ%0AKoZ ThvecNAQELBQADggIBAJXr f8FkL2Bh2rW$ 2FgJQOpHADELgk25%2F8UmMNbpauneVB
$0A0aJFHCXpsSUDQ4beJo3gyM5JvZRV5nfC8Na3v4aNb01oVIHDHA8%2BGs11UXy3fN1vS0AU4AYAF
yiJULIXELrYyuA5g0rdxXjLSSvSTWGWPKIJEGLYC2xv0O8kh%2BnwOijVciHFCp$0AGATpCHbEO4MPwW]
QiLpJowx5W5FhcyaRvp%$2FjH10T1IsPWRUD230G8gcg4uRAFICKVUSOAYESS2BVIRrYGS2B6VYeNP
2Va6DGTXVsH2%2F13vP7I1da08cnVOcYcHKzOBU%S2Bfr60muNpuo%$0AhES2FoGzZ27ui%$2F3wja9qg49
0GJaNxHjadUJjk5k799e%2Fv2isBaSuNmXVobOExzjasIyF$2BS0A2VWGrxSJIcfhUXSv3%$2B0xnmOo
UigN7uxV1%$2BriPcpvl1zyNLQgzNxSqerDOiW6dIAPH]$0AFuchgAYYURXVMHbwx fqUVUWqyBg2Pr5
ESSYB6PTDXzigChLjWJIRLUEZXwXmi6ztn$0AfgSMOGIXRFFR7yxQKDEUGZKEfbAcdOgXtCDbH3T$2B
UUEsJjAc7bUz40M57Zxfea%2F8F$2FES0A0Brzb 6XROZEWAPXMbQOWRXRU01dd1%$2Fi77irHASh%2FL
Gg6RGV7gsDmic%2B3WOXZtdkX$0As1TcBs1GLZkgnbWevNtASUWHL1JAfJjKmnOv5RAYXRCc6kCXED
WQilCBYyQXpQXR5LE0A-———— END%20CERTIFICATE--—-- "\

-X POST https://test.keytalk.com/public/self-service-availability

Response

HTTP 200 - application/json - successful invocation

HTTP 400 - application/json - invalid request




3.2.2 Retrieve address book URLSs
Retrieves URLSs of address books used by back-end LDAP/AD servers.

Request
Latest API version: GET /public/address-book-list
Specific API version: GET /public/<version>/address-book-1list

Example:
/public/address-book-1list?service=DEMO_SERVICE

Query parameters

parameter type  required description
service string  yes KeyTalk service (template) name
Response

HTTP 200 - application/json - successful invocation

Example response when no address books configured for the service

HTTP 400 - application/json - invalid request
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3.23 Retrieve availability of S/MIME certificate enrollment to external
parties for self-service

Check the availability and requirements for S/MIME certificate enrollment to external parties for the
given self-service account.

Request

Latest API version: POST /public/smime-cert-enrollment-availability
Specific API version: POST /public/<version>/smime-cert-enrollment-—
availability

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required  default description
value
cert string yes n/a PEM-encoded X.509 S/MIME certificate

previously received from KeyTalk identifying
the caller as self-service—eligible user

synchronous boolean  no true When set to t rue, checks whether an
immediate enrolment is possible.
When set to false checks whether it is
possible to place a certificate order without
yielding a certificate. The order will be handed
in to a configured CA, which will get
responsible for communicating the certificate
back to the users via e-mail.

At the moment S/MIME asynchronous orders
are only supported by KeyTalk services bound
to GlobalSign PersonalSign products.

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Expect:" \

-d "cert=----- BEGINS20CERTIFICATE-----—
$0AMIIFDDCCAVSgAWIBAgIIW1SC7gAAAYowDQYJKOZIhvcNAQELBQAWgYgxHzAdBgkg%0AhkiGOw0
BCQEWEGluZm9Aa2V5dGFsay5jb20xCzAIBgNVBAYTAKkSMMRwWWGGYDVQQOKS0ADBNLZX1UYWxrIE1UT
FN1Y3VyaXR5MRgwEFgYDVQQLDASGYWNOb3J5IERLIZMF1bHOx$0AIDAeBgNVBAMMEOt1eVRhbGsgRGV
tbyBTaWduaW5SnIENBMB4XDTE4MDEWOTA3SNTMw S 0AM10XDTI4MDEWNzZA4NTMwM1lowgZAXETAPBgNVB
AMMCER1DbWOVc2VyMQswCQYDVQQG%0AEWJOTDEWMBQGALIUECAWNTMOvemQtOmEyYmFudDESMBAGALU
EBwwJRW1luZGhvdmVu%0AMRQWEgYDVQQKDAtTaW91leCBHcm91cDEMMAOGAIUECWwDUOVTMR4wHAYJK
0ZIhvcN%0AAQkBFg90ZXNOAW1ACc21vdXguZXUwggEiMAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKS0A
AoIBAQDIO8ytSED47IFmjTOPUezLlyHUlxDggXYgYF83G27J5%2BLkfnlxcWa2cCVHS0A0LFG%2BK
ZNfpsd5HAxUFrgJI%$2BciypdMf3DS9ZH3PIScgEzZwNXGOWNNUagHjUfsYQ6r$0A1I6MBKES6F8s]jR
hyF$2FrlUpogsc24ALypBdIhQ6Ham3ni4NFsYEcBk80nKKS2BpATDIS0APqzK1IIGsd3XhOmxjVUz
PR70FaEbHwnbOakWfeLibwIJAWttdIL7KCtSMsBLg3U20%0A0ogYmm5fJgfLwZZEmwNslkuzGcHB6ML
WBYQHyp966klYnItBDFEMYKvaW2ec8tZEASOAL]GAWMI rgAMRIobUWoUUGVWLOoOXzAgMBAAG] cDBu
MAkKGA1UJEWQCMAAWEWYDVRO1%0ABAWWCgY IKwYBBQUHAWIWCWYDVROPBAQDAgP4MCCcGCWCGSAGGS2
BEIBAgQaFhhDVVNU$0AXOFOT19JT1RFUKSBTFOURVNUVUkwFgYDVRORBASwWDY ILbnMuc21lvdXguZX
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UwDQYJ%$0AK0ZIhvcNAQELBQADgGIBAIXrf8FkL2Bh2rW$2FgJQOpHADELgk25%2F8UmMNbpauneVB
%0A0aJFHCXpsSUDQ4beJo3gyM5JvZRV5nfC8Na3v4aNb01loVIHDHA8%2BGs11UXy3fN1vS0AU4YAF
yiJULIXELrYyuA5g0rdxXjLSSvSTWGWPKIJEGLYC2xv0O8kh%2BnwOijVciHFCp$0AGATpCObEO4MPW]
QilpJowx5W5FhcyaRvp%2FjH10T1 IsPWRUD230G8gcg4uRAFICKVUSOAYES8S2BVIRrYGS2B6VYeNP
2Vab6DGTXVsH2%2Fi3vP7I1da08cnVOcYcHKzOBU%2Bfr60muNpuo$0AhES2FoGzZ7uj%$2F3wja9g49
0GJaNxHjadUJjk5k799e%2Fv2isBaSuNmXVobOExzjasIyF$2BS0A2VWGrxSJIcfhUXSv3%$2B0xnmOo
UigN7uxV1%2BriPcpv1zyNLQgzNxSqerDOiW6dIAPH]$0AFuchgAYYuRXVMHbwxfqUVUNqyBg2Pr5
ESSYB6PTDXzigChLjWJIRLUEZXwXmi6ztns0AfgSMOGIXRFFR7yxQKDEUGZKfbAcdOgXtCDbH3T%2B
UUEsjAcT7bUz40M5Z2xfea%2F8F%2FES0A0Brzb 6XROZEWAPXxMOQOWRXRU01dd1%2Fi77irHAsh%2FL
Gg6RGV7gsDmic%2B3WOXZtdkXS0As1TcBs1GLZkgnbWevNtASUWHL1 JAfJjKmnOv5RAYXRCc6kCXEQ
WQilCBYyQOxpQXRS5LS0A-———~ END%$20CERTIFICATE----- "\

-X POST https://test.keytalk.com/public/smime-cert-enrollment-availability

Response

HTTP 200 - application/json — enrollment available for the given self-service user

HTTP 200 - application/json - enrollment notavailable for the given self-service user

HTTP 400 - application/json - invalidrequest (e.g. user certificate is not SSMIME)
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3.24 Query the certificate store to place the resulted certificate

Query the type of the certificate store to place the certificate received using the certificate retrieval API.
The result will be identical as store-to-system flag returned from /cert call of the certificate
retrieval API, however received without going through the entire handshake-authentication procedure.

Request
Latest API version: GET /public/should-cert-go-to-system-store
Specific API version: GET /public/<version>/should-cert-go-to-system-store

Example:
/public/should-cert-go-to-system-store?service=DEMO_SERVICE

Query parameters

parameter type required description
service string  yes KeyTalk service name
Response

HTTP 200 - application/json - successful invocation

HTTP 400 - application/json - invalid request
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3.2.5 Request a disclaimer to install to the mail client
Request an email disclaimer based on the provided email address for the provided service. If the service
is setup to supply a disclaimer the response will contain a disclaimer to be applied to the mail client.

Request

Latest API version: GET /public/set-disclaimer-for-smime-cert-email

Specific API version: GET /public/<version>/set-disclaimer-for-smime-cert-
email

Example:
/public/set-disclaimer-for-smime-cert-
email?service=DEMO SERVICE&email=demo%40keytalk.com

Query parameters

parameter type required description

service string  yes KeyTalk service name

email string  yes Email address for which to request a disclaimer
Response

HTTP 200 - application/json - successful invocation

HTTP 400 - application/json - invalidrequeste.g. the given service does not exist
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3.2.6 Query certificate approver emails

Query approver emails for the certificate. Typically used by services configured with 37 CA, for
example GlobalSign DomainSSL or GlobalSignAlphaSSL.

Request
Latest API version: GET /public/cert-approver-emails
Specific API version: GET /public/<version>/cert-approver-emails

Example:

/public/cert-approver-—
emails?service=DEMO_SERVICE&user=test.keytalk.com&computer-
name=test2.keytalk.com

Query parameters

parameter type required description
service string  yes Name of KeyTalk service (template)
user string  yes User name (typically FQDN of the server). Should be the same

value as the USERID used in RCDP authentication request.

computer-name string  yes Name of the caller’s machine/device name. Should be the same as
the computer name as used in RCDP authentication request.

Response

HTTP 200 - application/json - successful invocation

HTTP 400 - application/json - invalidrequeste.g. the given service does not exist is not
configured with a CA implementing approval of cert requests via emails
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3.2.7 Query KeyTalk server version

Query KeyTalk server version

Request
Latest API version: GET /public/version
Specific API version: GET /public/<version>/version

Query parameters
None

Response

HTTP 200 - application/json - successful invocation
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3.2.8 Query Common Name customization policy
Query customization policy for Common Name for the given user.

Request

Latest API version: GET /public/cn-customization-policy
Specific API version: GET /public/<version>/cn-customization-policy

Example:

/public/cn-customization-policy?service=DEMO_SERVICE&user=test-
user&computer—-name=test.keytalk.com

Query parameters

parameter type required description
service string  yes KeyTalk service name
user string  yes User name. Should be the same value as the USERID used in
RCDP authentication request.
computer-name string  yes Name of the caller’s machine/device name. Should be the same as
the computer name as used in RCDP authentication request.
Response

HTTP 200 - application/json - successful invocation

HTTP 400 - application/json - invalidrequest e.g. the given service and user combination

does not exist




-

keytalk

3.2.9 Query which templates participate in auto-renewal of seat certificates.
Check which templates (services) seat certificate auto-renewal should be applied. When no templates
are configured (empty list is returned) the agent should fall back to the old behavior by renewing
certificates for a single template only.

Request

Latest API version: POST /public/templates-to-auto-renew-seat-certs

Specific API version: POST /public/<version>/templates-to-auto-renew-seat-
certs

Query parameters

parameter type required description
template-names  JSON yes List of the template names to check
array

Example (for the recipients above):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d \

"template-names=%5B%$22TEMPLATE1%$22%2C%$22TEMPLATE2%22%5D" \

-X POST https://test.keytalk.com/public/templates-to-auto-renew-seat-certs

Response

HTTP 200 - application/json —successful invocation

{

“status”: “templates-to-auto-renew-seat-certs”,
“template-names”: JSON array of template names from the submitted list for which seat certificate auto-

renewal is to be applied
}}
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3.2.10 Query certificate expiration margin

Query the minimal number of seconds (margin) before a certificate expiration when the certificate is
considered as valid and does not require renewal. When the remaining time till the certificate expiry

falls below this margin, the certificate is considered as expiring and ought to be renewed by KeyTalk
agents.

Request
Latest API version: GET /public/cert-expiration-margin
Specific API version: GET /public/<version>/cert-expiration-margin

Example:
/public/cert-expiration-margin?service=DEMO_SERVICE&user=test-
user&computer—-name=test.keytalk.com

Query parameters

parameter type required description
service string  yes KeyTalk service (TEMPLATE) name
user string  no User name (seat name). Should be the same value as the USERID

used in RCDP authentication request. When user is not supplied or
if the given user does not exist on the server, the TEMPLATE-wide
setting will be used

computer-name string  no Name of the caller’s machine/device name. Should be the same as
the computer name as used in RCDP authentication request. Only
needed when user is supplied.

Response

HTTP 200 - application/json —successful invocation

{
“status”: “cert-expiration-margin”,
“threshold-seconds”: 86400

}

HTTP 400 - application/json - invalidrequeste.g. the given service and user combination
does not exist

{

“status”: “error”,
“error”: error message (optional)
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3.2.11 Download client configuration files
Download client configuration files (RCCDs) to be used for customizing KeyTalk agents.

Request
Latest API version: GET /public/rccd?uid=<UID>
Specific API version: GET /public/<version>/rccd?uid=<UID>

Example:
/public/rccd?uid=1234567890ABCD

Query parameters

parameter type required description

uid string  yes Client configuration UID. The UID can be relieved from KeyTalk
template page.

Response

HTTP 200 - application/octet-stream - successful invocation
HTTP 400 - application/json - RCCD with the given UID does not exist.
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3.2.12 Check server health status

Perform server health check. Initially made for Load Balancers to select right KeyTalk backend server.

Request
Latest API version: GET /public/health-check
Specific API version: GET /public/<version>/health-check

Query parameters
None

Response
HTTP 200 - application/json - serverisup and running

HTTP 521 - application/json - server is having issues preventing it from operating
normally (e.g one of the daemons is not running)
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3.2.13 [as of v1.6.6] Retrieve message shown on KeyTalk agent automatic
popup.

Retrieves notification template for the message shown to end-users when KeyTalk agent automatically
pops up.

Request

Latest API version: GET /public/ktagent-unattended-popup-msg-template
Specific API version: GET /public/<version>/ktagent-unattended-popup-msg-
template

Query parameters
None

Response
HTTP 200 - application/json
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3.2.14 [as of v1.6.7] Retrieve keep-alive interval.

Retrieves the interval the agent is supposed to send periodic keep-alive message to the server.

Request

Latest API version: GET /public/keep-alive-interval?template-name=<template-
name>

Specific API version: GET /public/<version>/keep-alive-interval?template-
name=<template-name>

Response
HTTP 200 - application/json

{

“status”: “keep-alive-interval”,
“interval”: interval value followed by a unit e.g. “3600s” or empty string if no keep-alive
interval is configured on the server for the given template

}

3.2.15 [as of v1.6.7] Send keep-alive

Send keep-alive message for the given KeyTalk user (seat). Normally sent by agents periodically
according to the keep-alive interval retrieve as described in the section 3.2.14

Request
Latest API version: POST /public/i-am-alive
Specific API version: POST /public/<version>/i-am-alive

Query parameters

parameter type required description
template-name string  yes KeyTalk service (TEMPLATE) name
user string  yes User name. Should be the same value as the USERID used in

RCDP authentication request

computer-name string  yes Name of the caller’s machine/device name. Should be the same as
the computer name as used in RCDP authentication request.

Response
HTTP 200 - application/json

{

“status”: “success”,
[as of v1.6.9] “interval”: keep-alive interval value followed by a unit e.g. “3600s” or
empty string if no keep-alive interval is configured on the server for the given template

64



65



a=

keytalk

3.2.16 [as of v1.6.8] Check whether a seat certificate is known to have TPM
key attestation.

Check whether the given seat certificate is known to have TPM key attestation i.e. was previously
attested by one of KeyTalk TPM endorsement CAs.

Request

Latest API version: GET /public/is-cert-tpm-attested?cert-shal-fingerprint=<
cert-shal-fingerprint>

Specific API version: GET /public/<version>/is-cert-tpm-attested?=<cert-shal-
fingerprint>

Response
HTTP 200 - application/json

HTTP 400 - application/json invalid request e.g. if no seat certificate with the given name
found

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side enrolment error
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4. ADMINISTRATOR API

A set of API to be used by KeyTalk admins and managers to perform the same (subset of) tasks as using
KeyTalk Web Admin Interface.

4.1 API versions

REST API version | Minimal KeyTalk server Changes wrt the previous API version
version
1.9.4 7.4.2 Allow creating templates for enrolling DigiCert
DV certs via ACME
1.9.5 7.5.8 Allow creating tenants (groups of templates)
and assigning templates to it.
Allow specifying external customer number
and external order id when copying template.
Allow enabling ACME for the template
1.9.6 7.8.3 Allow creating seats
4.2 API overview

The communication goes over HTTPS and uses port 3000 secured using KeyTalk internal CA or, when,
enabled server-side, using a public trusted CA such as GlobalSign or QuoVadis. All the API calls should
be authenticated using credentials of the Web Admin Interface (username/password or a client
certificate). Admin API requires a valid system admin/cluster admin/manager or operator privileges to
execute.

4.2.1 Enroll seat from a server-generated keypair

Enroll a certificate for the given seat, creating the seat if not exist. The keypair is created server-side.

Request

Latest API version: POST /admapi/cert-enrollment
Specific API version: POST /admapi/<version>/cert-enrollment

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value
auth-username  gfring ifrequired n/a Caller’s username. Required if the webserver is
by the configured with username/password
webserver authentication.
auth-password  sfring ifrequired n/a Caller’s password. Required if the webserver is
by the configured with username/password
webserver authentication.
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service string  yes n/a Name of KeyTalk service (template) of the user
(seat) to enroll.
deviduser string  yes n/a Name of KeyTalk DevID user (seat) to enroll.
san JSON no empty Array of Subject Alternative Names to be used
array in the certificate e.g.

["DNS:test.server.com",
"IP:192.168.1.2"]

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \
-d "service=DEMO SERVICE&deviduser=DemoUser" \
-X POST https://test.keytalk.com:3000/admapi/cert-enrollment

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/cert-enrollment

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side enrolment error
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4.2.2 Enroll seat with client CSR

An admin might want to generate a key pair by himself and submit the resulted CSR to KeyTalk server
for signing. Enrolling a seat with a client-side CSR consists of 3 steps: querying the KeyTalk server for
parameters to use in the CSR, generation of the CSR and submitting the CSR to the KeyTalk server for
signing.

4.2.2.1 Query CSR requirements for enrolment

Prior submitting a CSR to the KeyTalk server, an admin should query the server for the initial parameters
for the CSR such as key size, signing algorithm, certificate subject and a subject alternative name (SAN).
Request

Latest API version: POST /admapi/csr-enrolment-requirements
Specific API version: POST /admapi/<version>/csr—enrolment-requirements

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value

auth-username  gfring ifrequired n/a Caller’s username. Required if the webserver
by the is configured with username/password
webserver authentication.

auth-password  sfring ifrequired n/a Caller’s password. Required if the webserver
by the is configured with username/password
webserver authentication.

service string  yes n/a Name of KeyTalk service (template) of the

seat to create a CSR for.

deviduser string  yes n/a Name of KeyTalk DevID user (seat) to create
a CSR for.

Response

HTTP 200 - application/json

“status”: “csr-enrolment-requirements”,

“key-size”: key size in bits,

“signing-algo”: algorithm to use for CSR signing,

“subject”: dictionary of subject fieldstousein CSR, [ as of server v7.4.1 empty
attribute names should be treated by the caller as “any” attribute
instead of a literal value],
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Example:

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/csr-enrolment-requirements

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/csr-enrolment-requirements

4.2.2.2 Enroll seat with a client-generated CSR

Enroll a certificate for the given seat, creating the seat if not exist. The CSR is supplied by an admin and
should obey the requirements retrieved with csr-enrolment-requirements call.
Request

Latest API version: POST /admapi/cert-enrollment-for-csr
Specific API version: POST /admapi/<version>/cert-enrollment-for-csr

Content-type: application/x-www-form-urlencoded

Request POST parameters:
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parameter type  required default description
value
auth-username  gfring ifrequired n/a Caller’s username. Required if the webserver is
by the configured with username/password
webserver authentication.
auth-password  sfring ifrequired n/a Caller’s password. Required if the webserver is
by the configured with username/password
webserver authentication.
service string  yes n/a Name of KeyTalk service (template) of the seat
to enroll
deviduser string  yes n/a Name of KeyTalk DevID user (seat) to enroll
csr string  yes n/a Base64 encoded PKCS#10 certificate signing
request.

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Expect:" \

-d "auth-username=admin&auth-password=secret" \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-d "csr=----- BEGIN+CERTIFICATE+REQUEST---—-—
$0AMIIC1ljCCAb4CAQAWgZAXCZzAJBgNVBAYTAKSMMRIWEAYDVQQHDAl1FaW5kaG92Z2W4x%0ADDAKBON
VBAsSMAINFUzZEUMBIGA1UECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSv$0Ab3JkLUJThcmIhbnQxE
TAPBgNVBAMMCER1bWIOVc2VyMR4WHAYJKOZIThvcNAQKBFgI0%S0AZXNOdW1Ac21vdXguzXUwggEiMAQ
GCSgGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQDGS0AfyCCkM7cbVhpBCSx1NEfS2BFDga9banKf 9sPRW
S5VwBFYP5siLdsywNkNgrEFYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJfj700018HUNn2xL
vp2z6J6g3Z4rAR4d87x$0ApwcdR1PeJO5b30tBaURKILaJTjtsUVyCXr$2B6u%2FgiuaDODGBKsIQ
ccyAWGy%2BlzNer$0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcqIOppR%2BHDJUUNSYYju9xZ2qCLjx
6Y2%52B2Z2XHKS0AMPFCcFsP%$2F8GCYGZ2%2FAILWt sVzZKSaRWmTVI£fBsy50gW3YmwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgqcWjpP3KTOS5AgMBAAGgADANBgkghkiGOwOBAQsFAAOCAQEADUVCaYm$2FS0A
wlotZaLgtCP2mIVVH%2FgHvTeVFs1436Lz%2FaKT5qlQRee81C2uslz9G7h3PG%2BMowlNS0AUJau
WwqQ2mR2c1VAidROAT52syNPR4§XeR11%2F7a%2Fms 2Fqaw3%2FL1wVtBIHEfOA6apU%0AS SVINi 6%2
F3kUJjDOFhYHAufKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGgSNNEgnSpK8X$0A9A9) 5kKGBOmM9eQOr
Wxws2FO0ULlwRgLpt6176Gt5%2B1Mp5BtTCPK2uboHvJiPu4aJUuHh$0Afx9Z2jKox73V$2BleOEMNSY
fesuQPESAWiFKE988NFixGXOHW7uQdWcI9SFsYFRFZG2p$0AYb%S2Bm9iFyUY8AHWS3D%$3D%0A——-——~
END+CERTIFICATE+REQUEST-----%0A" \

-X POST https://test.keytalk.com:3000/admapi/cert-enrollment-for-csr

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Expect:" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO_ SERVICE&deviduser=DemoUser" \

-d "csr=----- BEGIN+CERTIFICATE+REQUEST-----
$0AMIIC1jCCAb4CAQAWgZAXCZzAJBgNVBAYTAKSMMRIWEAYDVQQHDAl1FaW5kaG92Z2W4x%0ADDAKBON
VBAsSMAINFUzZEUMBIGA1UECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSvS$0Ab3JkLUJThcmIhbnQxE
TAPBgNVBAMMCER1DbWIOVc2VyMR4wWHAYJKOZTIThvcNAQkBFg90%$0AZXNOAW1AC21vdXguZXUwggEiMAQ
GCSgGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDGS0AfyCCkM7cbVhpBCSx1NEfS2BFDga9banKf 9sPRW
S5VwBFYP5siLdsywNkNgrEYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJIfj700018HUNn2xL
vp2z6J693Z4rAR4d8jx50ApwcdR1PeJO5b30tBaURKILaJTjtsUVyCXr$2B6us2FgiuaDODGBKsIQ
CCyAWGY$2B1lzNer$0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcqIOppR$2BHDJUUNSYYju9xZgCLjx
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6Y2%2B2ZXHKS0AMPFCFsP$2F8GCYGZ2%2FAT1Wt sVzKSaRWMTVJIEBsy50gW3YmwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgcWjpP3KTOS5AgMBAAGGADANBgkghkiGIwWOBAQSFAAOCAQEALUVCaYmS2FS$0A
wlotZalLgtCP2mIVVHS2FgHVTeVEs1436Lz%2FaKT5qlQRee81C2uslz9G7h3PG%2BM6wINS0AUJau
wqQ2mR2c1VAidROAT52syNPR4jXeR11%2F7a%2Fms ZFqaw3%$2FL1wVtBIJHEfOA6apUS0A]SVINi6%2
F3kUJDOFhYHAUufKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGgSNNEgnSpK8X$0A9A9)5kKGBOmM9eQOr
Wxw%2FO0UlwRgLpt6176Gt5%2B1MpSBtTCPK2uboHvJiPu4aJUuHh%0Afx9ZjKox73V$2B1leOEMNSY
fesuQPESAWiIFKE988NFixGXOHW7uQdWc9SFsYFRFZG2p$0AYb%2Bm9iFyUY8AHWS3D$3D$0A————~
END+CERTIFICATE+REQUEST----— S0A™ \

-X POST https://test.keytalk.com:3000/admapi/cert-enrollment-for-csr

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side enrolment error

4.2.3 Revoke seat certificates

Revoke certificates of the given seat. Requires a valid system/cluster/manager or an operator privilege to
execute.

Request

Latest API version: POST /admapi/cert-revocation
Specific API version: POST /admapi/<version>/cert-revocation
Content-type: application/x-www-form-urlencoded

Request POST parameters:
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parameter type  required default description
value

auth-username  gfring ifrequired n/a Caller’s username. Required if the webserver
by the is configured with username/password
webserver authentication.

auth-password  sfring ifrequired n/a Caller’s password. Required if the webserver
by the is configured with username/password
webserver authentication.

service string  yes n/a Name of KeyTalk service of the user whose

certificates are to be revoked

deviduser string  yes n/a Name of KeyTalk DevID user (seat) whose
certificates are to be revoked

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \
-d "service=DEMO SERVICE&deviduser=DemoUser" \
-X POST https://test.keytalk.com:3000/admapi/cert-revocation

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/cert-revocation

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side enrolment error
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4.2.4 Download KeyTalk settings

Download KeyTalk settings. This is the counterpart of the saving settings under the System -> Settings
page of KeyTalk Web Admin interface.

Request

Latest API version: POST /admapi/settings
Specific API version: POST /admapi/<version>/settings

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required default description
value
auth-username string if required n/a Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.
auth-password string if required n/a Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.
include-hsm- boolea  no false include HSM Connection Settings
connection-settings n
include-keytalk-cert-  poolea no false include KeyTalk Certificate Tree
tree
n

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "include-shared-settings=true&include-db-connection-settings=true" \
-X POST https://test.keytalk.com:3000/admapi/settings

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "include-shared-settings=true&include-db-connection-settings=true" \
-X POST https://test.keytalk.com:3000/admapi/settings

Response

HTTP 200 application/octet-stream - settings is returned in HTTP response body

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 application/json - generic server-side enrolment error
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4.2.5 Retrieve SCEP configuration.

Retrieve Intune SCEP configuration. This is the counterpart of the Certificate and Keys -> Intune SCEP
page of KeyTalk Web Admin interface.

Request

Latest API version: POST /admapi/intune-scep-config
Specific API version: POST /admapi/<version>/intune-scep-config

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required default description
value

auth-username string if required n/a Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.

auth-password string if required n/a Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \
-X POST https://test.keytalk.com:3000/admapi/intune-scep-config

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-X POST https://test.keytalk.com:3000/admapi/intune-scep-config

Response

HTTP 200 - application/json

{

“status”: “scep-config”,

“enabled”: Boolean flag indicating whether SCEP configuration is enabled. The properties below
are returned if “enabled” is true,

“service-name”: service name

“recipient-cert”: recipient certificate (PEM),

“recipient-key”: recipient key (PKCS#8 PEM),

“signing-cert”: signing certificate (PEM),

“signing-key”: signing key (PKCS#8 PEM),

“issuer-certs”: concatenated issuer CA chain of the signing and recipient cert above (PEM),
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HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side enrolment error
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42.6  Copy KeyTalk TEMPLATE

Copy KeyTalk TEMPLATE along with all their properties but without seats. The caller should supply a
name of the new TEMPLATE and, optional, some extra TEMPLATE properties to be altered.

The required authorization is the system admin, cluster admin or a manager. The copied template gets
automatically assigned to the manager performed the call. The copied template also automatically
becomes a member of each tenant assigned to the manager.

Request

Latest API version: POST /admapi/copy-template
Specific API version: POST /admapi/<version>/copy-template

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required defa description
ult
valu
e
auth-username string ifrequired n/a  Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.
auth-password string ifrequired n/a  Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.
src-template-name string yes n/a  Name of the TEMPLATE to copy
new-template-name string yes n/a  Name of the new TEMPLATE
digicert-central- JSON if n/a If the source TEMPLATE is configured with
settings applicable DigiCert Central CA source, an admin can alter

some of these settings in the new TEMPLATE.

{

"product": "ssl_basic
"ssl_ev_basic"|
"class] _smime"|
"client_premium"|
"ssl_securesite_flex"|
"ssl_ev_securesite flex"|
"ssl_geotrust_truebizid"|
"ssl_thawte webserver"|
"ssl_ev_thawte webserver",

"api-key": new API-key,

[as of 1.9.4] “account-region”: “US” |
“Europe",

"cert-validity-months": new certificate validity
in months,

u‘
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"organization-id": new organization ID, if

applicable,
"approver-user-id": approver user ID, if
applicable
}
[as of 1.9.5] external- JSON no n/a External customer settings.
customer-settings {

"customer-id": customer ID,
"auth-username": username (basic HTTP
authentication) for the external customer
certificate order API endpoint,
"auth-password": username (basic HTTP
authentication) for the external customer
certificate order API endpoint,
"order-ids": [

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret&src-template-name=TEMPL&new-
template-name=TEMPL-NEW" \

-X POST https://test.keytalk.com:3000/admapi/copy-template

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d " src-template-name=TEMPL&new-template-name=TEMPL-NEW" \
-X POST https://test.keytalk.com:3000/admapi/copy-template

Example (with custom DigiCert Central settings):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "src-template-name=TEMPL&new-template-name=TEMPL-NEW" \

-d "digicert-central-settings=%7B%22product$22%3A%22ssl basic%22%2C%20%22api-
key%$22%3A%22123456%22%2C%20%22cert-validity-
months$%$22%3A12%2C%20%220rganization-1d%$22%3A%206543%7D" \

-X POST https://test.keytalk.com:3000/admapi/copy-template

Response

HTTP 200 - application/json

“status”: “success”,
“external-customer-reserved-seats”: returned only if the request included external-
customer-settings parameter. Will contain a JSON dictionary mapping from the external

customer order IDs to the seat name reserved by KeyTalk e.g.
{"020240601001": "seat-0001", "020240601002": "seat-0002"}
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HTTP 400 - application/json invalid request, e.g. a new template with the given name
already exists

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side enrolment error
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4.2.7 Import certificates

Import certificates into KeyTalk under the given TEMPLATE. Target seat names are derived from the
Common Name or from SAN of the certificates. Originally made for SSL Scanner project
sslscanner.keytalk.com to send its scan results to KeyTalk.

In addition to the system admin and a cluster admin, an SSL Discovery Manager assigned to the given
TEMPLATE, is also eligible to execute this API call.
Request

Latest API version: POST /admapi/import-certs
Specific API version: POST /admapi/<version>/import-certs

Content-type: application/json

Request POST parameters:

parameter type  required default description
value
custom.auth-username  ging  if required by n/a Caller’s username. Required if the
the server webserver is configured with

username/password authentication.

custom.auth-password  sgring  if required by n/a Caller’s password. Required if the
the server webserver is configured with
username/password authentication.

custom.template-name  gsping yes n/a Target KeyTalk TEMPLATE name

custom.owner-name string  no no owner Certificates owner name. Will be
used to notify on the certificate
revocation and expiration.

certificates string  yes n/a Concatenated list of PEM
certificates.

Example (for username/password authentication):

$ curl -H "Content-Type: application/json" \

--data-raw "{

\"certificates\":\"----- BEGIN CERTIFICATE-----
\nMIIFDDCCAvVSgAWIBAGIIW1SCT7TgAAAYowDQYJKoZ IhveNAQELBOAwWGYgxHzAdBgkg\nhkiG9w0OBC
QEWEGluZm9Aa2V5dGFsay5jb20xCzAJBgNVBAYTAkSMMRwwGgYDVQQK\NDBNLZX1UYWxrIE1UIFNL
Y3VyaXR5MRgwFgYDVQQLDAIGYWNOb3J5IERIZMF1bHOx \nIDAeBgNVBAMMFOt1eVRhbGsgRGVtbyB
TaWduaW5nIENBMB4XDTE4AMDEWOTA3NTMw\nM1oXDTI4MDEwWNzA4ANTMwM] owgZAXETAPBgGNVBAMMCE
R1bWIVc2VyMQOswCQYDVQQG\nEwJOTDEWMBQGAIUECAWNTmMIvemQtOmFyYmFudDESMBAGALUEBwwJIR
W1luZGhvdmVu\nMROQWEgYDVQQKDAtTaW91leCBHcm91 cDEMMAOGALUECWwWDUOVTMRAwWHAYJKoZIhveN
\nAQkBFg90ZXNOdW1Ac21vdXquZXUwggEiMAOGCSqGSIb3DOEBAQUAA4L IBDWAWGgEK\nA0IBAQDI 9
8ytSED47IFmjTOPUezLl1yHUl1xDggXYgYF83G27J5+LkfnlxcWa2cCVH\notFG+KZNfpsd5HAXUFrg
JI+ciypdMf3DS9ZH3PIScgEzwNXGOWnNUagHjUEfsYQ6r\nl1I6MBKE86F8sjRhyF\/r1Upogsc24AL
ypBdIhQ6Ham3ni4NFsYEcBk80nKK+pATDJI\nPqzK1IIGsd3XhOmxjVUzPR70FaEbHwnbOakWfeLib
wJAWttdIL7KCtSMsBLg3U20\nogYmm5fJqfLwZZEmwNs 1kuzGcHB6MIWBYQHyp966k1YnItBDFEMY
KvaW2ec8tZEA\nljGAWMI rgAMRI0bUWoUuGVwLOOXzAgMBAAG) cDBUMAkGA1UdEWQCMAAWEWYDVRO
1I\nBAwwCgYIKwYBBQUHAWIwCwWYDVROPBAQDAGP4AMCcGCWCGSAGG+EIBAGQaFhhDVVNU\nX0FOT19J
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T1RFUkKSBTFOURVNUVUkwEgYDVRORBA8wWDY ILbnMuc21lvdXguzZXUwDQYJ\nKoZIhvcNAQELBQADgGI
BAJXrf8FkL2Bh2rW\/gJQOpHADELgk25\/8UmMNbpauneVB\nOaJFHCXpsSUDQ4beJo3gyM5JvZRV
5nfC8Na3v4aNb01oVJIHDHA8+Gs11UXy3fN1v\nU4YAFyiJULIXELrYyuAS590rdxXjLSSvSTWGWPKIJ
EG1YC2xvO8kh+nwOijVciHFCp\nGATpCbEO4MPw]jQiLpJowx5W5FhcyaRvp\/jH10T1IsPWRuD230
G8gcg4uRAFICKvVU\NYE8+VIORrYG+6VYeNP2Va6DGTXVsH2\ /13vP7I1da08cnVOcYcHKzOBU+fr60m
uNpuo\nhE\/0GzZ7uj\/3wja9q490GJaNxHjadUjk5k799%e\ /v2isBaSuNmXVobOExzjasIyF+\n2
VWGrxSJIcfhUXSv3+0xnm0oUigN7uxV1+riPcpvlzyNLQgzNxSqerDOiW6dIAPHI \nFuchgAYYuRXV
MHbwx fqUVUNqyBg2Pr5ESSYB6PTDXz1igChLIWIRLUEZXwXmi 6z tn\nfgSMOGIXRFFRT yxQKDEUGZK
fbAcdO0gXtCDbH3T+UUEsjACc7bUz40M5Zxfea\/8F\ /E\noBrzb6XROZEWAPXMbQOWRXRu01dd1l\ /1
77irHAsh\/LGq6RGv7gsDmic+3WOXZtdkX\ns1TcBsl1GLZkgnbWevNtA8UWHL1JdfJJKmnOv5RdAYx
Rc6kCXEOWQi1CBYyQxpQXR5L\n----~— END CERTIFICATE----- \n----- BEGIN CERTIFICATE---
\nMIIGNTCCBR2gAwWIBAgIRAOCVInymQ7BCz+HQzONOTMowDQYJK0ZIhvcNAQELBQAW\NngY8xCzAJB
gNVBAYTAkKACMRsSwWGQYDVQQIExJHcmVhdGVyIEI1hbmNoZXNOZXIxEDAO\nBgNVBACTB1NhbGZvcmQx
GDAWBgNVBAOTDIN1Y3RpZ28gTGltaXR1ZDE3MDUGALIUE\nAxMuU2VjdGlnbyBSUOEGRGItYWIUuIFZ
hbGlkYXRpb24gU2VjdXJ1IFNlcnZlciBD\nQTAeFw0yMDAzM]jcwMDAWMDBaFw0yMTA2MjUyMzUSNT
1aMBkxFzAVBgNVBAMMDiou\na2luc3RhLmNsb3VkMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIRBC
gKCAQEAOE08\nKhMaw0haVrKQ2VOUUNZS+TEXEet42hjX7QeAKASpBbBKhh8+wX1+5LNO9L8I4d]jC
\noANdH\ /a3+pcTPpFKR8IxAeMR70nBOdTx1P54\/zpMJI5NwDh57tUSD8abDhxgMaUryA\nréwnJux
nUOjDPRLoShgaDS0o759g7s18M5gT4yuCegtiXHZYedgITB6xU+T\/tEUgqlV\n2910YEgpM\/cuWd2g
ohAIFdhMEANeVpzajToudlT1BczKcEoSFTRG\ /XKE4QcYPxXON\nWi7\/\/A+WWTy2n8yZY5+Ntjw2
0YbCLZx6t70Bw0QcPjMcrQlKUQLmMOki\/wz6Ww4Ql\nIZagh7F1b464\/++1i9wIDAQAB04IC\/zCC
AvswHwWYDVROJBBgwFoAUjYxexFStiuF3\n6Zv5mwXhuAGNYeEwHQYDVROOBBYEFNR5JpN2nPWaXCqg
A4TI670BwH70ZIMA4GALIUA\NDWEB\ /wQEAWIFOoDAMBgNVHRMBAf8EAJAAMBOGA1UdJIQQWMBQGCCSGA
QUFBWMBBggr \nBgEFBQCcDAjBIBgNVHSAEQBAMDOGCYsGAQQBS EBAGIHMCUw IwY IKwYBBQUHAGEW
\nF2h0dHBz018vc2VjdGlnby5jb20vQ1BTMAgGBMeBDAECATCBhAY IKwYBBQUHAQEE\neDB2ME8GC
CsGAQUFBzAChkNodHRwO18vY3J0LnNN1Y3RpZ28uY29tLIN1Y3RpZ29S\nUOFEL21haWSWYWXpZGEO
aWouU2VjdXJlU2VydmVyQO0EuY3J0MCMGCCsGAQUFBzAB\nhhdodHRwO18vb2NzcC5zZWNOaWdvLmN
vbTANBgNVHREEIDAegg4gLmtpbnNOYS5j\nbG91ZIIMa2luc3RhLmNsb3VKMIIBfwYKKwYBBAHWeQ
IEAGSCAWSEggFrAWkAdgBI\nPvL4j\/+IVWgkwsDKnlKJeSvFDngJfy5ql2izfiLwlwAAAXEDINh]
AAAEAWBHMEUC\NIQCA5uo+XqgqY¥Yqg2Yp038zS6AmpOzwTjUARYibt IeOKuFBJwIgQbFj62CFn3kxthd
Y\nKLyAcJKhGpoWuffEo9eHKwyWCFAAAwCUILwe jtWNbIhzH4KLIiwNOdpNXmxP1D1h\n204vWE21
wWgAAAXEbINgOAAAEAWBIMEYCIQDgxcY\/xGVG\/p52c0bo7ESZcbpplmcr\noFSFqlUWgruyXwIhA
NtV£29djsx+RSJI7UqfdnHeY4dRwrgfwWEWi1ggRRV4BAHYA\NRIJR1LrDuzg\/EQAfYgP4owNrmgr7
YyzG1P9Mz1rW2gagAAAFxG\/TYXAAABAMARZBF\nAiAak88AFpMg44F2jFIwBcCM2 JXPBM8 5PRTSS
0+t13\/JcwIhAJMbPOkzg2vIx6YN\NMLyyB\/ZgAn8Xno8QNHnVTe8ZLATIMAOGCSqGSIb3DQEBCW
UAA4IBAQCqrv1O6NkI\npm8\/0LcHOVX]Y7FudXr3ztiX714Zjlmn+rhwkkWZghHkBSONA9S5r10Wd
yA+£XV6D\nyi+36BK7FYNyGnWCCx1gTksxmrRmWDXHkecCCzQ6Fgg5HS9vD10aEPPMwSdDXDZg\nu
CkP508uQWHQIr1hr9u590kffgqlwekg501MAe3BxcsewwOclbt1Gwpp8eUY1Z2sGI\nsg\/IaTwCvg8
2vigihT9QiekChbgwz4aMmHmjP291dRNLZy8p3BKWRFPZ3YsOLHBXf\n+3\/E5nF6euPSnScquUqv7s

xDZS1iB1dIOvmjURHgh8KOQHFW8HKYgM9q40SbkhaLtX\nQ42J3\ /KpCpZD\n----~— END
CERTIFICATE-—-—— \",
\"custom\": {

\"auth-username\":\"admin\",
\"auth-password\":\"secret\",

\"template-name\" :\"TEMPL\"

TN

-X POST https://test.keytalk.com:3000/admapi/import-certs

Response

HTTP 200 - application/json

“status”: “import-certs”,
“imported”: [fingerprints of imported certificates],
“skipped”: [fingerprints of skipped certificates]
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HTTP 400 - application/json invalid request, e.g. a template with the given name does not
exist

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side enrolment error
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4.2.8 [as of v1.9.6] Create or update seat

Create new seat or update existing seat.

Latest API version: POST /admapi/create-seat

keytalk

Specific API version: POST /admapi/<version>/create-seat

Content-type:

Request POST parameters:

application/x-www-form-urlencoded

parameter type  required default description
value

auth-username  gfring ifrequired n/a Caller’s username. Required if the webserver
by the is configured with username/password
webserver authentication.

auth-password  sfring ifrequired n/a Caller’s password. Required if the webserver
by the is configured with username/password
webserver authentication.

template-name  gmring  yes n/a Name of KeyTalk TEMPLATE (service) the

seat belongs to

seat-name string  yes n/a Name of KeyTalk seat to create

cn string  no empty Seat common name

san JSON no empty Seat Subject Alternative Names.

array Example:

Example (for username/password authentication):

$ curl -H "Content-Type:
-d "auth-username=admin&auth-password=secret"

["DNS:test.serverl.com","DNS:test2
.server.com"]

application/x-www-form-urlencoded" \

\

-d "template-name=DEMO SERVICE&seat-name=DemoUser \
-d "san=[\"DNS:test.serverl.com\",\"DNS:test2.server.com\"]" \
-X POST https://test.keytalk.com:3000/admapi/create-seat

Example (for client certificate authentication):

$ curl -H "Content-Type:

-—cert ./client-cert.pem \
--key ./client-cert-key.pem \
-d "template-name=DEMO SERVICE&seat-name=DemoUser" \

-d "san=[\"DNS:test.serverl.com\",\"DNS:test2.server.com\"]" \
-X POST https://test.keytalk.com:3000/admapi/create-seat

application/x-www-form-urlencoded" \

Response

HTTP 200 - application/json

{

“status”: “success”,
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HTTP 400 - application/json invalid request e.g. the given TEMPLATE or a seat does not
exist

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side error
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4.2.9 Archive seat

Archive the given seat. Requires a valid system/cluster/manager privilege to execute.

Request

Latest API version: POST /admapi/archive-seat
Specific API version: POST /admapi/<version>/archive-seat
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value
auth-username  gfring ifrequired n/a Caller’s username. Required if the webserver
by the is configured with username/password
webserver authentication.
auth-password  sfring ifrequired n/a Caller’s password. Required if the webserver
by the is configured with username/password
webserver authentication.
template-name  gming  yes n/a Name of KeyTalk TEMPLATE (service) the
seat belongs to
seat-name string  yes n/a Name of KeyTalk seat (DevID user) to
archive

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \

-d "template-name=DEMO SERVICE&seat-name=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/archive-seat

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "template-name =DEMO SERVICE&seat-name=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/archive-seat

Response

HTTP 200 - application/json

“status”: “archive-seat”,
“archived”: boolean indicating whether the function had effect i.e. the seat turned from non-
archived to archived
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HTTP 400 - application/json invalid request e.g. the given TEMPLATE or a seat does not
exist

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side error
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4.2.10 List KeyTalk templates

List available KeyTalk templates.

Request

Latest API version: POST /admapi/list-templates
Specific API version: POST /admapi/<version>/list-templates

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required defa description
ult
valu
e
auth-username string ifrequired n/a  Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.
auth-password string ifrequired n/a  Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \
-X POST https://test.keytalk.com:3000/admapi/list-templates

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-—cert ./client-cert.pem \

--key ./client-cert-key.pem \

-X POST https://test.keytalk.com:3000/admapi/list-templates

Response

HTTP 200 - application/json

“status”: “success”,
“templates”: JSON array of templates
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HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side error
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4.2.11 Remove KeyTalk template.

Remove KeyTalk template along with all the seats and Registration Authorities bound to it.

Request

Latest API version: POST /admapi/remove-template
Specific API version: POST /admapi/<version>/remove-template

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required defa description
ult
valu
e
auth-username string ifrequired n/a  Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.
auth-password string ifrequired n/a  Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.
template-name string yes n/a  Name of the template to remove

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret&template—-name=TEMPL" \
-X POST https://test.keytalk.com:3000/admapi/remove-template

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-—cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "template-name=TEMPL" \

-X POST https://test.keytalk.com:3000/admapi/remove-template

Response

HTTP 200 - application/json

“status”: “success”,
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HTTP 400 - application/json invalid request, e.g. a template with the given name does not
exist

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side error
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4.2.12 Open slot on the seat

Open slot on the existing seat. The call will change the status of the selected slot of the given seat from
locked to learn-once. The function will have no effect when the selected slot is already learn-once.
Request

Latest API version: POST /admapi/open-slot
Specific API version: POST /admapi/<version>/open-slot

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required default description
value
auth-username string if required n/a Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.
auth-password string if required n/a Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.
template-name string yes n/a Name of the TEMPLATE to remove
seat-name string yes n/a Name of the seat to open the slot for
unoccupied-only boolean no False Look up for the first unoccupied
locked slot instead of simply taking the
first slot.

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret&template-name=TEMPL&seat-
name=seat001" \

-X POST https://test.keytalk.com:3000/admapi/open-slot

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "template-name=TEMPL&seat-name=seat001" \

-X POST https://test.keytalk.com:3000/admapi/open-slot

Response
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HTTP 200 - application/json

HTTP 400 - application/Jjson invalid request, e.g. a template or s seat with the given name
does not exist or the current slot state is blocked or learn-always

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side error
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4.2.13 Create internal RA user.

Creates a new user to the KeyTalk Internal Registration Authority database.

Request

Latest API version: POST /admapi/create-internal-ra-user
Specific API version: POST /admapi/<version>/create-internal-ra-user

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required default description
value

auth-username string if required n/a Caller’s username. Required if the

by the webserver is configured with

server username/password authentication.
auth-password string if required n/a Caller’s password. Required if the

by the webserver is configured with

server username/password authentication.
template-name string yes n/a Name of the TEMPLATE to create a

user under

user-name string yes n/a Name of the new user
user-password string no empty Password for the new user
user-password-ttl integer no no Time-to-live in seconds for the user

expiry password

user-pincode string no empty Pincode for the new user
user-cert-subject JSON no Certificate subject overwrites for the
object new created user. Supported subject
attributes are:
“c” (country)
“st” (state)

“I” (city/locality)
“0” (organization)
“ou” (organization unit)
“e” (email)
Example:
{
“C”:”NL",
“L”: “Amsterdam”

}

user-cert-san JSON no Certificate Subject Alternative Name
array overwrites for the new created user.
Supported SAN attributes are:
“DNS”, “IP” and “email”.
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Example:
["ctest.serverl.com",
"DNS:test2.server.com",
"IP:192.168.1.2"]

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret&template-name=TEMPL&user—
name=userl&user-password=secret&user-password-tt1l=3600&user-cert-
subject={\"C\":\"NL\",\"L\":\"Amsteradm\" } §user-cert-
san=[\"DNS:test.serverl.com\", \"DNS:test2.server.com\",\"IP:192.168.1.2\"]1" \
-X POST https://test.keytalk.com:3000/admapi/create-internal-ra-user

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "template-name=TEMPL&user—-name=userl&user-password=secret&user-password-
ttl=3600&user-cert-subject={\"C\":\"NL\",\"L\":\"Amsteradm\" } §user-cert-
san=[\"DNS:test.serverl.com\",\"DNS:test2.server.com\",\"IP:192.168.1.2\"1" \
-X POST https://test.keytalk.com:3000/admapi/create-internal-ra-user

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request, e.g. the template with the given name does not
exist or the user with this name already exists

HTTP 401 - application/json invalid authentication credentials

HTTP 500 - application/json - generic server-side error




4.2.14 Update seats

Mass-update some seats properties for the given TEMPLATE.

Request

Latest API version: POST /admapi/update-seats

keytalk

Specific API version: POST /admapi/<version>/update-seats

Content-type: x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value
auth-username string  if required by n/a Caller’s username. Required if the
the server webserver is configured with
username/password authentication.
auth-password string  if required by n/a Caller’s password. Required if the
the server webserver is configured with
username/password authentication.
template-name string  yes n/a Target KeyTalk TEMPLATE name
seats JSON  yes n/a JSON array of seats with the properties
array to set.
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A seat is identified by its name given as
“seat-name”.
At the moment, the only supported seat
property is “mobile” standing for the
mobile phone number.
[
{
"name" :"seatl",
"mobile":"+312345678"

"name" :"seat2",
"mobile":"+312345679"
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Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret&template-name=TEMPL" \

-d

"seats=[{\"name\":\"seatl\",\"mobile\":\"%$2B312345678\"}, {\"name\":\"seat2\",
\"mobile\":\"\"}] " \

-X POST https://test.keytalk.com:3000/admapi/update-seats

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request, e.g. a template with the given name does not
exist or some of the supplied seats do not exist or the supplied seat property is not valid

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side error
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4.2.15 Remove seat.
Remove seat automatically revoking seat certificate.
Request

Latest API version: POST /admapi/remove-seat
Specific API version: POST /admapi/<version>/remove-seat

Content-type: x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value
auth-username string  if required by n/a Caller’s username. Required if the
the server webserver is configured with
username/password authentication.
auth-password string  if required by n/a Caller’s password. Required if the
the server webserver is configured with
username/password authentication.
template-name string  yes n/a Name of KeyTalk TEMPLATE
(service) the seat belongs to
seat-name string  yes n/a Name of KeyTalk seat to remove

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \

-d "template-name=DEMO SERVICE&seat-name=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/remove-seat

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-—cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "template-name =DEMO SERVICE&seat-name=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/remove-seat

Response
HTTP 200 - application/json
“status”: “remove-seat”,

“removed”: True if the seat existed and got removed; False if the seat does not exist
“warning”: warning message (optional)
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HTTP 400 - application/json invalid request e.g. the given TEMPLATE or a seat does not
exist

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json - generic server-side error
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4.2.16 [as of v1.9.4] Create template for enrolling DigiCert DV certs via

ACME.

Allow creating templates for enrolling DigiCert DV certs via ACME.

Request

Latest API version: POST /admapi/create-digicert-dv-acme-template

Specific API version: POST /admapi/<version>/create-digicert-dv-acme-template

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter

type

required

default
value

description

auth-username

auth-password

template-name

digicert-account-
region

digicert-product

digicert-api-key

cert-validity-months

mail-fetch-proto

azure-client-id

string

string

string

string

string

string

number

string

string

if required
by the server

if required
by the server

yes

yes

yes

yes
yes

yes

yes

100

n/a

n/a

n/a

n/a

n/a

n/a

Caller’s username. Required if the
webserver is configured with
username/password authentication.

Caller’s password. Required if the
webserver is configured with
username/password authentication.

Name of KeyTalk TEMPLATE
(service)

Region the DigiCert account
belongs to. Can be either
“Europe” or “US”.

DigiCert DV product ID such as
"ssl dv_geotrust" or

"ssl dv_rapidssl". See
https://dev.digicert.com/en/certcent
ral-apis/services-
api/glossary.html#product-
identifiers for the full list.

Key to call DigiCert REST API

Desired certificate validity in
months

Protocol to access the mailbox
where the certificate order approval
email is expected to arrive. Can be
either "0365-msgraph" or "0365-

imap"

Azure Client ID to access Office
365 mailbox where the certificate
order approval email is expected to
arrive
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azure-client-secret string yes n/a Azure secret to access Office 365
mailbox where the certificate order
approval email is expected to arrive

azure-tenant-id string yes n/a Azure Tenant ID to access Office
365 mailbox where the certificate
order approval email is expected to
arrive

approver-email string yes n/a Mailbox (email address) where the
certificate order approval email is
expected to arrive

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "template-name=DEMO SERVICE&digicert-account-region=Europe&digicert-
product=ssl dv_ rapidsslé&digicert-api-key= XXXXXXXXXXXXXXXX&cert-validity-
months=12&mail-fetch-proto=0365-msgraphé&azure-client-id= abcdabcd-1234-abcd-
fcll1-223344556677&azure-client-secret=secret&azure-tenant-id=01234567-ABCD-
abcd-fcl1-223344556677&approver—-email=approver@mydoman.com" \

-X POST https://test.keytalk.com:3000/admapi/create-digicert-dv-acme-template

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "template-name=DEMO SERVICE&digicert-account-region=Europe&digicert-
product=ssl dv_rapidsslé&digicert-api-key= XXXXXXXXXXXXXXXXXX&cert-validity-
months=12&mail-fetch-proto=0365-msgraphé&azure-client-id= abcdabcd-1234-abcd-
£fcl1-223344556677&azure-client-secret=secret&azure-tenant-id=01234567-ABCD-
abcd-£fcl11-223344556677&approver-email=approver@mydoman.com" \

-X POST https://test.keytalk.com:3000/admapi/create-digicert-dv-acme-template

Response

HTTP 200 - application/json

{

"status": "success",
"acme-directory-url":"https:\/\/test.keytalk.com\/acme\/directory?keytalk-
template-name=DEMO_SERVICE"
}

acme-directory-url —KeyTalk ACME directory URL do be used in ACME agent e.g. certbot

HTTP 400 - application/json invalid request e.g. the given TEMPLATE already exists
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side error

{

“status”: “error”,
“error”: error message (optional)
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4.2.17

[as of v1.9.5] Create tenant.
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Allow creating tenants (groups of templates) and assigning templates to it.

Request

Latest API version: POST /admapi/create-tenant

Specific API version: POST /admapi/<version>/create-tenant

Content-type:

Request POST parameters:

application/x-www-form-urlencoded

parameter type required default description
value
auth-username string if required n/a Caller’s username. Required if the
by the server webserver is configured with
username/password authentication.
auth-password string if required n/a Caller’s password. Required if the
by the server webserver is configured with
username/password authentication.
tenant-name string yes n/a Name of KeyTalk tenant
assigned-templates JSON no n/a KeyTalk templates to be assigned to
array this tenant. The templates should

Example (for username/password authentication):

$ curl -H "Content-Type:

-d "auth-username=admin&auth-password=secret" \

-d "tenant-name=new-tenant"

-d "assigned-templates=[\"templatel\",\"template2\"]

\

already exist.

application/x-www-form-urlencoded" \

\

-X POST https://test.keytalk.com:3000/admapi/create-tenant

Example (for client certificate authentication):

$ curl -H "Content-Type:
-—cert ./client-cert.pem \

--key ./client-cert-key.pem
-d "tenant-name=new-tenant"

-d "assigned-templates=[\"templatel\",\"template2\"]

\
\

application/x-www-form-urlencoded" \

\

-X POST https://test.keytalk.com:3000/admapi/create-tenant

Response

HTTP 200 - application/json

{

"status":
}

"success",
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HTTP 400 - application/json invalid request e.g. the given tenant already exists
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side error
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4.2.18 [as of v1.9.5] Enable ACME for the template.

Allow requesting certificate via ACME on the template and yield ACME directory URL, which is either
template-wide or tied to a seat name reserved to the previously submitted order ID.

Request

Latest API version: POST /admapi/enable-acme
Specific API version: POST /admapi/<version>/enable-acme

Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required default description
value
auth-username string if required n/a Caller’s username. Required if the
by the server webserver is configured with

username/password authentication.

auth-password string if required n/a Caller’s password. Required if the
by the server webserver is configured with
username/password authentication.

template-name string yes n/a Name of KeyTalk template to
enable requesting certs via ACME
for.

external-customer- string no n/a External customer order ID

order-id

previously submitted using copy-
template API call. Submitting the
external customer order ID only
affects ACME URL sent back by
incorporating the name of the seat
reserved for this order ID into the
URL.

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \

-d "template-name=templatel™ \

-X POST https://test.keytalk.com:3000/admapi/enable-acme

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "template-name=templatel™ \

-X POST https://test.keytalk.com:3000/admapi/enable-acme

Response

HTTP 200 - application/json
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acme-directory-url —KeyTalk ACME directory URL do be used in ACME agent e.g. certbot.

HTTP 400 - application/json invalid request e.g. the given template does not exist
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side error

105



-

keytalk

5. SELF-SERVICE API

There is a set of the API to be used by KeyTalk self-service user. The API requires client certificate and
key as an authentication means. The Self-Service API should not be confused with the Public API which
does not require authentication yet might require a client certificate (without a key) to identify a self-
service user. In this case the user certificate is communicated as a part of REST API call, whereas the
Self-Service API requires the certificate and the key during TLS connection establishment phase.

5.1 API versions
REST API version | Minimal KeyTalk server Changes wrt the previous API version

version
0.0 5.5.0 w/a
5.5.1 added synchronous flag to smime-

cert-enrollment call
1.1.1 5.5.3 added apply-address-books flagto
smime-cert-enrollment call

5.2 API overview

The communication goes over HTTPS and uses port 3000. All the Self-Service API calls should be
authenticated with a certificate and key identifying the caller as KeyTalk self-service user. KeyTalk
server should be configured to require certificate-based logins.

5.21 Enroll S/MIME certificates for external parties

Enroll or place orders for S/MIME certificates for external parties i.e. to users that are generally not
registered at KeyTalk. The enrolled certificates will be communicated to the indicated email addresses.
It is strongly recommended to call smime-cert-enrollment-availability from the Public
API before enrolling a certificate to get more detailed diagnostics when the enrolment is not possible
and minimize the chance of errors during enrolment.

Request

POST /ssapi/l.1l.1/smime-cert-enrollment
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type require default description
d value
recipients  JSON yes n/a JSON array of recipients. Each recipient contains
object at least an email address to send the download

link of the generated S/MIME certificate to.

A recipient might also include mobile phone
number to receive the password for the S/MIME
certificate and key. The mobile number is only
required when it is enforced by the server
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configuration otherwise it is optional. If mobile
phone is neither enforced by the server nor
supplied by the caller the password will be
included in the email.

Example:

[
{"email": "mike.brook@example.con",
"mobile":"+31645610000"
br

{"email": "chuck.norris@badass.com”
}
]
svr-host- string no hostname KeyTalk server hostname to make up a download
name extracted link to for the generated S/MIME certificate. This
from the link is communicated to the S/MIME recipient
KeyTalk hence the hostname should be routable for this
server’s web  person.
management
certificate
otherwise IP
address
[as of vI.1.0]  boolean  no true When set to false, the function does not
synchronous immediately yield a certificate. Instead KeyTalk

will submit a request to a configured CA, which
gets responsible for communicating the certificate
back to the users via e-mail, normally after asking
them for approval.

At the moment S/MIME asynchronous orders are
only supported by KeyTalk services bound to
GlobalSign PersonalSign products.

Example (for the recipients above):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d \
"recipients=%5B%$7B%22email%22%3A%22mike.brook%40example.com%22%2C%22mobile%22
$3A%22%2B31645610000%22%7D%2C%7B%22email%$22%3A%22chuck.norris%40badass.com%22
$7D$5D" \

-X POST https://test.keytalk.com:3000/ssapi/1.1.1/smime-cert-enrollment

Response
HTTP 200 - application/json — when synchronous enrolment requested, and it succeeded for
at least one recipient.

“status”: “smime-cert-enrollment”,

“enrolled-recipients”: [ emails 1],
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When multiple recipients are supplied, the enrolment might succeed for some of them but fail along the
way. If this happens the enrolment process terminates and the remaining recipients get skipped.

HTTP 200 - application/json — when asynchronous enrolment requested and at least one
order has been placed successfully placed.
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When multiple recipients are supplied, the order placement might succeed for some of them but fail
along the way. If this happens the enrolment process terminates and the remaining recipients get
skipped.

HTTP 400 - application/json - invalidrequest detected before enrolling any recipients (e.g.
invalid mobile phone number supplied or SMTP not configured for the given KeyTalk service)

HTTP 500 - application/json - generic server-side enrolment error
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6. CERTIFICATE AUTHORITY RETRIEVAL API (CA API)

Certificate Authority API is meant for fetching trusted and intermediate certificate authorities used by
KeyTalk and is primary used by KeyTalk agents in order to roll out the initial trust CAs on the system
before the RCDP API comes into play.

6.1 CA API versions

REST API version | Minimal KeyTalk Changes wrt the previous API version
server version
5.3.1 n/a
1.0.1 5.8.0 Allow caller requesting a desired certificate by
fingerprint
Allow caller specifying a desired certificate download
format
6.2.1 Allow requesting extra Signing CAs
-3 6.5.12 Allow requesting CA by fingerprint only

6.2 CA API overview

The non-SSL HTTP communication goes over the standard port 80. HTTPS communication goes over
the standard port 443.

6.2.1 Fetch internal signing CA
Fetch KeyTalk internal CA certificates.

The received CAs are KeyTalk internal CAs corresponding to “Signing CA”, “Extra Signing CA”,
“Communication CA”, “Primary CA” and “Root CA” on the KeyTak admin web panel.

Request

GET /ca/1.0.3/signing[?PEM|DER]

GET /ca/1.0.3/primary[?PEM|DER]

GET /ca/1.0.3/communication[?PEM|DER]

GET /ca/1.0.3/root[?PEM|DER]

GET /ca/l1.0.3/extrasigning

GET /ca/1.0.3/signing/<cert-shal-fingerprint>[?PEM|DER]

GET /ca/l1.0.3/primary/<cert-shal-fingerprint>[?PEM|DER]

GET /ca/1.0.3/communication/<cert-shal-fingerprint>[?PEM|DER]
GET /ca/l1.0.3/root/<cert-shal-fingerprint>[?PEM|DER]

GET /ca/l1.0.3/extrasigning/<cert-shal-fingerprint>[?PEM|DER]
GET /ca/l1.0.3/<cert-shal-fingerprint>[?PEM|DER]

Response

HTTP 200 - application/octet-stream - CA certificate is returned in HTTP response
body. Note that the /extrasigning request will yield a list of extra signing CAs configured on
KeyTalk concatenated in a single PEM file.

HTTP 404 - CA does not exist.
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