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1. Introduction

The KeyTalk agent for Mac makes use of KeyTalk’s native REST APl using TCP port 443 (TLS 1.3) and 80
(AIA downloads and CDP based CRL verification of the KeyTalk private CA when applicable).

The KeyTalk agent supports private key rollover, and as such is commonly used to deploy S/MIME certificates
and private keys to various devices used by the same user, or user group in case of Shared Mailbox S/MIME.
Not just the current S/MIME certificate and private key, but also historic certificates and private keys when
available.

Our KeyTalk Mac agent, can also be used stand-alone for, or in parallel to, other client certificate use-cases,
such as: 802.1x network authentication certificates (both for user and device), VPN authentication
certificates, and various others.

2. Installation

To install the KeyTalk agent for Mac, please visit the App Store for Mac:
https://apps.apple.com/us/app/keytalk-client/id1446009972?mt=12
Or download the KeyTalk for Mag agent in DMG or PKG format from https://keytalk.com/support

3. Configuration

3.1 Adding a KeyTalk configuration

After installation, the KeyTalk agent for Mac requires a KeyTalk Real Client Configuration Data (RCCD) file.
This RCCD configuration file is provided by your IT department, or when you are the IT department, it can be
obtained from your KeyTalk Certificate Template.

S ThuFeb5 14:58

@D KeyTalk agent

No configuration files present please load one
first. When configuration files exist these can be
selected in this area

a=

keytalk

Services

Please enter a URL or a file path to the customization file

ADD Config file REMOVE selected config
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Enter the URL for your applicable KeyTalk instance certificate template, and select ADD Config file:

Please enter a URL or a file path to the customization file

ttps://keytalk.mydomain.com/my_keytalk_config.rccd

E ADD Config file REMOVE selected config

The URL can look similar to: https://keytalk.mydomain.com.com.my keytalk config.rccd

But can also look like:
https://keytalk.keytalk.com:443/public/1.6.9/rccd?uid=d20550bb930098e09baf48dd7a0905fb

Currently there is no generic method to mass deploy a KeyTalk agent PKG or DMG package with the KeyTalk
RRCD configuration made part of the mass deployment method.
Please contact your KeyTalk account representative should you have a need for mass deployment.

3.2 Removing a KeyTalk configuration
Should an imported configuration need to be removed, you can simply select the KeyTalk configuration on
the left side in your agent, and select “REMOVE selected config”

® KeyTalk agent

Choose Your KeyTalk Configuration

c: ktsmime.rccd c 5

— keytalk

Services

KeyTalk_SMIME (2]

| Please enter a URL or a file path to the customization file

Next
ADD Config file REMOVE selected config
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4. Using the KeyTalk agent for Mac

4.1  Using a configured certificate service

When at least 1 KeyTalk RCCD configuration has been loaded into the KeyTalk agent for Mac, the Certificate
Services selection tab on the right side allows for the selection of 1 or more certificate templates as
configured on your KeyTalk Certificate Life Cycle management solution.

After having selected the Service, select Next.
The KeyTalk agent for Mac will fetch the authentication requirements from the KeyTalk Certificate Life Cycle
management server.

In most enterprise cases either a username/password field will show, typically used when your company
makes use of Microsoft Active Directory, or Microsoft EntralD:
® KeyTalk agent

Choose Your KeyTalk Configuration

c: ktsmime.rccd c a

- keytalk

Services U

KeyTalk_SMIME &
Username

myusername
Password

. eescseee
.

Please enter a URL or a file path to the customization file

Login
ADD Config file REMOVE selected config

However, it is not uncommon to also show:
KeyTalk agent

a S

keytalk Services
keytalk.com e
Services Kindly provide your email address
keytalk.com m.vandersman@keytalk.com
Kindly provide your email address Please enter the Ope Time Password as sent to
- -~ your provided email address
L m.vandersman@keytalk.com ) [ maLuPt

Full User Name (optional)

MyName FamilyName

Login
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4.1.1 KeyTalk’s optional mail based OTP
Some certificate use-case require ownership or at least authorized read access to an email address tied to a
KeyTalk supported certificate request.

The KeyTalk Certificate Life Cycle management server will in these cases send an email with a 20 minute valid
OTP for that particular request. It will look similar to:

Your KeyTalk secure email certificate enrollment secret & summarize © < « ~
O KeyTalk Secure Email Service <secure-email@keytalk.com> Today at 17:31
To: @ Michael van der Sman

Dear user,

We're happy to inform you that the Secure Email Service has successfully approved the issuance of a secure
email certificate for m.vandersman@keytalk.com.

Please use the following One Time Password when prompted:
m4LuPt
The certificate will be automatically installed into your Certificate Store.

We wish you a wonderful day!

Kind regards,

The KeyTalk Secure Email Service support team
https://www.keytalk.com

4.2  Installation of obtained certificates and keys

The KeyTalk agent for Mac will automatically install any obtained certificates and private keys after a positive
authentication.

While installation has been automated, it is likely that your Mac needs you to authorize the installation of
the certificate and private key. Typically the approval is granted by typing your Mac login password or by
reading of your Mac configured biometrics.

Keychain Access Keychain Access

Keychain Access is trying to access Keychain Access is trying to access
information saved in your lnformatlon saved in your
keychains. keychains.

Touch ID or enter your password to Enter the password for the user
allow this. “Mike MB" to allow this.

Use Password... Ppassword
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4.3 Installation of historic certificates
Should the KeyTalk Certificate Life Cycle management server also contain historically issued certificates and

private key, it will trigger the KeyTalk agent for Mac to ask the user for approval to allow these to be
installed.

This allows for the reading of historically encrypted emails stored in Apple Mail or Outlook for Mac.

Select YES to allow these historic certificates and private keys to be installed.

a=

Historical email S/MIME
certificates are available for
download, would you like them to
be installed?

L No Yes >

4.4 Confirmation of obtained and installed certificates

The KeyTalk agent for Mac will provide a confirmation pop-up message to confirm an obtained certificate,
and when applicable its private key, was installed.

Should multiple certificates get installed, then multiple pop-ups will confirm this per certificate.
A future release might skip the multiple pop-ups.
; ;

KeyTalk agent

Authentication was successful,
certificate and key were
successfully installed

Your Mac Keychain will also show your installed certificates:

8

| BN Keychain Access U ® Q search
All ltems Passwords Secure Notes My Certificates Keys Certificates
o login
. = Michael van der Sman
& iCloud “ertffeate | 1ssued by: GlobalSign GCC R6 SMIME CA 2023
: - Expired: Sunday, 1 February 2026 at 12:17:01 Central European Standard Time
© This certificate is marked as trusted for this account

8 System

@ System Ro... Name ~  Kind Expires Keychain
KeyTalk Mac Agent Manual Page |6 ci

keytalk



5. S/MIME secure email certificates and Mac based email

The majority of Mac users will make use of either Apple Mail, and/or Outlook for Mac.
The KeyTalk agent for Mac only installs relevant certificates and private keys. It cannot configure mail clients
on Mac, as Apple makes this impossible for non-Mobile-Device-Management third party applications.

5.1 Apple Mail and S/MIME

As of MacOS 26, Apple Mail will auto detect when a valid trusted S/MIME certificate and private key are
available in the Mac Keychain, for a configured email address.

So nothing needs to be configured by a user on Mac Mail to make the S/MIME certificate available for their
email address.

5.1.1 Signing email with S/MIME
000 Aa =Ly »

Format Emoji & Symbols  Header Fields

To:
Ce:

Subject: Apple Mail: No S/MIME signing, no S/MIME Encryption o ]

When writing a new email, or replying to an email, the symbols to the right can be selected to sign
the email using an available trusted and valid S/MIME certificate. The signing symbol will turn from

grey to blue:
o000 Aa B »
Format Emoji & Symbols Header Fields
To:
Cc:

Subject: Apple Mail: with S/MIME signing, no S/MIME Encryption &’ o

5.1.2 Encrypting email with S/MIME

To encrypt an email, the recipient’s email address valid and trusted S/MIME certificate details must
be known in your address list.

The symbols to the right can be selected to sign and encrypt the email using an available trusted and
valid S/MIME certificate. The signing symbol will turn from grey to blue:

o0 e Aa B v »

Format Emoji & Symbols Header Fields

To:
Cc:

Subject: Apple Mail: with S/MIME signing, with S/MIME Encryptior & o9
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5.2 Outlook for Mac and S/MIME

As of MacOS 26, Outlook for Mac should auto detect when a valid trusted S/MIME certificate and private key
are available in the Mac Keychain, for a configured email address.

However, in practice Outlook for Mac may not always apply the correct S/MIME certificate, requiring the
user to overrule default Outlook for Mac configuration for S/MIME.

To manually overrule S/MIME settings in Outlook for Mac follow these steps:

Tools Window Hel -
P Delegates & Sharing
A No delegates >
~NEK .
< No shared mailboxes
matic Replies... Security X
o ) . Configure
Digital signing and encryption certificates
Rules...
Junk Email Preferences Directory 5
hi No servers
Get Add-ins

€ Keyboard Shortcuts
n

¢ Manage Storage

Change “Automatically Choose”, to the certificate you want to use and select Save:

Digital Signing
Certificate Automatically Choose ¢ <:
Always sign outgoing messages D

Send digitally signed messages as clear text

Include my certificates in signed messages " @)

S/MIME Encryption

Certificate Automatically Choose & <:

Always encrypt outgoing messages

Cancel Save

Select the certificate you want to use for the selected mail account in Outlook for Mac:

Name Email Address Expiration Date Validation Status Serial Number

Michael van der Sman

m.vandersman@keyt...

26/06/2026

758A3E1BCCD29479...

Michael Robert van d... m.vandersman@keyt...  21/10/2026 Revoked 04BEC1CSFAATFACB...
Michael van der Sman m.vandersman@keyt...  21/10/2026 Revoked 053C88F05BF65ETF...
Michael van der Sman m.vandersman@keyt...  26/03/2023 Expired 10858D2868B71241...
Michael van der Sman m.vandersman@keyt...  24/02/2024 Expired AAFATD27EC618BDE...
Michael van der Sman m.vandersman@keyt...  16/04/2022 Expired 1043307B2B4914A5...
Michael van der Sman m.vandersman@keyt...  01/02/2026 Expired G6ADAG0OF935FAFED...

Cancel Open certificate
Page |8 c:
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5.2.1 Enabling S/MIME option in Outlook mail toolbar

When writing an email, the interface to applied S/MIME settings might be missing.
Should this be the case, the user can easily add S/MIME to the Outlook for Mac mail toolbar.

Kk Accessibility  gfJg Polls == #» Copilot v

9
G

B Get Add-ins

Customize Toolbar... Customize Toolbar...

&

£ Antech e

Drag ivemms inbe your toaibar 1o custemize

Optisns

#  Anach Filg

& Catngerine

- Dptiong

Resst Toolbar

() Loop Compontnts & Sigrature & Sariitivity & Edaer T Check Accasiibility

a bk & Senstndty & Edine

ption [ Recnipts T Check Aconseibdity

4 Schudding Poll B g

[ Manage Add-ins... Show Labels Always

5.2.1 Signing email with S/MIME
When writing a new email, or replying to an email, you can select to sign an email, when the generic S/MIME
settings on the mail account are not set to automatically always sign emails (see 5.2):

dby Pems

I e A il

L S

Ci by Tompiates

[,]: Pally

» send -~ T Discard 2 AttachFile (G4 S/MIME  (p) Loop Components £ Signature

Encrypt with S/MIME

v Add digital signature

& This message will be digitally signed.

Michael van der Sman (m.vandersman@keytalk.com) «

From:
To: Bas von Barnau Sythoff
Cc:
Bcc:
KeyTalk Mac Agent Manual Page |9
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5.2.2 Encrypting email with S/MIME

To encrypt an email, the recipient’s email address valid and trusted S/MIME certificate details must be
known in your address list.

Especially when a recipient is an internal recipient, their valid S/MIME certificate is likely known via Outlook’s
Global Address List as managed by your company’s DEVOPS team.

To encrypt the email, simply select Encrypt with S/MIME:

» Send v~ T Discard #’ Attach File G SIMIME _ (p) Loop Components £ Signature

Encrypt with S/MIME

v A iqital si
(& This message will be digitally signed. zofelgied Hhdils

From: Michael van der Sman (m.vandersman@keytalk.com) v
To: Bas von Barnau Sythoff

Cc:

Bec:

Should a recipient’s S/MIME certificate not be made available via your Outlook’s Global Address List, you can
make use of a received email sent by the recipient and store their S/MIME certificate by right clicking their
digital signature of that email:

@ Bas von Barnau Sythoff <b.barnau@keytalk.com> Monday, 8 December 2025 at 11:38
@ To: Michael van der Sman; & Marten Jacobs
Programma van Eise... . Programma van Wen... . Beantwoording Prog...
45,4 KB 92,1KB 157,9 KB
Download All - Preview All View Signing Certificate

View Encryption Certificate

& This message was digitally signed by "b.barnau@keytalk.com". v Add Encryption Certificate to Contacts
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6. KeyTalk support and contact details

KeyTalk provides third line support to its commercial partners

For 1°t and 2" line support please contact your IT department or your KeyTalk supplier, and include a
description of your problem together with the KeyTalk Agent for Mac logfile.

Should you have a need to directly contact KeyTalk for technical support, please raise a ticket via email:

support@keytalk.com or visit https://support.keytalk.com

Should you have commercial related questions, please email us at: sales@keytalk.com

Our office details:

Company name: KeyTalk BV

Dutch Chamber of Commerce registration: 59072555

VAT number: NL853305766B01
KeyTalk HQ address: Maanlander 47

3824MN Amersfoort
The Netherlands
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