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1. Purpose 
 

This manual outlines the steps to configure KeyTalk to enroll DigiCert DV SSL certificates with 
automated approval of the domains to be set on the certificates. 

 

2. Prerequisites 
 

 KeyTalk server v7.4.0 and higher 
 DigiCert Central account with DV (domain validation) product(s) 
 Azure company account 
 Optionally, certbot or Win-ACME for fully automated certificate enrollment 

  



3. Email fetch configuration 
In order to approve (validate) placed DigiCert DV orders, KeyTalk needs to access the mailbox 
(specified on DigiCert Central account) where DigiCert will send the order confirmation 
email. KeyTalk supports Office 365 mailboxes accessed via Microsoft Graph (for Exchange 
Online mail accounts) or via IMAP (for On-Premises MS Exchange mail accounts). 
 

3.1. Configure fetching email from Exchange Online  using MS Graph API 
 

1. Login to MS Azure portal (App registrations) 
 

2. Register the app with account type Accounts in this organizational directory only 
 

3. Set the redirect uri (Web) to: 
https://login.microsoftonline.com/common/oauth2/nativeclient 
 

4. Under Certificates & secrets, generate a new client secret. Write down the value of the client 
secret created now. It will be hidden later on. 
 

5. Select Add permission, select Microsoft Graph then application permissions and select the 
following permissions: Mail.Read, User.Read and offline_access. 
 

6. Depending on the permissions of the user account configuring the email application, it 
should be necessary for an Admin to login and give his consent for the above permissions.  

 

 

 

 

 



3.2. Configure fetching email from On-Premises MS Exchange using IMAP 
 

1. Login to MS Azure portal (App registrations) 
 

2. Register the app with account type Accounts in this organizational directory only  
 

3. Set the redirect uri (Web) to: 
https://login.microsoftonline.com/common/oauth2/nativeclient 
 

4. Under Certificates & secrets, generate a new client secret. Write down the value of the client 
secret created now. It will be hidden later on. 

5. Select Add permission. 

Select the APIs my organization uses tab and search for "Office 365 Exchange Online". 

 

Click Application permissions and choose the IMAP.AccessAsApp and Mail.Read permissions. 

 



 

 
6. Depending on the permissions of the user account configuring the email application, it 

should be necessary for an Admin to login and give his consent for the above permissions.  
 
7. Make sure IMAP is enabled and enable if necessary. See https://learn.microsoft.com/en-

us/exchange/clients/pop3-and-imap4/configure-mailbox-access?view=exchserver-
2019#enable-or-disable-pop3-or-imap4-access-to-a-single-mailbox for the instructions. 

8. KeyTalk Azure admin should register service principals in Exchange and give it IMAP access to 
the specific mailbox. To do this, open PowerShell, preferably in admin mode, and execute the 
following: 

  
  
 
Set-ExecutionPolicy RemoteSigned 
Install-Module -Name ExchangeOnlineManagement 



Import-Module ExchangeOnlineManagement 
Connect-ExchangeOnline -UserPrincipalName "<admin-upn-email>" 
New-ServicePrincipal -AppID <AppId> -ServiceId <ServiceId> -Organization 
<OrganizationId> 
Add-MailboxPermission -Identity "<mailbox>" -User -AccessRights FullAccess 
 

 
The AppID and OrganizationId are taken from the "App registrations/App 
name/Overview/Application ID" and "App registrations/App name/Overview/Directory (Tenant) ID" 
while the ServiceId  is taken from "Enterprise applications/App name/Overview/Object ID" 
 
See https://learn.microsoft.com/en-us/exchange/client-developer/legacy-protocols/how-to-
authenticate-an-imap-pop-smtp-application-by-using-oauth for more detail 

  



4. Configure KeyTalk 
 

Configure KeyTalk TEMPLATE with one of DigiCert DV products and fill in Azure mail approval 
application configuration which should already be setup as per section 3. 

 

 

 

Check your mail configuration by clicking the Test button. 

 

Add new a seat under the configured TEMPLATE. The simplest way would be to name the new seat 
under the SSL domain name and leave the rest of the fields empty provided the use seat name as 
initial default for certificate CN is enabled on the TEMPLATE. Another, more production-oriented 
option would be to choose the domain name to come from CN and/or SAN DNS of the Registration 
Authority bound to this TEMPLATE or from the seat CN. 

 

 



5. Enroll certificate. 
5.1. Enroll certificate via KeyTalk Admin Web interface. 

 

Locate the seat you just created and click Enroll to place the certificate order. 

 

 

 

After clicking the Enroll, you will be shown the order status tracking screen. The screen will 
automatically update once the order gets approved by KeyTalk by accessing the confirmation email 
and finally once the certificate gets issued by DigiCert. The entire cycle normally takes about less 
than a minute. 



 
 
Alternatively, you can track the status of all placed seat orders by clicking on View Orders on 
the seat configuration page. 
 

 
 

  



Once the certificate gets issued, it will become available for download under the seat page. 
 

 

 
 

5.2. Enroll certificate via KeyTalk ACME agent. 
 
You can choose to enroll DigiCert DV domain certificate using one of ACME agents like 
certbot or Win-ACME. Please refer to KeyTalkAcmeServer.pdf for the details. 
 


