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1. Quickguide Introduction and download

The KeyTalk Certificate and Key Lifecycle Management solution (CKMS) / KeyTalk PKI management solution,
automates user client, device, server and IoT certificate & key management and enrolment, based on 1 or multiple
defined certificate templates, and a connected commonly used Registration Authority (RA).

To deploy in your network use minimally 1 KeyTalk virtual application server.

It's used to create, process, renew (ie life-cycle manage): Server certificates, client certificates, and IoT certificates.
Automation is attained using KeyTalk supported native third party API integration, REST API, ACME and SCEP
protocols

For production High Availability purposes an external MySQL Db (single or cluster) can be added. This MySQL Db is
used to store configuration settings, store issued certificates and key-pairs (in an AES 256 encrypted format), as a
central repository for the front-end KeyTalk virtual application server(s). Allowing you to setup a 3" party LoadBalancer
and multiple KeyTalk application servers for scalability purposes.

Download your preferred KeyTalk virtual appliance here: https://keytalk.com/support
You can obtain the KeyTalk client/app here: https://keytalk.com/support

Note: The KeyTalk client/app is not required when using MDM, or LoadBalancers, or ACME protocol.

2. Quickguide Resource requirements

KeyTalk’s virtual front-end application appliance is based upon Ubuntu 22.04 LTS and requires:
» 100 GB diskspace, preferred premium SSD
» 4CPUs
» 16 GB memory
» 1 1IPv4 and/or IPv6 address (default assigned through DHCP)

KeyTalk’s optional external MySQL Db can be any customer preferred edition: Cluster CGE, Enterprise, Standard or
Community edition, version 8 is required.
The database itself is provided by KeyTalk as a generate script, and will grow with each user by roughly 15 kB (kilobyte)
per stored certificate. The MySQL Db should have at least:

» Minimally 1 GB diskspace per 100.000 certificates

» 4CPU's

» 16 GB memory

» 1 1Pv4 and/or IPv6 address

> 15.000 IOPS

A virtual appliance version of the MySQL Db is also available. Note that this is a single instance and not clustered:
htpps://downloads.keytalk.com/downloads/server/OVF_KeyTalkv-7.4.3_dbserver_UbuntuServer-22.04.02.zip

Whenever the KeyTalk firmware is upgraded, the KeyTalk server will upgrade the connected MySQL Db as well to
match needed database changes.

The following list is a quick overview of used ports to define firewall rules prior to setup for the KeyTalk virtual
application server:

REQUIRED Ports:

Port Type Function
80 TCP Inbound Download certificates when offering S/IMIME cert downloads to third parties
using the internal KeyTalk Certificate Authority.
TCP Inbound When KeyTalk server is used as its Private CA CRL Distribution Point (CDP)
the CRL is accessed over port 80 (optional)
TCP Outbound | *.ubuntu.com (Ubuntu security package updates, when not using internal repo)
443 TCP Inbound KeyTalk’s secure KeyTalk client communication using KeyTalk’s Private CA
based client-server certificate
TCP Outbound | pypi.python.org (Python package updates)
443 TCP Outbound | KeyTalk firmware update server htips://downloads.keytalk.com
53 TCP Outbound | DNS
123 TCP Outbound | NTP
3000 | TCP Inbound KeyTalk management interface
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OPTIONAL Ports:

Port Type Function
80 TCP Inbound Inbound Intune SCEP requests over HTTP
TCP Outbound | NDES to MS-CA over HTTP
TCP Outbound | GlobalSign and TRUSTZONE CA platform communication :
https://system.globalsign.com
443 TCP Outbound | DigiCert QuoVadis CA platform:
https://tlws.quovadisglobal.com/
TCP Outbound | DigiCert CertCentral CA platform US:
https://certcentral.digicert.com
TCP Outbound | DigiCert CertCentral CA platform EU:
https://certcentral.digicert.eu
TCP Outbound | NDES to MS-CA over HTTPS
TCP Outbound | Azure Integration:
https://graph.microsoft.com Azure Global Service
https://graph.microsoft.us Azure US government L4
https://dod-graph.microsoft.us Azure US Government L5
https://graph.microsoft.de Azure Germany
https://microsoftgraph.chinacloudapi.cn Azure China
88 TCP Outbound | Kerberos token authentication
389 TCP Outbound | AD/LDAP non-secure
514 UDP Outbound | Syslog server
636 TCP Outbound | AD/LDAP secure
1812 | TCP Outbound | RADIUS authentication communication
3000 | TCP Outbound | KeyTalk end-user self-service portal (mTLS authentication only)
3306 | TCP Outbound | MySQL communication over TLS 1.3
8443 | TCP Outbound | GlobalSign Atlas HVCA certificate requests:
https://emea.api.hvca.globalsign.com:8443

3. Quickguide Trusted secure client-server communication

KeyTalk’s default end-point communication protocol makes use of TLS 1.2.

As TLS enforcement is very strict, it is necessary to ensure that the FQDN and/or IP address(es) of the KeyTalk
application server matches with the SubjectAlternativeName value set in the certificate configured for the KeyTalk
application server (sub-menu tab “client-server” as found under “certificates and keys” main menu tab!!)

When using the KeyTalk end-point REST API to integrate KeyTalk functionality into your own app/software, it is highly
recommended to enforce similar strict matching criteria and for example not disregard a SAN mismatch.

When deploying certificates to Apple end-points, a globally trusted SSL certificate is required for KeyTalk CKMS, given
Apple’s App Transport Security (ATS) policy as used by the KeyTalk apps for MacOSX and iOS. Enroll/install this
trusted certificate and key for the proper FQDN under :

Certificates And Keys
Certificate and Key Provisioning

Automatically provision from KeyTalk template
Template: KeyTalk_msSsL_GMO

Seat: keytalkkeytalkcom

Frovision by uploading manually

Choose File | No file chosen

Slient Login CAs

e “ ar £ Choose File | No file chosen
Public Trusted SsL
ird Party Sigr e Choose File | No file chosen

Choose File | No file chosen
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4. Quickguide high level network setup non-HA
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NOTE: The LDAP S/MIME secure email address-book, Trusted CA party (such as DigiCert) and AD are not
required, though typically used in an S/MIME or trusted server world-facing scenario
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5. Quickguide high level network setup High Availability
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6. Quickguide local system admin login

To login as KeyTalk admin from the hypervisor Command Line Interface (CLI) or SSH use:
Username: keytalk
Password: change!

To see what IP address was assigned from your DHCP server type the command: ip a
Since ROOT is disabled on both system- and SSH-level, when entering CLI commands use “sudo”

Login into the Management Graphical User Interface from a browser using:
https://<myipaddress>:3000

Username: admin
Password: change!
NOTE: As KeyTalk ships with a self-signed factory default SSL certificate and keypair, your browser

will give a security trust warning until you replace it with a trusted certificate with a proper SAN.
Replace the KeyTalk port 443 and port 3000 certificate as soon as possible to ensure proper TLS trust.

NOTE: Strong mTLS authentication for the management GUI is supported under the menu item “Admin”, when
logged in under the “admin” account, and requires a proper matching trusted client certificate subject
meta data as issued under the KeyTalk Signing CA, or other trusted CA as configured under
“Certificates and Keys” “Client login CAs”.

Login to KeyTalk administrator page

keytalk

Remember me on this computer
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7. Quickguide manually changing IP addresses & default gateway

When you do not make use of a DHCP server, you need to configure the IP address(es) and basic networking
manually.

Launch the following command from your KeyTalk virtual appliance command line console:

sudo nano /etc/netplan/00-installer-config.yaml

You will see:

GMU nano 4.8 Jetcsnetplans00-installer-config.
£ This is the network config written by 'subiguity’
netw

4: true

Change the config file to:

network:
ethernets:
ethO:
addresses:
- <my_ipv4_address>/<subnet-prefix>
gateway4: <my_ipv4_gateway address>
version 2

For example, my IPv4 address is: 172.20.255.84
The config will look like

GHU nano 4.8 Jetocsnetplans00-installer-config. yaml

Save your settings using: <CTRL X> and selecting YES to save the modifications.

Now effectuate the network change by typing the following command:

sudo netplan apply

Use the command ifconfig to check if your IP change was properly effectuated
For further references see: https://netplan.io/examples/#using-dhcp-and-static-addressing
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8. Quickguide: Getting started

Step 1: Change your local system admin and CLI root password
.
Manage Own Account
keytalk
CERTIFICATE MANAGEMENT DEMO
You are logged into the KeyTalk web admin panel with authentication.
You have privileges.
LR Password Authentication
Select Login Method Login Username: admin
Manage Own Account @
Manage Other's Accounts
Approval Rules Certificate Authentication
. Action Tickets ~
%:_[ Common Name: admin
Organization: KeyTalk IT Security
B Organization Unit KeyTalk-Admin
Q Notification Settings
8o < g
Ermnail: <not defined>
Mobile Number. <not defined>

& % O

From the GUI you can change your KeyTalk local system admin password.
From your SSH/Hypervisor CLI you can change your CLI management password using:

passwd

Ensure you remember the set console password and/or set SSH key as there is no way
to reset a lost console password or key, other than to reinstall from scratch !!

Step 2: Ensure your KeyTalk license is valid, when it’s not, upload one as provided to you:
System

Database

()
License

S

&I Time
Customize Ul

—

. Daemons
Settings

E] Upgrade

@ Shut Down

Report Problem

o
1]

O P
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Step 3: Ensure all daemons are running

Certificate Authority Daemon (cad) running
System
Authentication Daemon (authd) running
Database
Dispatcher Daemon (rdd) running
License
Updater Daemon (updaterd) running restart
Time
Generic SCEP Daemon (generic-scepd)  running restart
Customize Ul
c Intune SCEP Daemon (intune-scepd) running restart
Daemons
Settings ACME Daemon (acme) running restart
Upgrade Ermail Fetcher Daemon (mail) running restart
Shut Down Web APl Daemon (webapi) running restart
Report Problem
- P RabbitMQ Daemon (rabbitma) running restart
Active Directory Daemon (ad) running restart
Autormatically restart fail-stopped daemons inclul the webserver

NOTE: The SCEP, Intune SCEP and ACME Daemon do not need to run, unless you are making use
of SCEP or ACME protocol to issue certificates.

Step 4: Configure your network
Network

Interfaces @
DNS

Hostname @
Public IP

SSH Key

NTP c
Proxy

_ Connectivity Check
SMTP

SMS

Repositories

NOTE: NTP is ALWAYS in UTC format and should never run with a local Offset
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Step 5: Generate your unique private Certificate Authority tree and keys

Primary CA
.

CN: KeyTalk Demo PCA
Key Size: 8192 bits

keytalk HSM: off
CERTIFICATE MANAGEMENT DEMO @
Signing CA
Certificates And Keys CN: KeyTalk Demo Signing CA
Key Size: 8192 bits
o~ HSM: off
(f1)
Overview @
(i)
Root CA Communication CA
< CN: KeyTalk Deme CCA
Primary CA Key Size: 8192 bits

HSM: off

Ep

Primary Signing CA

Extra Signing CAs Client-Server Communication
CN: demokeytalkdemo.com
. - Key Size: 4096 bits
Communication CA

HSM: off
Client-Server @
||
Webul
WebUI
CHN:
keytalkadmin keytalkdemo.com
Client Login CAs Key Size: 4096 bits
HSM: off

Public Trusted SSL

System CA Trust
Include Root CA

Third Party Signers ) : ) .
Click "Generate Tree’ to generate a certificate tree using the configuration specified on this page.

o When done you will be prompted to install the generated certificates to the appliance.

Backup & Restore @

. Click "Save” to download the certificate tree generation configuration to your computer.
Generate Certificate Tree

=
2
@
&
&
[
s
7

This configuration can be later loaded into (other) KeyTalk instances.

NOTE: Ensure that at least the CLIENT-SERVER certificate is configured with a proper DNS
resolvable Subject Alternative Name !!
If the SAN value is incorrect, then the KeyTalk client will fail to connect due to TLS being
properly enforced.
Example: When your client-Server certificate is communicating with keytalk.keytalk.com with IPv4
address 78.237.33.242 or using a LoadBalancer on IPv4 address 331.22.80.170, the SAN value should
look like: DNS:keytalk.keytalk.com,IP:78.237.33.242,I1P: 331.22.80.170 when both the FQDN and the
IPv4 address are being used to connect to the KeyTalk server.

It is good practice NOT to use an IP address in the SAN field, and instead use proper DNS
propagation, resulting in only having the FQDN show in the SAN. However, in Proof of Concept
environments commonly we see solely IP addresses being used.

After pressing GENERATE, the CA-tree will be created. Once ready select INSTALL to effectuate your
unique private Certificate Authority.

SAVE your CA-tree for offline backup purposes, so your private keys are always available to only you
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Step 6: Add one or more certificate templates in TEMPLATES
Templates
Template Groups
Mobile Device
Monmgcmcwt
Email Disclaimers
SCEP
F5 Load Balancers
A KeyTalk TEMPLATE is a certificate template, policy template, and link to a used CA source. It is the
core of the KeyTalk server functionality. Without it, you cannot issue nor manage certificates!
Default certificate fields and (extended) key-usage) can be optionally overwritten with mapped
metadata coming from the connected and configured Registration Authority (such as your AD),
provided the target CA allows for it. Trusted Certificate Service Providers will often enforce predefined
certificate profiles (example DigiCert or GlobalSign), private CAs often will not.
Note For developers using the KeyTalk REST API:
The client hardware component numbers and tooltip defined in HWSIG are an
implementation for use with the KeyTalk agents only. It only accepts numeric values.
Developers are free to use the numeric information in the HWSIG field in any way they see fit, or even
disregard it, and generate their own Hardware Signature hash, usable with the SEATS administration
within KeyTalk.
Step 8: Set seat hardware recognition/pre-shared-secret settings
Set user hardware recognition (extra Factor Authentication based on a static pre-shared secret) per
KeyTalk Certificate Template. One slot typically equals 1 device of an end-user/end-point
Seats Preshared Secret Settings ~
User Learn Mode: on ~
learn-always ~
locked ~
locked =
locked ~
locked ~
o I - locked =
locked ~
locked ~
locked =
locked ~
Changed 1o | "]ﬁ. v‘_l 0 o . 0 -
B I h.lﬁlv‘_u 0 ~ ho 0 -~
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KeyTalk’s SEATS preshared secret settings allows for added Multi-Factor- Authentication based on
Hardware/software recognition of a user-device as defined in the HWSIG field of the TEMPLATE.

Generic Settings

3,5,9,10,11,12,13,17,18,101,102,103,104,105,106,107,108,109,112,114,115,116,117,189,201,2
02,204,205,208,207,208,209,210,211,212,299,301,302,303,304,305,305,307,308
,308,310,311,312,401,402,403,404, 405,406,407 408,409,410,411,412,501,502,503

A05.506.589.601.603. 604606 BO7.ADAENG

The HWSIG can always be learned automatically for an initial unknown, but first time positively
authenticated user (on), or manually (off), or scheduled ie automatic learning for a period of time only.
Each slot represents 1 stored device SHA2 hash, whereby each hash effectively becomes a static pre-
shared secret for that particular device.

The timers allow for the automated closing of a Learn-Once slot. le when a device hasn’t been learned
within the timer period, it will close automatically, thus reducing the risk of a malicious third party
successfully using a phishing attack to register their own device.

Learn-Always is for most customer recommended to be used for PoC and production purposes,
as it allows any device with a positive authentication to obtain a certificate (and key). Only
customers who have a need to add extra protection to prevent certificates from being issued to
non-authorized devices should use this feature.
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Step 9: Connect a Registration Authority source to your TEMPLATE
Registration Authorities
Internal Db Modules

MySQOL Modules

LDAP Modules

)
)
S
&

Azure Modules

RADIUS Modules

REST APl Modules

User Lockout

& 6 W E

KeyTalk enables the Admin to connect a configured TEMPLATE to a Registration Authority which is
typically an Identity Provider source.

Commonly LDAP (including (Azure Entra ID and local AD), RADIUS (including common OTP tokens),
and MySQL are used by the majority of current day customers.

Other Identity Provider solutions can be supported. Request sales@keytalk.com to add your preferred
Identity Provider(s) or protocols to the solution based on your business-case if you are missing one.

KeyTalk strongly advises to start with a basic connector and test/check the connection using our inbuilt
internal database RA, to ensure the connection and KeyTalk solution in general works, before using the
more advanced settings such as secure connections over LDAPS or EAP, or even certificate field
mapping, which allows TEMPLATE certificate template default values to be overwritten with user
unique information from your ldentity Provider source)

For most LDAP / Active Directories as of Server 2012R2, the BIND setup process looks like:
1) Edit the LDAP/AD server as defined under the LDAP authentication module

2) BIND DN: $(userid)@mydomain.local

3) BIND password: $(password)

4) Allow empty password: UNCHECK! (this prevents potential anonymous BIND abuse)
5) BASE DN: dc=mydomain,dc=local

This should result in a positive certificate request when the BIND is successful over either LDAP or
LDAPS protocol, based on a user’s AD username and its corresponding password.

Using LDAPS is recommended from a secure communication point of view.

When using LDAPS ensure first that the BIND works using LDAP communication. Once this works,
enable LDAPS, which requires an Idap server url update to Idaps:// AND change port to 636 AND have
the LDAPS intermediate certificate and root uploaded to the KeyTalk authentication module in PEM or
DER format (just the certificate NOT the private key).

Ensure the used IP and/or FQDN are correct in the AD SSL certificate and ensure its SHA2, otherwise
TLS will fail.

Certificate Field mapping is a powerful tool, allowing for default certificate template settings (ie KeyTalk
TEMPLATE settings) to be overwritten with unique values coming from a user’s account.

For example, attributes in an Active Directory or field names in a MySQL Db.
This allows for unique SAN values per unigue Common Name, or even name@domain.local to be
mapped to “name@domain.com” as an email address, or “displayname” as the certificate CN value.
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Note that the search string likely requires sAMAccountName or another attribute depending on how you
setup your AD.

Once the LDAP / AD connector works, you can optionally activate Kerberos based authentication.

LDAP Modules
keytalk

Registration Authorities Configure LDAP Registration Authority For Template KeyTalk_Corporate

nternal Db Modules

MySQL Modules

LDAP Modules

Azure Modules

Additional options for CN and SAN; None ~

Step 10: Create KeyTalk agent configuration file
Templates
Name Signer Tenants

Configure @ $ Test KeyTalk

Tenants

Mobile Device

Management

Email Disclaimers

Generic SCEP

Intune SCEP

ACME

Load Baloncers

Entra ID

LDAP User Search
Select the certificate TEMPLATE you wish to have the KeyTalk clients connects to, and select
CREATE CLIENT CONFIG.
This will result in a .rccd (real client configuration data) file and needs to be imported into a KeyTalk
agent, or be made part of the installer, or some of it content could be statically used with the REST API,
in order to obtain a certificate (and private key) from your KeyTalk environment.
The configuration file can also be pushed with the Windows installer, or even be embedded in your
company specific DMG, APK or IPA installer. Kindly contact KeyTalk support if this is needed.
More information on the contents of the .rccd file can be found here (chapter 2.1 page 6):
https://downloads.keytalk.com/downloads/documents/KeyTalkApi.pdf
When solely using non-KeyTalk proprietary communication protocols, such as SCEP or ACME or
native MDM integration, the Client Config file is not required.
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Step 11: (Periodically) Backup your KeyTalk configuration settings

55

)

B &

)

@ W =

B
a}
&
7y

System

Database

License

Time

Customize Ul
Daemons
Settings @
Upgrade

Shut Down

Report Problem

A The server will automatically reboot after importing host settings

Save Settings

Save the current system configuration to your computer.

Include Shared Settings: a
Include Db Connection Settings: a
Include HSM Connection Settings: °
Include KeyTalk Certificate Tree: u
Include Web AP Server settings: °

Settings Encryption Key (optional) ﬁ
! ! show

e e

Backup Settings

Periodically backup the current system configuration to a specified location

Periodically Backup Settings:

Select what needs to be included in the native KeyTalk settings and configuration backup file.
Shared settings include all stored certificates, private keys, and certificate template information.

AES-256-GCM encryption can be applied to the backup-file by applying a key (input or generated).

NOTE 1:
NOTE 2:

NOTE 3:

If you forget the encryption key, there is no way to restore the backup!!

When AES-256 CBC HMAC-SHA256 is used to encrypt private keys as
stored under KeyTalk SEATS (configured under SYSTEM -> Settings ->
Database) then the backup will contain the encrypted private keys, which
can only be decrypted when configuring the correct AES-256 CBC
HMAC-SHA256 key in your KeyTalk instance.

You can choose to include or exclude the AES-256 CBC HMAC-SHA256
as part of the backup.

The content of the encrypted backup can be decrypted using the
following application on a Linux system:
https://downloads.keytalk.com/downloads/tools/aesencrypt-5.7.1.tqz

Periodic backups are supported simply by adding a checkmark and selecting the appropriate details
you wish periodically backed-up to a remote server supporting SSH authentication.

For secure remote connections, KeyTalk server has its own SSH key, generated and configured under
https://<IP/FQDN>:3000/network?sshkey
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9. Quickguide: Frequently encountered setup issues

a) |can ping the KeyTalk admin IP address, but am unable to login as a KeyTalk admin!!
Very likely you are trying to login just after the KeyTalk application server started. Wait 1 minute to have the
KeyTalk Daemon start properly and retry. Also don’t forget to use :3000 to login to the management GUI.

b) KeyTalk is up and running, but my KeyTalk agents are unable to authenticate or connect!!
When the client cannot connect, very likely the KeyTalk server cannot be reached, so ensure the proper IP or
FQDN are used to connect, AND ensure the IP and/or FQDN are part of the KeyTalk client-server certificate
SAN value. If not part of the SAN the TLS handshake will fail.
To check your configured client-server certificate SAN, en see of the connection is at all possible, open a
browser and type: https://<mydomain_or _mylPaddress>/rcdp/2.4.0/hello

Your end-point/user authentication credentials could also be invalid (such as username/password), or you are
enforcing hardware recognition whereby the device used is not being trusted by the KeyTalk system.

To resolve the invalid credentials, ensure the used KeyTalk TEMPLATE is connected to an Authentication
Module, and that this Authentication Module is properly configured.

To resolve the hardware recognition, in DEVID USERS a device slot can be set to learn-once or to learn-always
for the particular username. Alternatively, in TEMPLATES set learn-mode to ON and set the device slot to
learn-always or to learn-once

Alternatively, your KeyTalk license may have expired, or after uploading a valid license the CA Daemon did not
get started. To resolve this issue: upload a valid KeyTalk license.

c) KeyTalk is up and running, but my KeyTalk agents are unable to obtain a certificate from an external CA
Likely your trusted CA provider, such as GlobalSign or DigiCert, doesn’t accept your server or client certificate
request. This usually happens because your requesting IP isn’t whitelisted, or an email address needs to be
included for ePKI certificates, so ensure that for example the used username equals the email address, or map
the SAN email value do your Active Directory attribute “mail”

Trusted CA providers also require your company and domainname to be vetted. When you request a certificate
for a non-vetted domainname, either for your servers or ePKI, the certificate request will likely fail. To resolve,
ensure your used domainname has been vetted with your trusted CA provider for the certificate product you are
using.

d) My Active Directory BIND settings are 100% correct, yet KeyTalk refuses to connect to it!!
First ensure that the KeyTalk server is allowed to talk LDAP over the set port to your AD/LDAP.

KeyTalk makes use of a BIND to your AD, based on the user’s username/password. Make sure your BIND
works properly without LDAPS, once the BIND is successful, activate LDAPS.

When the BIND fails using LDAPS your LDAPS certificate on your AD and/or LoadBalancer is likely considered
invalid. Possibly it expired, or does not contain the proper FQDN or IP in the SAN, OR your LDAPS certificate
does not have an issuing CA, or it makes use of SHAL which got deprecated some time ago.

To resolve: ensure your LDAPS certificate is valid, has a parent CA, and contains the proper FQDNSs or IP in
the SAN, and uses SHA2

Some customers tend to only make use of internal IP address, resulting in a failed LDAPS connection. In these
cases, you could add the IP address to the SAN entry of your LDAPS certificate. Alternatively, you could update
KeyTalk’s “Local DNS Lookup Database” as found under NETWORK -> DNS

e) Server certificates issued by KeyTalk to Apache or 1IS servers do not bind to the server!!
The most common cause of this problem is the fact that the certificate template (ie the TEMPLATE) does not
have the Enhanced Key Usage “Server Authentication” activated.
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f) My server/client certificate as issued by KeyTalk isn’t trusted in my browser!!
The browser does not trust the KeyTalk or Trusted CSPs CA tree. To resolve this issue import the CA tree in
the client’s browser to resolve this issue. When using the KeyTalk client/app the KeyTalk CA trust is
automatically added to your local OS.
Alternatively, in May 2017 several browsers were updated to REQUIRE a server certificate’s FQDN to be part
of the DNS name entry in the certificate’s Subject Alternative Name, ie the CommonName value is disregarded.
To resolve this issue, map your preferred SAN entry to an Active Directory Attribute using KeyTalk’s certificate
field mapping feature.

g) I'm using a LoadBalancer for KeyTalk and/or LDAP/RADIUS etc, and connections fail!!
KeyTalk enforces strict TLS requirements when using LDAPS/HTTPS. Ensure your LoadBalancer SSL
certificate has the correct FQDN/SAN entries and resolve properly on your used DNS, similarly your target
authentication solution requires proper FQDN/SAN entries AND requires its TLS certificate to be issued under a
parent CA. Also note that SHA1 has been deprecated and will not be accepted for an LDAPS based
connection.

h) [Pve found versions of OpenSource code that are not up to date within the KeyTalk virtual appliance!
KeyTalk CKMS runs OS security patch fetching hourly and applies these within 24 hours of the update being
fetched.

Further more the KeyTalk server makes use of many OpenSource solutions, for example OpenSSL and
lighttpd.
Sometimes vulnerabilities are found, and a new version is released to mitigate the vulnerability.

The KeyTalk virtual appliance however does not make use of all functionalities of these OpenSource solutions.
Therefor it's very possible that a vulnerability might exist is an OpenSource component, but because the feature
is not being used nor made usable, there is no immediate need to have it updated.

Ofcourse security and good practice are important to us. So should you find an operational flaw in our server
that poses a cybersecurity risk, kindly do let us know. We typically respond within 1 hour to emails.

To report an issue kindly email us at: support@keytalk.com

i) My local SysAdmin settings did not sync from the KeyTalk application server to the KeyTalk MySQL
cluster
This is expected behavior. Local SysAdmin settings are not synched across the cluster, only other roles
settings are synched in order to prevent a lockout situation due to accidental mistakes.

i) KeyTalk is a great product, but it lacks functionality that I’'m in need of!!
Should you have a need for specific functionality, then it's very likely that other companies do too.
To resolve your found issue, let us know and based on your business case KeyTalk IT Security can add the
functionality to improve our product and meet your and other future customer needs. Contact us at
support@keytalk.com or sales@keytalk.com

k) Ilocked myself out of the KeyTalk webbased management, how can | restore the login to default
username/password?
Should a System Administrator ever be locked out of a KeyTalk application server on a GUI level, then login
using the KeyTalk CLI admin and run:
/usr/local/bin/keytalk/www/reset-admin-passwd

Should you be locked out of the KeyTalk virtual appliance on a CLI/SSH level, then there is no way to reset the
virtual appliance. If this happens, you should retrieve a backup, or restore from a snap-shot.
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10. Introduction: KeyTalk certificate & key management and enrolment

KeyTalk is a Certificate Authority vendor neutral PKI certificate&key management and secure enrolment solution. Often
referred to as a CLM : Certificate Life Cycle Management solution, or PKI Management Solution or CKMS.

The KeyTalk solution can manage and (re-)enroll certificates and keys securely to end-points under:
v"Its own OpenSSL based private CA
v' Athird-party private CA (MS ADCS, EJBCA)
v" Any integrated Qualified Trusted Service Provider (DigiCert, GlobalSign, TrustZone, QuoVadis)

KeyTalk’s additional products also enable:
v Certificate discovery (Requires the KeyTalk SSL Scanner virtual appliance)
v' S/IMIME secure email LDAP address-book S/MIME lookup over LDAP(S) and HTTP(S) (Requires the KeyTalk
LDAP virtual appliance)

A customer using the KeyTalk solution does not need to choose which of the supported CA’s are used.
KeyTalk enables parallel use of all of them for the customer’s intended user and/or server and/or 0T, ie the KeyTalk
solution is multi-tenant. Kindly ensure you inform us which of the CA platforms you need supported

Because of KeyTalk’s unique vendor neutral position, a customer can also change with the flip of a pulldown-menu item
the primary CA source for an entire end-point group. Allowing a customer to seamlessly transition from one CA vendor
to another without a major impact on the managed end-point community.

Enrolment of certificates and keys is done to client end-points independent upon the network domain these client end-
points are in.

Currently KeyTalk supports user end-points: Windows 7-11, MacOSX, various flavors of Linux, iOS 9+, and Android
4.1+,

Server end-points which are supported are: Windows server 2012R2, 2016, 2019, 1IS 7-10, including IBM WebSphere,
as well as various Linux flavors with Apache and TomCat.

On top of that, KeyTalk supports various LoadBalancers and Mobile Device Management Solutions.

Contrary to our competition, KeyTalk does not rely on Microsoft network domain based “clientless” enrolment, or
encrypted email based PFX certificate enrolment, or solely Active Directory, as it restricts the target devices customers
wish their certificates to be enrolled to.

Nor does KeyTalk rely solely on 3 party Mobile Device Management solutions to enroll these certificates, as this would
restrict the target audience and end-point devices as well.

Instead KeyTalk primarily relies on its REST API, or KeyTalk app to enroll certificates and keys to user devices, servers
and loT end-points, whereby the KeyTalk solution connects to a customer’s existing Identity Provider(s) such as Active
Directory, LDAP, Radius (including Vasco, RSA, Gemalto tokens), MySQL, as the customer’s trusted Registration
Authority. Additionally KeyTalk optionally leverages the authentication with trusted end-point device recognition /
preshared secret (a SHA2 hash calculated overall several unique software and hardware components).

The KeyTalk solution contains many features which have grown into our product based on customer demand. As a
result, KeyTalk CKMS not only connects to various private CA solutions and (Qualified) Trusted Certificate Service
Provider solutions but also has the capability to connect to 3 party HSMs as well as third party Key Management
Systems.

When a customer has a need to connect another 3" party product not yet covered by us, or needs a feature

improvement, we at KeyTalk will gladly discuss your business case and add the needed connectors and/or features to
ensure your and our success. Kindly contact us sales@keytalk.com
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11. Setting up your KeyTalk private Certificate Authority

As a default, the KeyTalk solution uses its own OpenSSL based private Certificate Authority for port 443 TLS based
secure communication purposes between the virtual KeyTalk application server cluster and the client end-points it
serves with end-point-certificates coming from any configured Certificate Authority source, including the KeyTalk private
CA. Uploading a publicly trusted certificate and key incl the intermediate CA, overrides the use of the KeyTalk private
CA based certificate.

KeyTalk does not enforce the use of an HSM, and stores the KeyTalk private CA key-pairs on the KeyTalk virtual
appliance(s). The CA-tree details are not shared through the connected MySQL Db in case KeyTalk is setup as a High
Availability cluster.

Supported HSMs can be optionally configured under CERTIFICATES AND KEYS -> HSM , allowing the private keys to
be securely generated and stored in a single HSM slot/partition or multiple slots/partitions.

A KeyTalk System Administrator can upload his/her own generated CA-tree, or like most customers, generate their own
KeyTalk private CA, including multiple sub-CA’s, within minutes using the following steps with our wizard:

1) Login into the KeyTalk Sys Admin webUI and go to: CERTIFCATES AND KEYS -> GENERATE CERTIFICATE

e ——
Primary CA
Certificates And Keys CN: KeyTalk Demo PCA
Key Size: B192 bits

iy HSM: off

Qverview
€A

Root CA signing CA
= ’
= CN: KeyTalk Demo Signing CA

Primary CA Key Size: 8192 bits
& HSM: off

Primary Signing CA
.e
-

Extra Signing CAs Communication CA
2|
% CN: KeyTalk Demo CCA

Communication CA Key Size: 8192 bits
HSM: off

Client-Server ©

WebU Client-Server Communication

CN: demo.keytalkdemo.com
Client Login CAs Key Size: 4096 bits

HSM: off

Public Trusted SSL

Third Party Signers WebUl

CN:

keytalkadmin keytalkdemo.com
Key Size: 4096 bits

HSM: off

Backup & Restore ©
Generate Certificate Tree
nelude Root CA

Click "Generate Tree” to generate a certificate tree using the configuration specified on this page.
When done you will be prompted to install the generated certificates to the appliance.

<=

KeyTalk uses as its practical root the PrimaryCA, however some customers want to generate the KeyTalk CA
under an existing root, in which case you can choose to select: Include Root CA, which first needs to be
uploaded in PEM format including the private key under the RootCA-tab, or point the KeyTalk server to an HSM
containing the required private key of the root and upload the root certificate in pem format.

When pointing to an HSM in case an existing root needs to be used ensure that the root and its key are referred
to as rcacert.pem and rcakey.pem on the HSM and then upload the cert part only to KeyTalk. Ref: See
CopyObiject call in PKCS11 spec https://www.cryptsoft.com/pkcs11doc/STANDARD/pkes-11v2-11r1.pdf

To prevent naming convention confusion, KeyTalk therefor uses as its default top CA the naming reference
Primary CA even when in most cases its actually the root for practical usage.

Only when an additional Root CA is used will KeyTalk include a Root CA for its private CA

HSM

@
&
&
al
&
&

Creating multiple Extra Singing CAs, requires port 80 to be open to distribute these sub-CAs to end-points.
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2) CHANGE each of the 5 main parts. Whereby it is recommended to make use of an 8192 bit RSA key at least
for the Primary, Signing and Communication CA when you intend on also issuing 8192 end-point certificates.
Never choose a key size bigger than its parent, like for example the optional existing Root certificate.

SHAL1 has only been made possible for customers who need legacy support for SHAL, for modern
environments SHAL should otherwise NOT be used in production environments!

End-point devices that obtain their client or server certificate under the KeyTalk private CA, are issued under
the Signing CA with its parent Primary CA, so ensure Common Name naming convention wise it makes sense
to an end-user or network admin as they will see the Primary and Signing CA in their trusted certificates list.

The KeyTalk Communication CA is used to generate the KeyTalk client/app (including the REST API) Client-
Server Communication certificate and key-pair, as well as the KeyTalk management WebUI certificate and key-
pair.

This KeyTalk Communication CA is also readable to anyone checking their trusted certificates on a device, so
again ensure the Common Name makes sense as this is the first description people will read should they know
where to look.

When generating the CA-tree, ensure that the Time to Live meets your demands. Most customers choose a 10-
year validity period, (KeyTalk’s default) but nothing is stopping you to change this validity period to any other
value. Note that end-point 32 bit Operating Systems cannot deal with validities over 18 year.

Just be mindful of the impact of this choice, such as for example when the KeyTalk private CA requires to be
renewed and the new CA has to have its trust pushed to all end-points.

The minimally required values in the private CA are starred red and to most Sys Admins will make sense. To
understand what some of the other values exactly mean, kindly refer to https://www.ietf.org/rfc/rfc5280.txt

3) Review your CA generation settings, preferably have another person review them, and when you agree they
are correct, select GENERATE TREE

M 3 . .
= Generating tree, this can take several minutes...

4) Once generated select INSTALL to effectuate your new private CA tree
The certificate tree has been successfully generated.

Click "Install” to install the generated certificates and keys to the appliance.

5) When not using an HSM: It is recommended to make multiple backup copies of your Root/PrimaryCA private
key and keep these copies securely offline, and then DESTROY the private key of your Root/PrimaryCA

To backup your private key, its good practice to have a second person observe this process (ie 4-eye principle),
and go to: CERTIFICATES AND KEYS -> Root or PrimaryCA -> Download as PEM and incl both cert and priv
key.

To destroy your PrimaryCA and optional RootCA private keys, select CERTIFICATES AND KEYS ->
PrimaryCA -> REMOVE KEY ONLY

Download as PEM Download certificate as DER Remove Key Only
Private Key
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6) Backup your CA-tree for future usage and ensure the backup is stored on a secure location accessible only to
those authorized. Note that when using an HSM this backup will NOT contain your CA private keys.

Backup & Restore
keytalk
Certificates And Keys Backup All Certificates And Keys
Click "Backup” to save all currently installed certificates and keys to your computer.
Overview
Root CA ke n Ke

Primary CA

Primary Signing CA

Extra Signing CAs
Restore All Certificates And Keys
n: ion CA YT a .
ST LR Click 'Restore” to restore all certificates and keys from the previously made backup.
Client-Server
Backup Decryption Key (when encrypted)
Webu
Client Login CAs
| Chaose File | No file chosen

Public Trusted SSL

Third Party Signers

HSM

Backup & Restore All the installed certificates and keys will be removed after restoration

Generate Certificate Tree

IMPORTANT: The KeyTalk agents and REST API enforce TLS communication. As a result, it is required to
have a proper FQDN defined in the SAN value of the KeyTalk Client-Server Communication
certificate. (or in the public trust certificate under Trusted Mobile SSL)

Failing to have a proper SAN value will result in TLS communication failure.

Should there be a need to update your KeyTalk Client-Server Communication certificate, simply select
REGENERATE and add the proper details. This will result in a new KeyTalk Client-Server Communication
certificate signed by the existing KeyTalk Communication CA. After creation don’t forget about your other
KeyTalk application servers should you run a KeyTalk cluster.

Alternatively upload a Public Trusted SSL certificate with appropriate SAN DNS value
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Client-Server

keytalk
Certificates And Keys Configure Client-Server Communication certificate
Ovarviow demo.keytalkdemo.com
Root CA signature Algorithm: * sha256 v
Primary CA RSA Key Size (bits): * 4098 v

Primary Signing CA
mary Signing s .
Extra Signing CAs

Communication CA

Grganization
Client-Server
Grganizational Uit

WebUi

user@example.com
Client Login CAs P

Public Trusted SSL ime To Live: 10 v years, Ov months, O v days O v hoursand| 0 v minutes
Third Party Signers DNs:demo.keytalkdemo.com
HSM i
Certificats Policies (comma-separated):
Backup & Restore
None v
Generate Certificate Tree
http:/ Jexample-crl.com

http:/[example-ocsp.com

Example: When your client-Server certificate is meant for https://keytalk.keytalk.com with IPv4 address
178.237.33.242 or using a LoadBalancer on IPv4 address 31.22.80.170, the SAN value could look like:
DNS:keytalk.keytalk.com,IP:178.237.33.242,IP: 31.22.80.170

It is good practice NOT to use an IP address in the SAN field, and instead use FQDN values that properly DNS

resolve. However, in Proof of Concept environments commonly we see solely IP addresses being used hence
the example.
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11.1 HSM — Hardware Security module

HSM
keytalk
Certificates And Keys To improve security KeyTalk ean be configured to store certificates and keys on Hardware Security Module (HSM)
e Database HSM
Db HSM stores the KeyTalk Database encryption key
Root CA
HSM Type: No HSM used
rimary CA
Primary Signing CA
Extra Signing CAs
Signing CA HSM
Communication CA
HSM Type: No HSM used

Client-Server
WeblU

Client Login CAs

Communication CA HSM

Public Trusted SSL
HSM Type: No HSM used
Third Party Signers
Backup & Restore
Primary CA HSM
Generate Certificate Tree
HSM Type: No HSM used
Root CA HSM
HSM Type: No HSM used

KeyTalk currently supports PKCS#11 based HSM connections to any integrated HSM, and contains several
specific (usually algorithm related) integrations for target types of HSMs.

The current supported HSMs:

- Thales SafeNet Luna HSMs.

- Thales SafeNet Data Protection on Demand (DPoD) cloud HSM

- Utimaco Network HSMs

- Utimaco Cloud HSMs

Kindly do let us know when you have another brand/type of HSM you need supported by contacting us.

HSMs are configured per KeyTalk virtual appliance instance. Their settings and passwords are NOT shared
using the KeyTalk MySQL Db.

The HSM is used to store and make use of CA-tree signing keys, and/or KeyTalk MySQL Db AES encryption
key.
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11.1.1 Thales Cloud Data Protection on Demand Cloud HSM configuration

Perform these steps for each KeyTalk virtual appliance instance after configuring your DPoD HSM
https://thalesdocs.com/dpod/ TEMPLATEs/hsmod TEMPLATEs/hsmod_windows_client/index.html

HSM Type: | Thales Luna Cloud HSM ~ |
Slot Number: * ‘ 1 ‘
CO Password: * ‘ ‘ (]

Please upload a ZIP file containing Luna Cloud HSM service client configuration m

Choose File | No file chosen

Service Client Package: *

OK ] I CANCEL ]

Step 1: Upload your “Luna HSM TEMPLATE client configuration® file, often referred to as the DPoD or
Data Protection On Demand file, as downloaded from your HSMoD TEMPLATE administration
page for use with the KeyTalk MySQL Db encryption and/or for use with the KeyTalk private
CA-tree

Step 2: Enter your slot/partition password
Step 3: Select OK

The following steps apply when configuring the HSM for KeyTalk internal CA purposes

Step 4: Populate your HSM with the original non-HSM generated CA-tree material by pressing:
Populate:

Click "Populate HSM" to copy Root/Primary/Signing/Communication CAs and to move their associated keys to the configured Signing HSM

POPULATE HSM

Step 5: Optionally regenerate your KeyTalk private CA using the KeyTalk “Generate Certificate Tree”
wizard to ensure your private CA signing keys only touched the HSM and no other system.
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11.1.2 Thales Luna 7 HSM configuration with and without PED

First ensure your Thales Luna HSM has been configured for at least 1 Slot.

HSM Type: [Tha\es Luna Network HSM v ]
Slot Number: * ‘ 0 ‘
CO Challenge Secret: * ‘ ‘ [

Client Configuration File Please upload Chrystoki.conf or crystoki.ini to configure a Network Trust Link connection to HSM

(Chrystoki.conf or erystoki.ini): * | Choose File | No file chosen

Please upload a PEM file containing a client certificate to establish a Network Trust Link connection to HSM

Client Certificate: * ———
‘ Choose File ‘ No file chosen

Please upload a PEM file containing a client key to establish a Network Trust Link connection to HSM

Client Key: * P TeTR—
‘ Choose File ‘ No file chosen

Please upload a PEM file containing a server certificate issuer to establish a Network Trust Link connection to HSM

Server CA Certificate: * M o .
‘ Choose File ‘ No file chosen

[ oK | [ cancer |

Perform these steps for each KeyTalk virtual appliance instance:

Step 1: Connect from your Windows or Linux environment using the Luna client to your HSM
Step 2: Copy the Chrystoki.conf file from Linux (/etc/Chrystoki.conf) or C:\Program Files\SafeNet\
LunaClient\chrystoki.ini on Windows)

Step 3: Copy the client certificate and key as PEM files, as used to securely connect to the HSM from
your client

Step 4: Copy the issuing CA in PEM format used for issuing the certificate to SafeNet Luna allowing for
the Network Trust Link connection

Step 5: Upload the described files under steps 2-4 in the KeyTalk environment for the appropriate

assigned slot/partition and then set the Crypto Officer (CO) challenge/secret/password:
Step 6: Select OK

Step 7: By default Luna HSM is configured to check hostname of NTLS clients connecting to it
meaning that a native attempt to connect from KeyTalk server will fail with a mismatched host
name error.

The easiest way to fix this HSM-side is to disable NTLS client source IP address check using
'ntls ipcheck disable' command.

The following steps apply when configuring the HSM for KeyTalk internal CA purposes

Step 8: Optionally regenerate your KeyTalk private CA using the KeyTalk “Generate Certificate Tree”
wizard to ensure your private CA signing keys only touched the HSM and no other system.
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11.1.3 Utimaco CryptoServer LAN and cloud HSM

HSM Type: l Utimaco CryptoServer LAN and Cloud v l

HSM Server Host: * ‘ ‘

HSM Server Port (typically 288): * ‘ 288 ‘

Slot Number: * ‘ 0 ‘

. HMAC Password

User Authentication: * L] ‘ ‘

\_ signing Key

OK ] l CANCEL ]

HSM Type: | Utimaco CryptoServer LAN and Cloud v |

HSM Server Host: * | |

HSM Server Port (typically 288): * | 288 |

Slot Number: * | 0 |

) HMAC Password
@ Signing Key

e T T B Please upload an RSA or an ECDSA key to authenticate against the Utimaco CS HSM

Choose File | No file chosen

oK | | cancer |

Ensure the proper host, port, slot and authentication credentials are configured and saved (press OK)

11.1.3.1  Utimaco Cloud HSM for Azure hosted KeyTalk CKMS
To connect your Utimaco HSM to KeyTalk (or any other server/TEMPLATE) running from Microsoft
Azure, ensure you have an Azure Expressroute circuit configured, which is effectively a security
measure to ensure a secure connection.
To create an Azure Expressroute circuit, follow the following steps:

We assume a resource group with virtual network and network security group has already been
created in Azure.

1. For the resource group, create a new Virtual network gateway. If it does exist in the main menu, look
for it under "more TEMPLATEs". Or click "add" in the resources overview, select "Networking" and
then Virtual network gateway.

1. Click Add
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Add a name, select "ExpressRoute" as gateway type, choose the new virtual network, create a
new public IP (it's not needed, but it seems we need to create one), make sure subscription
and location match, and click Create. If choosing the virtual network is not possible you have
to extend the address space (only /24 is created automatically, use e.g. /16).

Modify the outbound security rules

Select the "network security group" resource for your resource group

Click "outbound security rules" and click "Add"

Select source "virtual network", destination "IP Addresses", enter "10.255.0.0/16" as
destination IP addresses, enter "*" as destination port and "HSM" as name.

Click Ok.

2. Create a new "ExpressRoute circuit" (maybe available with "More TEMPLATEs").

1.

LN~ WN

Click Add - "create new" is already selected

Add circuit name

Select provider "Interxion", peering location "Frankfurt". If not available, select “Amsterdam”.
Select Bandwidth "50 Mbps", SKU "standard", billing model "metered".

Select the same subscription and existing resource group as for your other resources.

Click on Create.

Wait for deployment (1-2 mins)

Click refresh and then on the name of the circuit you've just created.

From the overview page, copy the TEMPLATE key (there is an icon for this)

3. Send KeyTalk support the TEMPLATE key (support@keytalk.com).
Utimaco will then initiate the connection and KeyTalk will send you the primary subnet information

4. When the provide status of the circuit changed to "Provisioned", complete configuration:

1.
2.

Click on "Azure private", either in the overview page or in "Peerings"
Enter "65000" as peer ASN, primary subnet information, "42" as VLAN ID
1. We don't use a shared BGP key here since it's a private connection anyway
Leave secondary subnet field empty
Click "Save"
From the circuit menu, select "Connections" and click "Add"
Enter a name, select the Virtual network gateway
Click Ok.

oukwN

Now, the HSM should be accessible from the Azure KeyTalk Virtual Machine (IP address will be sent with
subnet information).
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12. Issuing certificates to end-points

After setting up the KeyTalk virtual appliance, generating your unique KeyTalk internal Certificate Authority, and
optionally a KeyTalk virtual appliance cluster in combination with the MySQL Db and a load-balancer, certificates need
to be enrolled to, and managed for, end-points.

The end-point can have its certificate (and key) deployed using the KeyTalk REST-API, have the KeyTalk agent
installed, or make use of KeyTalk CKMS side configured end-point native interface (for example F5 REST-API or
Mobile Device Management). KeyTalk agent can be found here: https://keytalk.com/support

The KeyTalk REST API or KeyTalk app is configured with public information, ie the KeyTalk Application Server FQDN
or IP, one or more KeyTalk TEMPLATE references, and a trust to the KeyTalk private CA-tree. All these requirements
are automatically dealt with using the KeyTalk agent and a KeyTalk client configuration file.

To obtain this configuration information, simply have your designated KeyTalk CKMS management user generate this
configuration file under TEMPLATES. It's referred to as KeyTalk Real Client Configuration Data or RCCD, and make
this configuration file available in any way you see fit, for example from a web-url on your server.

Most company IT departments choose to silently embed this configuration file when deploying the KeyTalk client/app
using their corporate deployment solutions.

To request a certificate, a Certificate Signing Request is required and the resulting certificate and key need to be
installed in the appropriate key-chain, certificate-store and/or TPM of the client Operating System, and possibly also on
a target application running on said target end-point.

KeyTalk automates the CSR generation by generating the CSR on its KeyTalk application server and pushing the
signed certificate and keypair in a secure manner in the correct certificate format to the end-point (the default setting).
Optionally KeyTalk can send the CSR meta-data to the end-point KeyTalk client/app, have the end-point generate the
actual CSR, sign the returned CSR and allow for using an available virtual smartcard on Windows end-points.

For developers the KeyTalk application server can send the CSR details to the client based on the KeyTalk REST API,
where the client/app can generate the CSR and corresponding key-pair, send the CSR to the KeyTalk application
server which verifies the CSR content and sends the client an appropriate CA signed certificate. This way the private
key is never exposed to a third party in readable format.

In either case, the KeyTalk app will pick up the received certificate (and key-pair), uninstall the old one if it's not an
S/MIME certificate, and install the new certificate (and keypair).

When creating your own software using the REST API these (un)installation steps need be coded separately. KeyTalk
provides sample code to enable these steps on its Github page.

In order for an end-point to generate a strong crypto key-pair, sufficient entropy is required.

KeyTalk filed and was granted an international patent in 2006 describing a method to generate a key-pair and certificate
network-side and push it in a secure manner to an end-point for an initial secure connection.

By generating the CSR network-side with KeyTalk, or choosing to generate it client side, the customer is in full control
of the generated keypair entropy.

For compliance purposes you might need private keys to be only generated on end-points, which is supported by
default using our API, and can also be supported using the KeyTalk client/app.

To the end point the process based on KeyTalk clients/API to requesting certificates flows like:

Step 2:

. . Step 3:
Step 1: .| (Silent) configure the KeyTalk N . i
(Silent) install KeyTalk app ” app with the appropriate RCCD >EEenticate :;l:g the KeyTalk

configuration file(s)

While an end-user will NOT be asked to authenticate manually when he has a domain joined Windows device (ie using
Kerberos authentication), most non-Windows device users will need to manually authenticate to request a new
certificate when using the KeyTalk app. A server or 10T device can make use of the KeyTalk certificate validity
verification scripts which check the renewal parameters every 60 seconds. These renewal parameters are covered in

chapter 13.

Do note that some end-user Operating Systems allow for seamless certificate (de)installation while others demand
some user interaction as indicated by the KeyTalk app or the Operating System.
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12.1 KeyTalk TEMPLATE settings: certificate Registration Authority basic settings

Templates Narne signer Groups Comment Actions

Template Groups ©

Mobile Device
Management

£

B

B ©

Email Disclaimers

SCEP

FS Load Balancers

B
@
&
&
Q
&
]

KeyTalk enables the customer Admin to connect a certificate TEMPLATE, CA source, Hardware
Recognition, LDAP certificate publishing and CRL/CDP settings to a configured Registration Authority (
Identity Provider)

Multiple TEMPLATES can be used by a single end-point in need of client or server certificates. This
way multiple types of certificates can be issued to the same end-point using a single solution.

A TEMPLATE has an alphanumeric name, and is unique to a KeyTalk cluster.
A KeyTalk cluster or single KeyTalk server is also referred to as a “KeyTalk provider”.

When you want a TEMPLATE to issue certificates without username/password authentication, simply
use the default USERID+HWSIG.
OTP is KeyTalk’s internal OTP solution in combination with SMTP and InternalDB RegistrationAuthority

Generic Settings

Template Name: test

«" USERID " HW
PIN

ASSWD
.........

Required Credentials:

To use an LDAP or Active Directory or OTP token based authentication additionally select PASSWD.
PIN is supported, as well as CHALLENGE RESPONSE as provided by some advanced token
solutions. When using CHALLENGE RESPONSE do NOT select PASSWD or PIN

The URI is used to have KeyTalk client start a specific URI after a new certificate has been obtained.

URE: scheme:/ [authority/path

File URI Digest sha256-executable-hash

Check URL

Execute Synchronously:

Placing a checkmark in “Check URI” triggers a DNS lookup and matching between the KeyTalk
application server and the client/app. When both match the cert is issued, if not a cert wont be issued.

The HWSIG formula defines in what order and how often which components for what Operating
Systems need to be made part of the KeyTalk end-point trusted device hardware recognition hash.

3,5,9,10,11,12,13,17,101,102,103,104,105,105,107,108,109,112,114,115,115,117,189,201,202,204,205,206,207,208,

HWSIG Formula: 209,210,211,212,259%,301,302,303,304,305,306,307,308,30%,310,5311,312,401,402,403,404,405 405,407 408,409,410
,411,412,501,502,503,505,505,601,603,604,506,607,508 pin
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Do note that using for example MAC address is prone to a different value under Wifi or 4G, thus
requiring 2 trusted hardware recognition hash slots per user end-point to be configured on KeyTalk
when applicable.

The KeyTalk HWSIG is thus a static pre-shared secret meant to make phishing attacks harder.

_ _ Spliten '\
Split Domain and Userld:

Spliton’'@

Comment:

Split domain and UserID allows the optional splitting of the username and password on user input
before the result is sent to for example the Active Directory BIND.

Do note that the full user input is used in the CN value of the issued certificate unless overwritten with a
value coming for example from an AD attribute such as DisplayName.

12.2 KeyTalk TEMPLATE settings: your default certificate source, meta-data, and certificate
policies

Within each TEMPLATE you define the basic RA (ie the authentication) requirements but also the
required CA source which issues the end-point certificate under the particular TEMPLATE.
Certificate Settings

Reuse Issued Certificate and KeyPair: Only if the certificate is still valid for

31 v daysand 0O v hours
Store Certificate to Client System Store:
Enable Se orta
for certificat authenticated seats:
Use TPM Virtual Smart Card:
Automatically Apply S/MIME Settings:
Include Historical S/MIME Certificates:
Automatically Renew Seat Certificates:
signer KeyTalk (this server or HSM) v
Key Size (bits): 4096 ~
Require email in SAN:
ublect CN will be filled with the value of seat CN or,
aUbe

when not defined, seat name

When choosing an external (Qualified) Trusted Certificate Provider, the Q TSP will enforce a specific
certificate policy and/or certificate meta-data.

Where-as the KeyTalk private CA and possibly some other 3rd party private CA solutions,
will allow you to define your certificate template and policies in a very detailed manner.

Note that connecting your Microsoft CAs (as of Server 2012R2) can only be connected through NDES
as KeyTalk is a network domain independent solution and therefore cannot support DCOM.

When using a CSP you MUST have a vetted account already with the CSP and often your KeyTalk
solution public IP will need to be whitelisted with the CSP, before being able to use it. The KeyTalk
solution will not request your account or start its vetting process with the CSP. Depending on the CSP
different details must be entered in the TEMPLATE to allow end-point certificate requests.
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Certificate template meta data is defined in a KeyTalk TEMPLATE provided the CA source allows for it:

Subject Country: AD w
Subject State: State

Subject City/Locality: City or locality

Subject Organization: Organization name

Subject Organizational Unit: Organization unit name

Subject Emai user@example.com

Time To Live: 0 ~ years, 0~ months, B ~ days, 0 v hoursand 0 ~ minutes

Common Name (CN) is by default derived from the used username to authenticate during a certificate
(and key) request. Whereby the username becomes the CN unless otherwise configured in the KeyTalk
CKMS. The actual used CN value can also come from the connected RA’s Authentication Module
account attribute, or be replaced by the used machinename. This is a configuration setting in the
connected RA (Authentication Module) to the certificate TEMPLATE.

Certificate policies/extensions are set in KeyTalk using checkmarks for the most commonly used ones:

CAFALSE ~
Basic Constraints:
Critical Extensior
X
Key Usage:
clientAuth emailProtection
2rAuth
Extended Key Usage:
Extra EKUs:  OID1,0OID2,...
s Critical Extension
Distribution Point to publish CRL: None
http://example-crl.com
Revocation List UR
s Critical Extension

http://example-ocsp.com

OCSP host URL:

Subject Alternative Name values come from the connected RA Authentication Module allowing the
separate specification of the CN and SAN.

More advanced Extended Key Usages can simply be included by adding one or more appropriate
Object Identifier (OID) separated by comma’s

For example, add 1.3.6.1.4.1.311.67.1.1 for use with Bitlocker, add 1.3.6.1.4.1.311.20.2.2 to enable the
certificate smartcard property, and/or add 1.3.6.1.4.1.311.54.1.2 for remote desktop authentication. The
input in the TEMPLATE would look like: 1.3.6.1.4.1.311.20.2.2,1.3.6.1.4.1.311.67.1.1 ,or you could use
the OID formal name.

No matter what choice you make all these values (provided the CSP and 3™ party CA product allows
for it), can be overwritten on a unigue end-point username level, by making use of the advanced
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KeyTalk AUTHENTICATION feature: AUTHENTICATION MODULE CERTIFICATE ATTRIBUTE
MAPPING for LDAP/AD or MySQL:

Configure certificate to LDAP attribute mappings for Service KeyTalk

Filter: *  (sAMAccountName=$(userid))

Filter: * |(cn=s(userid))
Mapped  Certificate attribute LDAP attribute Mapped Goes to (in KeyTalk) Comes from (in LDAP)
Country Common Name certificate attribute
and DevID user Common Name LU
State

SAN Email certificate attribute
City/Locality

B SAN Email certificate attribute
Organization

i Organization Unit company SAN DNS certificate attribute
Common Name SAN DNS certificate attribute
Email

SAN IPv4 certificate attribute

4 Time To Live (sec) title
SAN IPv4 certificate attribute

Time For Correction (sec)

oK | | cance

Basic Constraints

Key Usage
Extended Key Usage

Subject Alternative Name

[ OK ] [ CANCEL ]

In the above example my TEMPLATE default value for Organization Unit is overwritten (provided a
valid value exists) with a value coming from my AD/LDAP attribute field “company” for any particular
account positively authenticating against the chosen TEMPLATE Authentication.

It's likely that instead of using a CN based searchfilter, you may need sAMAccountName or
userPrincipalName depending on your Active Directory configuration.

BASIC CONSTRAINTS by default is always CA:FALSE
This means that no new certificates can be issued under your issued end-point certificate.
It is highly advised to keep this value always at CA:FALSE!

Only in rare use-cases should you set the value to TRUE which will enable a plethora of other options
familiar to PKI specialists:

CATRUE ~

Basic Constraints: viax Path Le

s Critical Extension

ermitted: | @.g. email-keytalk.com,Dbh
Name Constraints; Excluded: = e.g.emadil-testkeytalk.cor

s Critical Extension

zequire Explicit Policy

Policy constraints

nhibit Policy Mapping:

s Critical Extension

Inhibit Any Policy:

s Critical Extension
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12.3 KeyTalk TEMPLATE settings: set optional TPM or Virtual Smart Card support
By default KeyTalk clients will request KeyTalk server to generate the Certificate Signing Request
following our patent(s), and thus the key-pair, on the KeyTalk virtual appliance. This way a company
maintains full control over its key management, as well as key generation entropy.

The REST API can be used to enforce client side CSR generation without having to share the private
key with the KeyTalk virtual appliance.

Additionally, TPM 2.0 and Virtual Smart Cards are supported, provided a TPM 2.0 is available and the
VSC is enabled on Windows end-points. As a result, KeyTalk can NOT store the generated certificate
and key-pair for reuse/roll-over to other devices, since the private key remains in the local device TPM.

To enable this feature under TEMPLATES select:

Certificate Settings

Reuse Issued Certificate and KeyPair:

Store Certificate to Client System Store:

Enable Self-Service Porta

for certificate-based authenticated seats:
Use TPM Virtual Smart Card:

Autormatically Apply S/MIME Settings:

To enable VSC on your Windows 10 client, follow this guide:
https://docs.microsoft.com/en-us/windows/security/identity-protection/virtual-smart-cards/virtual-smart-

card-tpmvscmar
Or use a 3 party Virtual Smart Card solution.

12.4 KeyTalk TEMPLATE settings: set optional LDAP address book and write certificates to AD

LDAP/AD Settings

~

s o 15 tifica o Exte 1 Irtie:
nstall secure email §/MIME certificate to LDAP:
Update Alt-Security-ldentities in LDAP:
Idaps://smime.keytalk.com:636
Search Base: ou=People,dc=keytalk,dc=com
UR
Public LDAP Address Books = 5o

Within each TEMPLATE the KeyTalk Admin can optionally set LDAP server details which can be
fetched with the REST API to for example configure an external address book in an email client.

To write the certificate (not the private key) to an LDAP and/or an AD “UserCertificate attribute”,

checkmark the “Install S/IMIME certificate to LDAP” option. Writing the certificate to the target AD/LDAP
is done using the requesting user’s authentication details or using a configured AD TEMPLATE user
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admin account. Similarly removing a certificate that gets replaced/updated is done solely using the
configured AD TEMPLATE user admin account.

To write the certificate (not the private key) to an AD “Alt-Security-ldentities” attribute (often used for
Single Sign On or SharePoint or OWA), checkmark the “Update Alt-Security-ldentities in LDAP” option.
Writing the certificate to the target AD/LDAP “Alt-Security-Identities” is done using the KeyTalk LDAP
Authentication Module set TEMPLATE User Admin details (an account with elevated rights to lookup
user details and write to appropriate attribute, usually a domain admin), as writing values to “Alt-
Security-ldentities” is not allowed using regular user rights in most AD configurations.

NOTE: The LDAP Address book settings set in this menu item are only used for public
communication. The actual LDAP Address book connector settings are set in the
connected LDAP Authentication module as Address book only !!

NOTE: The AD must be configured to allow certificates to be written to it when choosing to
also write the issued certificate to it. Though a vanilla/new AD will allow for it, most
enterprise AD environments have been configured not to allow for it, so ensure in AD
the proper permissions are set.

You can check this in your AD by going to: Delegation of control wizard -> Delegation
of control of -> InetOrgPerson objects -> Write Usercert

Active Directory Object Type N
Indicate the scope of the task you want to delegate FH N

Delegate control of
(O This folder, existing objects in this folder, and creation of new objects in this folder
(® Oriy the following objects in the folder.
4 InetOrgPerson objects -~
[ intelMiror Group objects
] inteliMior Service cbjects
(] ipHost object
(] ipNetwork s
[ ipProtocol objects

[JCreate selected objects in this folder
[[] Delete selected objects in this folder

12.5 KeyTalk TEMPLATE settings: request and deploy S/MIME certificates to 3" parties

LDAP/AD Settings

Allow Enrolling 5/MIME Certificates to External Parties: @

Template to Enroll S/MIME Certificates to < KeyTalk _SMIME _for_3rdParty > w

~

Send Certificate & Key Password by SMS:
e . . “go to configure MNotification Email Templates
MNotification Email Templates: g | 9 . P
towards S/MIME requestors and recipients>
Install secure email 5/MIME certificate to LDAP: u

Update Alt-Security-ldentities in LDAP:

Idaps:/{smime.keytalk.com:B36

- ou=People dc=keytalkdc=com

Public LDAP Address Books: Search Bose:

CE_!‘-pp y Address Books D
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When PKI X.509 certificate based email encryption is required, the recipient must have a known X.509 S/MIME
certificate as well, but this is often not the case when communicating outside your company.

Provided that your KeyTalk TEMPLATE is configured to issue certificates that at least support “clientauth” and
“emailProtection” to your regular users, you can configure KeyTalk to enable the recipients of the client certificates
coming from this TEMPLATE to request S/IMIME certificates to third parties with whom they wish to exchange secure
email.

By checkmarking “Allow Enrolling S/IMIME Certificates to External Parties” in the TEMPLATE, and enable the KeyTalk
Self TEMPLATE Portal, and configuring in the TEMPLATE at least 1 Public LDAP Address Book, and enforcing reuse
certificate, and enforcing certificate based authentication to the KeyTalk virtual appliance, you empower your users to
request an S/MIME certificate and keypair for a target recipient.

This S/IMIME certificate and keypair are issued from a selected CA in a connected configured KeyTalk TEMPLATE
which is tied to an LDAP Authentication Module designated as address book only. Typically the KeyTalk S/IMIME
secure email LDAP is used for this purpose.

Other than just using your internal CA, KeyTalk IT Security has also made several agreements with Trusted Certificate
SERVICE Providers, to enable our KeyTalk customers to request these certificates for third party recipients. For more
information on the commercials surrounding these agreements kindly contact sales@keytalk.com .

Several messages will be sent by the KeyTalk virtual appliance to both the requestor and the target recipient.
By default, these messages are sent by email, thus requiring an SMTP server to be configured in the KeyTalk:

SMTP Logged inas «
keytalk

Network SMTP Settings
Configure SMTP details for email notifications
Interfaces

smtp.office365.com

B @ o

mymail@keytalk.com

.
13

Public IP SMTP User Name: mymail@keytalk.com

sacurity StartTLs v

O W E R

Connectivity Check subject: /G=NL/ST=Noerd-Holland/L=Hilversum/0=KeyTalk BV/OU=0Operations/CN=secure-email/emailsddress=secure-email@keytalk.com
Serial: 23:ea:73 b7 b5:3d e 6 ai4e:2138

« [ Choose File | No file chosen

d for PEX or PEM with key

()
&
Q
&
]

Additionally, an optional SMS based sidechannel to send passwords separately from email sent downloads links is
supported as well. Currently https://www.twilio.com/ is supported as SMS gateway, but other gateways as well as other
side-channels, can be integrated depending on your business-case. Kindly contact sales@keytalk.com with your
integration needs:
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SMS
keytalk

Network

Interfaces

DNS

Hostname

Public IP

SSH Key

NTP

Proxy

Connectivity Check
sMTP

&

Repositories

SMS Account Settings

Configure SMS account details for SMS notifications

BRO39187dd70af78fsd5ff8560090a092b

Messages sent from the KeyTalk virtual appliance are pre-configured, but can be changed and saved as well by the
customer per TEMPLATE, under NOTIFICATIONS -> S/MIME certificate Notifications:

keytalk

Notifications

S/MIME Certificate Notifications

S/MIME Certificate Notification Email Templates

On this page you can configure email templates for notifying requestors and recipients of secure S/MIME emails.

Messages

KeyTalk_SMIME

>

B @ &

S/MIME Certificate
Notifications

OTP Notifications

Automatic FW Upgrade
Notifications

DigiCert Central
Notifications

Globalsign Atlas
Notifications

License Notifications

Certificate&key Status
Notifications

=
E
@
&
&
&
2

subject * Secure email S/MIME certificate successfully enrolled

Dear Hrequestor—emcﬂl”, We're happy to report to you that the KeyTalk server has successfully enrolled a
secure email S/MIME certificate for {{recipient-email}}. {% if recipient-mobile-defined %} The certificate
download URL has been sent to the saume email address. The certificate password has been SMS-ed to
{{recipient-mobile}}. {% endif %} {% if not recipient-mobile-defined %} The certificate download URL along
with the password has been sent to {{recipient-email}}. {% endif %} The certificate has been added to the
secure email LDAP address book, which can be found under {{c:dd rsssfbcnks” We wish you a wonderful
day! Kindregards, The KeyTalkteam https: [ [woww. keytalk.com

Subject *+ Secure email S/MIME certificate successfully enrolled and picked up

Dear {{requestor-email}}, The secure email S/MIME certificate you requested for {{recipient-email}} has been
successfully enrolled and picked up by the recipient. The certificate has been added to the secure email LDAP
address book, which can be found under {{address-books}}. We wish you a wonderful day! Kind regards,
The KeyTalk team  https://www.keytalk.com

The following parameters can be applied in the messages:

Value

Description

{{recipient-email}}

Email address for which the S/IMIME certificate and keypair are being requested

{% if recipient-mobile-defined %}

Defined message text IF a mobile number is known as part of the request

{{recipient-mobile}}

Recipient email address in international format

{% endif %}

End of defined IF statement message

{% if not recipient-mobile-defined %]}

Defined message text IF a mobile number is NOT known as part of the request

{{address-books}}

Lists the SIMIME LDAP address-book information as defined in the TEMPLATE
designated to request third party certificates and keys

{{error}}

Displays the applicable error explaining why a request failed

{{requestor-email}}

Email address of the person requesting the certificate and key-pair for the recipient

{{smime-certkey-download-url}}

Unique download url for the recipients S/IMIME certificate and key (usable once)

{{smime-certkey-password}}

Applicable password to install the certificate and key-pair of the recipient

{{smime-certkey-pickup-password}}

Applicable password to pickup/activate a certificate request with a third party CA
vendor, such as GlobalSign or DigiCert-QuoVadis

{{ca-provider}}

Reference to the configured CA-source providing the S/IMIME certificate to the third
party

{{smime-cert-expiration-date}}

Validity end-date of the certificate as issued to the recipient
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When a corporate user with a valid S/IMIME client certificate access the KeyTalk self service portal, they will be able to
request an S/IMIME certificate for a target third party recipient, by entering the recipients email address, and optionally
(depending on if this is being enforced by the KeyTalk Admin) the recipients mobile number (to receive a pickup or
installation password.

The Self Service Portal would look like:

keytalk

12.6 Certificate Revocation List (CRL) and Distribution Point (CDP)

Revocation Pointers are used to publish revoked certificates.

CSP / CA providers will publish their own RPs, as does the KeyTalk solution for its private CA.

Whenever you revoke a certificate of a configured CSP, then the KeyTalk CLM will transfer the revocation to the CSP
thus updating its CDPs.

Short lived authentication certificates (ie authentication certificates with a validity shorted than the average CRL update
cycle, practically do not require a CRL or an OCSP.

Still some customers want CRL to be supported for short lived authentication certificates, and other types of certificates
independent of their life time.

For this purpose the KeyTalk Certificate Life Cycle Management solution supports CRL, with an update cycle of 1 hour.

KeyTalk keeps track of a unique CRL for each certificate template TEMPLATE, whereby each CRL can be made
available using the KeyTalk CLM as the CRL Distribution Point (CDP), or a target SSH key authentication based server
can be configured as a CDP. (should for example SMB or another protocol or authentication be needed kindly contact
us).

In the KeyTalk certificate template TEMPLATE, simply choose if you want a CRL, and when so what its CDP is:

Certificate Revocation List Distribution Point: None ¥ Lﬂ
Revocation List URI: Local imple-crl.com
| SSH
QCSP host URI: http://example-ocsp.com
Policies: policy1,policy2,... Lﬂ

» None: No CRL will be published

» Local: The CRL is made available using the KeyTalk server url/IP over HTTP, using the KeyTalk certificate
template TEMPLATE name as the crl filename. For example
http://keytalkdemo.keytalk.com/myTEMPLATEname.ctrl

» SSH: Allows the CRL to be hosted on a target CDP server
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SSH Hostname: =
SSH Host port: EJ
SSH Username:
Target directory for CRL File: * EJ
CRL Filename: EJ

ssh-rsa

AAAAB3NzaC1yc2EAAAADAQABAAABAQCGSNkghGIIFulCG6UMIChLIK2gLMIpGOIFGjMpgobdyYZQKbIptZoiGdQKclS

idV80HA01kdEaXtBKWxkpQ/S/PxAlZrQTtrZ8yZnDmScBub23wBcXuKvelplg2b2ngKTFxHg/caoQgHOTOHLeTawvsn+]
KeyTalk SSH Public Key TnBKNVKRpj6Q6Nn8RtRArOhUgNI7c07jaba2FIDj+tK+Ahkgi3haTGPEssLhr36Ky11Asig1ul80G7wIB7aSZSCTyIYw66P1+
(for adding to .ssh/authorized_keys): VUONCrOQDX5mzvmiVBy/YflIdyceRLezcDUwh+5t77EQIfWTCUGO/NIOpr5AHqdOznT4C/X23bYfagBOBZM4khI3DNC]

keytalk@keytalk.keytalk.com

£
Go here to re-generate the SSH key

Revocation List URI: * http://example-crl.com

Ensure that the KeyTalk server does have SSH key credentials generated under:

SSH Key
keytalk
Network Configure SSH Key for outgoing SSH connections
Interfaces Sims .
AAAAB3NzaClyc2EAAAADAQABAAABGQDJIS4cDZigdinz8iG1YVnziQOU4jAlbdLGUeCVeBGNi]
ixZLPfEHQQCcMSynKnOIDzarrgNBTwSuN716QaZqlGQposaq) DIpselmbEvOhJBxDSVdzhYczlj
DNS dulUBInWKIfTtMf4ZFILOU2NBDDHyrgowBnuTj57vuii38116T98nXtGeTFqFoerirkenLUMTSCx8b
AkPSIDRpIQTO/UppwuOKRErASmSvkDS3wkLipYb9L69evdWGJ4AIUgOfk7gd6CECOXGMDBE
TR Public SSH Key PTrPFywqqWLYMfTNMROFpX2fY5GpmB/gVZNehTIcAYnQZ87+0xLQnlap/hUiShYEBQO/jbTEV

WVr8mIWxCwOmnKNDDLWLOBLpSLFEWaASgQKVZIde7fgn80XIDFXhANxhzNzNvE1a85WK20
VHB7i644MTLkgFx8DVLIzfsSTx2t6BMtUGdxp+ibrFcedZ+2+DhFbYrhtHEJPKvyeJvGLzRhOIrSnk
Public IP Q+fLitINvS0ZiZxEdSk= keytalk@keytalk keytalk.com

Proxy
Connectivity Check
SMTP

SMsS

Repositories

Configure the SSH access on the CDP server using for example this guide:
https://serverpilot.io/docs/how-to-use-ssh-public-key-authentication/

Additional information on KeyTalk’s private CA CRL:

When generated the CRL will contain all the revoked, non-expired certificates of the TEMPLATE. It will be signed with
KeyTalk server Signing CA key. It contains the datetime when it is generated and the datetime when the next CRL is
expected, currently one hour after generating.

If no certificates are revoked, the CRL will show that no certificates are revoked. It will still be generated and published
every hour.

Microsoft uses the “nextUpdate” field of a CRL differently than required by the RFC.

Microsoft sees the value in this field as the latest possible validity date of the CRL, meaning that after this date/time no
other certificate issued under the connected CA is considered valid.

To prevent this problem from happening, the nextUpdate value is set to 24 hours after generating the CRL despite
KeyTalk CLM actually generating the next CRL within 1 hour.

Microsoft uses a custom field named “nextPublish” to communicate when the next CRL update is due. However as this
field is not part of the RFC, nor supported by OpenSSL, it is not used or filled by KeyTalk CLM.

KeyTalk IT Security | www.keytalk.com | Page 42

h-
keytalk


http://www.keytalk.com/
https://serverpilot.io/docs/how-to-use-ssh-public-key-authentication/

12.7 KeyTalk TEMPLATE settings: trusted device slot assignment to end-points and API

Configure Logged in

keytalk

Templates

&= B

&
B
]
e
&
[}
&
@

Within each TEMPLATE the KeyTalk Admin must also define the amount of trusted device slots an
end-point account is allowed to use.

Seats Preshared Secret Settings ~

User Learn Mode: on ~
learn-always w
locked v
locked v
locked v
locked w

Default Slot Learn Modes:
locked w
locked ~
locked w
locked v
locked w

Enab
Cha

imer When Manually
o Learn-Once:

Enable Slot Timer for Mew Users

KeyTalk recommends during initial testing to set User Learn Slot to : ON

And Set the first slot to Learn-always only during initial testing.

In a production state set the slots to learn-once so devices able to request a certificate and key are
limited

Further details are covered in chapter 14

Each template also allows for its API interface to be blocked or not. For exact specifications kindly
refer to KeyTalk’s CKMS APl documentation
https://downloads.keytalk.com/downloads/documents/KeyTalkApi.pdf
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12.8

12.9

REST API Settings ~

Certificate Retrieval API (RCDP)
Public API

Enabled REST API:
Administrator AP

Self-Service API

Certificate Retrieval APl (RCDP):

Used for TLS based communication to authenticate end-points and fetch requested certificates and

keys

Public API:

Used to support RCDP API, sometimes using TLS for secure calls, and sometimes using HTTP to fetch for
example CA trusts (to prevent chicken and egg situation)

Administrator API
Used to support (delegated) administrator functions over TLS, allows for admin based functions without use of web
ul

Self-Service API
Used to provide self-service portal functions over API

Certificate renewals versus new certificate requests

Import Certificates 0gged in as admin (system odministrator)
keytalk

Seats

Chousa File | No file chosen

Most (Qualified) Trusted Certificate Service Providers, give their customers an incentive to renew
certificates with them.

When the KeyTalk system has been in use from day 1 in combination with the customer’'s CSP
account, there is no need to populate the KeyTalk system with historic certificate order information, as
the KeyTalk solution will “know” the order history

However when a customer already has a history with a CSP and starts to use the KeyTalk solution
after the fact, then your KeyTalk solution likely needs to be populated with historic order data.

With some CSPs an API can be used to fetch historic certificate data, and with other CSPs its been
proven to be hard, thus requiring a manual import.

Use this TEMPLATE certificate order history import feature for described CSPs to enable renewals on
existing certificate orders.
KeyTalk will check if a certificate is eligible for renewal, when not a new certificate will be ordered.

Certificates are eligible for renewal when their CN value matches a past valid non-revoked order, and
the certificate hasn’t expired beyond its renewal date

About Common Name (CN) and Subject Alternative Name (SAN) in certificates
The KeyTalk CKMS by default assumes no relationship between CN and SAN ever since the CN value
became deprecated as a fallback in the year 2011 in REC 6125.

A username/id of an end-point when authenticating to fetch a certificate, is the default value for the CN,
unless otherwise configured in the connected RA and its CN attribute mapping.
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Similarly by default the username/id will not be copied automatically into the SAN as a DNS value (with
or with or a domain).

In order to fill the SAN for any given end-point certificate, it is therefor required to specify the SAN value
in the KeyTalk CKMS configured Registration Authority.

The SAN value is obtained from an attribute of the RA, for example the dNSHostName attribute in
Active Directory for server certificates, or the mail attribute in an Active Directory in an S/IMIME
certificate (allowing the CN to be the (full) (DisplayName) of a user while the SAN has proper email
address.

KeyTalk CKMS supports multiple values for SAN DNS, rfc822name, and IP. Simply add these values in
the connected RA and mapped attribute(s).

When using the KeyTalk CKMS InternalDB as the connected RA, all SAN values can be entered per
end-point. As an example:

Internal Db Modules
keytalk

Registration Authorities Edit User for Template kt-servers

Usar ID testl23
Internal Db Modules
........ Edit

Password
MySQL Modules

ve Name certificate attribute DNS:testi23. domc:\'n.com.\r-'192168.23.45>

Additionally, the KeyTalk CKMS allows the CN and the SAN to be filled with non-RA based fetched
values.

LDAP Modules Pincode: == it
. Azure Modules Country certificate attribute DE
(=4
RADIUS Modules Stata certificate attribute: Koln

REST API Modules
% City/Locality certificate attribute Koln
. User Lockout
@ Organization certificate attribute: MyCompany
é:?} Organization Unit certificate attribute: T
3 :

Email certificate attribute: info@keytalk.com

Internal Db Modules
keytalk

Registration Authorities Configure Internal Registration Authority For Template kt-servers

Allow logins with zero-HwSig:

Internal Db Modules

MySQL Modules

LDAP Modules

Azure Modules
None ~

RADIUS Modules None

usecampulerNum
REST APl Modules Use Static Custom Value
User Lockout
None: The default, ie CN is the used usernamel/id, or the mapped value of the RA to the CN

Computer Name: After a positive username/id authentication, copies the value of the used device ComputerName
into the CN and adds the computername as a SAN DNS entry. Typically used to issue machines
certificates for 802.1x purposes to any device a corporate account (person) authenticated
positively from

Static Cust Value:After a positive username/id authentication, copies the given static value into the CN and adds it
as a SAN DNS value
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12.10 Supported CA’s / TSPs
KeyTalk CKMS supports various CA sources for certificate issuance / CSR signing purposes.
Select a CA source per certificate TEMPLATE in the drop down.
E:m.k :
Templates : o
& e
2 SCEP
e oo B KeyTalk (this server or HSM) v
% 4086 v
®
{l;,} Match OUs of CSR and irr te ts ‘ ‘
& Vhan not stned & seat e
[a} AD v
12.10.1 KeyTalk Private CA
KeyTalk’s private CA offers a 2 or 3 tier CA hierarchy for issuing end-point certificates (and keys).
In a certificate TEMPLATE, select KeyTalk:
Signer: $ KeyTalk (this server or HSM) v
Key Size (bits): 4096 v
The default KeyTalk CA trustchain assumes a 2 tier setup, ie Primary -> Primary Issuing CA, but can
be extended to include a Root -> Primary -> Primary Issuing CA.
While the Primary Issuing CA can be changed and revoked, it should never be deleted!
Under the Primary CA, multiple Extra Issuing CAs can be created, after which they can be selected
from the certificate TEMPLATE signer selection dropdown:
Extra Signing CAs
keytalk
Certificates And Keys Define extra Signing CAs to be trusted by end
Certificate Info
To split KeyTalk used private CA from your primary KeyTalk instance, you can connect to a secondary
KeyTalk server using SCEP. KeyTalk is working on a future REST API connector to a split Keytalk CA
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12.10.2

DigiCert: DigiCert, GeoTrust, QuoVadis, RapidSSL, Thawte
KeyTalk’s CKMS supports direct certificate issuance from the DigiCert CertCentral, and Enterprise PKI
platform, supporting all their SSL brands.

Note that at the time of writing, the QuoVadis platform is a separate platform and goes through
separate vetting processes compared to DigiCert’s CertCentral platform.

KeyTalk CKMS can manage and issue certificates from the DigiCert platforms, but cannot do the
vetting.

Kindly ensure you’re vetting is done first for your Company/companies and your
domainname(s)

signer: $ DigiCert CertCentral >

DigiCert Product: DigiCert Basic OV Certificate v
Key Size (bits): 4096 -
validity (months): 12 v
DigiCert Account API Key: *
DigiCert Organization 10: *

Domains:

signer: $ DigiCert PKI Platform .

DigiCert Product: S/MIME v
DigiCert Profile: Staging v
DigiCert Profile ID: *

Key Size (bits): 4096 v
validity (months): 12 “
DigiCert Account APl Key: *

Using DigiCert CertCentral, requires a APl Key (Administrator or Manager), and an Organization ID.
Select QUERY to check if the provided details are correct.

If there QUERY falils to fetch at least 1 domainname, then either the domain vetting did not take place
yet, or no domains exist on the account.

The next page describes where in CertCentral to obtain the required connector credentials:
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To obtain you OrganizationID used on CertCentral, login into:
https://www.digicert.com/account/login.php

REQUEST A CERTIFICATE

Organizations

CERTIFICATES

Orders

Requests Status Validation status Search

Domains Unfiltered v ‘ | Unfiltered hd | ‘ Q keytalk

Organizations

Expiring Certificates Org# = Name “

Certificate Authority 098207 KeyTalk BV
eyTa

DISCOVERY

Keulsekade 218 Utrecht 3534AC NL

vetted,

QOdigicert® | CERTCENTRAL® Gmmm KeyTalk BV ~ KeyTalk Development ~ %, [= (2)

% REQUEST A CERTIFICATE .
& Domains

I CERTIFICATES

A 2 domains expire soon. To avoid service disruption, revalidate these domains. View domains

Domain slatus Validation status Domain validation methods Organizations Search

qQ

Active M KeyTalk BV x
Organization |D: 1098207

Keulsekade 218 Utrecht 3534AC NL

Expiing Certfcates = “

2, DISCOVERY
Domain name * Organization ¥ Date added ¥ DCV method Validation status % Validation expiration &

AUTOMATION KeyTalk BV 09 Nov 2020 Verification email 26 Oct 2022
Organization ID: 1098207 (email)

©) FINANCES Keulsekade 218 Utrecht 3534AC nl

To obtain your API key, follow these steps:
1) Create a KeyTalk API User:

[’ REQUEST A CERTIFICATE

ACCOUNT ) ‘ Invite new user ‘ ‘ Download CSV ~

Users

Divisions Search

Guest Access Q sa mple ‘ “
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2) Assign Manager or Administrator Role

CERTIFICATES

User details
DISCOVERY First name Last name
‘ KeyTalk ‘ ‘ AP User ‘

AUTOMATION

Email address

api@keytalk.com ‘

FINANCES

Phone number (optional)
A phone number is required if this user will be requesting EV certificates.

SUBACCOUNTS ‘ ‘

ACCOUNT Job title (optional)

A job title is required if this user will be requesting EV certificates.

Divisions
Guest Acoess User access

Audit Logs Usemame

User Invitations api@keytalk.com

{3 SETTINGS Role
O Standard User
Access to place and manage orders, with changes being approved by a manager or administrator
© Manager
Access to manage finances, create and approve requests, manage orders and domains, and to view and edit users
_) Finance Manager
Access to manage finances, and to place and manage orders

) Administrator

Full administrative access, including access to create divisions and users, and to manage user access

¢ 1

3) Validate the user per received email:
DigiCert User Account Created - Action Required

- P Reply All F d
DigiCert <admin@digicert.com> = onvar

D To APIINTERFACE Tue 1

\ digicert
KeyTalk BV
Your new DigiCert user account has been created.

Your username is: keytalkAPI

Please complete the process by following the link below to set your password and configure your account.

After completing the new user creation process you can log into your account

Thanksl

The DigiCert Team
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4) Add an API key to the created KeyTalk API User for Orders, Domains and Organizations
Qdigicert® | CERTCENTRAL®

% REQUEST A CERTIFICATE
. APl Keys

CERTIFICATES

(® Add API Key
DISCOVERY

il DASHBOARD

Status User Search
AUTOMATION \ Unfiltered hd ‘ I Unfiltered hd ‘ ‘ Q, sample | n
ACME Directory URLs

Description % User &

AP! Keys

() FINANCES

Add API Key "

Description

‘ KeyTalk API Key |

User
When you assign an API key to a user, you link the user’s permissions to the key.

\ KeyTalk API - ‘

API key restrictions (optional)
Further restrict the APl key permissions to a defined set of actions.

\ Orders, Domains, Organizations o ‘

=
5) Copy the created API key:

New AP| Key

For security reasons, we cannot show this again. Click Text to Copy

B35GN5067TEFSYNWIWSAR2QTIBXYWEZ INTWMCLBTMRY MW SZUK TSRCFEPBOVNT X IEYSLEWS TTTG5FF4KG ‘

| understand | will not see this again
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In order to automate the DigiCert CertCentral processing in combination with KeyTalk CKMS, set the following
in Settings -> Advanced Settings -> Approval Steps -> Skip approval step

® ACCOUNT

£ SETTINGS

Preferences
Approval Steps
Notifications These settings also apply to Services APl requests

Skip the approval step for certificate requests from Administrators and Managers
Authentication Settings ° p pp P a 9 ®
IP Restrictions () One step: certificate requests must be approved

Product Settings

Custom Order Fields () Two steps: require an additional review step before a certificate request can be approved

Without this setting each automated certificate request coming from KeyTalk will need additional approval
(KeyTalk CKMS currently does not support waiting for the CertCentral Manager manual approval)

12.10.3 EJBCA
KeyTalk CKMS provides EJBCA support, however its currently in BETA. Kindly contact us,
sales@keytalk.com to get access to our BETA features.
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12.10.4 GlobalSign: GCC and ATLAS

KeyTalk CKMS interfaces natively with both GlobalSign’s GCC and GlobalSign’s High Volume ATLAS
platform.

Use TPM Virtual Smart Card

keytalk

Templates Autemnatically Renew Seat Certificates:

Signer :> GlobalSign GCC v
Template Groups Globalsign GCC Product Cgeile i Dl ¥
Mobile Device o N
Management Key Size (bits) 4098 ¥
Email Disclaimers validity (menths): 12 ~

L Ily Renew Seat Certificates:
Templates

signe :> GlobalSign Atlas -
- Globalsign Atias Product SIMIME v
Template Groups

Globalsian Atlas Accour Account #1 »
Mobile Device GlobalSign Atlas Account -
Management 90 s to configure
Email Disclaimers Key Size (bits) OIS >
SCEP Vvalidity (menths). 12 v

Account Organization vetting always needs to be done by GlobalSign’s vetting team and cannot be
done through KeyTalk CKMS.

For GlobalSign’s GCC platform, the domain vetting needs to be done through the GCC platform.

However domain vetting for GlobalSign’s High Volume ATLAS platform can be done through KeyTalk,
after which the KeyTalk CKMS will also warn when domain vetting is about to expire.

Ensure the selected validity period matches with your GlobalSign license restrictions
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GlobalSign GCC
To configure GlobalSign GCC, depending on whether you are configuring server certificates or client
certificates, various details are required:

For server SSL certificates:

KeyTalk TEMPLATE requires:

GlobalSign User Name: * PARI2345_KeyTalkBV
GlobalSign Password: * | ssssesdddesidsssdees
Globalsign Profile 1D: * @ MP202210098765

Login into your GCC account and go to Managed SSL to obtain your Profile ID:

ACCOUNT & FINANCE [ SSL CERTIFICATES f MANAGED SSL N

M MSSL Home Managed SSL - Dashboard

TOOLS
@ CSR Checker

RESOQURCES

© MSSL Guide 3 0
Upcoming Expiring

Renewals Domains

&

0O:KeyTalk B.V.
OU: Operations
L: Utrecht
S:Utrecht
C:Netherlands - NL

®= QO =

Order AddNew  Manage Other
Certificate  Domain Domains Actions

OV - Available

Further more, you must whitelist your KeyTalk CKMS public IP addresses.
To whitelist them, contact GlobalSign support or your account manager to whitelist your IP addresses.
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For client certificates (ie SIMIME)

KeyTalk TEMPLATE requires the following fields:

OIS User Mame: PA'R‘IZSIIE-_KE}'TGII\:EV
Globolsign Possword: * BEEEIEREERIEEERREEEE
GlobolSign Profile 10; {'_:D- 13324 _ADS1_123456
GlobalSign Domeain 10 DSMS20000123456

The GlobalSign Domain ID is not required and will be auto fetched by KeyTalk CKMS. Filling in the
static binds the template to solely allow the particular domain.

To obtain your profile ID login into GCC and go to Enterprise PKI -> Profiles:

OUNT & FINANCE [ SSL CERTIFICATES [ MANAGEDSSL [ e B¢

ENTERPRISEPKI & p

ePKl Home

Step 1: Configure Profile
MY CERTIFICATES
© View Admin Menu

Options Portal
MY LICENSES
© Order Licenses FETEO D MP20 @
© Search License Orders Organization KeyTalk

Organization Unit Operations

MY PROFILES @® https://system.globalsign.com/cr/public/certificate/order.do?
© Profile Configuration URL _ : )
© Order Additional Profiles -
© Search Profiles URL(PKCS12 Option) https://system.globalsign.com/cr/public/certificate/order.do?
© Email Domain List p=

Ensure you EDIT the profile for additional information, by selecting:

Next o

Add your KeyTalk CKMS public IP in the following field, use comma’s to include additional IPs:

API IP Address range

IP Address is limited to only at the time of

API |1 78.237.33.242,178.237.33.243
e.g) *.>.*" e.g)
211.11.149.249,211.11.149.250

In the same profile configure your email domains:

Email Domains

Ensure all your used email domains are listed and have their vetting approved (!!)

Registered Email Domains

Email Domain (Case-Insensitive) Status
keytalk.com Approved
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By default the GlobalSign GCC platform will automatically inform your S/IMIME users about upcoming
renewals, including a direct URL to renew the certificate using the GCC portal.

To prevent the GCC platform from sending renewal reminders directly to the end-users, you can
disable the reminders in GCC:

ePKI Home

MY CERTIFICATES
@ View Admin Menu
Options

MY LICENSES
© Order Licenses
© Search License Orders

MY PROFILES

© Profile Configuration

© Order Additional Profiles
© Search Profiles

© Email Domain List

MY ORDERING PORTAL
© Portal Configuration

© Manage E-malil
Templates

© View Emails to Portal
Users

OTHER FUNCTIONS
© Action Log
© Configure LDIF

RESOURCES
© ePKI Admin Auth Guide
© ePKI Administrator Guide

SSL CERTIFICATES [

English - EN (Default)

Add a language

KeyTalk IT Security | www.keytalk.com |

MANAGED SSL [

Selected Template: English - EN

mail type

Bulk Order (Admin) Renewal Reminders in 30 days

Cancellation Completed
Enrollment(invite)
Enraliment(Portal)
Enroliment{QUICK RENEW)
Enrolliment(Reissue)
Enrollment Information 15 days
Enroliment Information 30 days
Enrollment Information 31 days
Issuance Completed

PKCS12 Issuance Completed
Cancellation Completed({Not consent)
Portal Order Received
Reissuance Completed
PKC512 Reissuance Completed
Renewal Reminders Today
Renewal Reminders

Renewal Reminders in 7 days
Renewal Reminders in 14 days
Renewal Reminders in 21 days
Renewal Reminders in 30 days
Renewal Reminders in 60 days
Renewal Reminders in 90 days
Revocation Completed

Suspend comoleted

Edit Mail Template

This is where you manage the email that end-users of your certificates will receive

Delivery
true
false
true
true
true
Talse
false
false
Talse
false
false
Talse
false
Talse
Talse
false
Talse
Talse
false
Talse
false
false
Talse
Talse
false
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GlobalSign ATLAS

When dealing with high volume certificate issuance, or when you have a need for two or more email
addresses in your S/IMIME certificate, then GlobalSign ATLAS is typically used for GlobalSign
customers.

In KeyTalk the ATLAS accounts are configured under;

.

Third Party Signers

keytalk
Certificates And Keys Configure third party signers of user (seat) certificates.
You can confngure accounts of 3rd party certificate signers. KQyTG\k Temp\mtes can use these accounts in order to sign user certificates.
Overview
GlobalSign Atlas Accounts
Root CA
Account Name Bound Templates Manage Domains Manage Account
Primary CA
Account #1 GlobalSign _Atias Edit Edit

Primary Signing CA

Extra Signing CAs O
Communication CA

Client-Server

WebUI

Client Login CAs

Public Trusted SSL

HSM

Backup & Restore

Generate Certificate Tree

Since GlobalSign offers its ATLAS platform without a Ul, you must make use of your GlobalSign
Account manager and the GlobalSign vetting team to setup your initial account, such as creating the
access certificate.

Should help be required with the details requested by GlobalSign, feel free to reach out to KeyTalk
support.

KeyTalk CKMS enables the vetting process of your ATLAS account domains. KeyTalk CKMS will also
warn you (provided SMTP has been configured) when domain vetting is about to expire.

First provide the KeyTalk CKMS with your ATLAS details as provided by GlobalSign:

Configure GlobalSign Atlas account
Account Name: Account #1

AP| Access Key: * abedefl234567880

APl Secraet = BrssssssssssEsssE IR EaRE R R R Ry

enter pfx password

API Signing Certificate and Key: | cnoose File | No file chosen

Subject: C=NL/O=KeyTalk B.V./CN=KeyTalk B.V.
Serial: 01:6f:5e:d2:93:71:79:3e:0d:d8:30:2b:04:d7:5a:b4

Notify on expiring/expired domains
Notification Email: * support@keytalk.com
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After entering your ATLAS account details, you can (mass) configure and start the vetting for your
Domains:

Third Party Signers

DOMAIN SUCCESSFULLY REGISTERED AT GLOBALSIGN. PLEASE PROCEED AS FOLLOWS:
STEP 1. PLACE A TOKEN FOUND UNDER THE DOMAIN MANAGEMENT PAGE TO THE DNS TXT RECORD OF THE DOMAIN.

STEP 2. ONCE THE DNS RECORD HAS BEEMN PROPAGATED GO BACK TO KEYTALK AND VERIFY THE DOMAIN.

Configure domains of GlobalSign Atlas account Account #1

Domain Status Actions

keyta.lk not verified 4 Edit H

keytalk.com verified 4 Edit H
Domain FQDN Choose File | No file chosen

oo

Click "Download’ to download all nen-verified domains along with their tokens to CSV.

% Download

To start the vetting, simply download the ATLAS domain verification token and enter them into your
DNS.

One your DNS has been updated, go back to your KeyTalk CKMS and validate the domain:

Configure domain of GlobalSign Atlas account Account #1

Account Name: Account #1

Domain: keyta.lk

Status not verified

Token: € globalsign-domain-verification=B10468163CFE08311DFDF3FBIAS564B0
Token Created: 28-04-2022 1114

Token Expires: € 28-05-2022 1114

Click "Request Verification” to trigger GlobalSign Atlas to verify your domain by checking the DNS TXT record against the given token.

Authorization Domain: *
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13. Registration Authority connectors: Authentication Modules

Registration Authorities

Internal Db Modules
MySQL Modules
LDAP Modules
Azure Modules
RADIUS Modules
REST APl Modules

User Lockout

In order to verify that a certificate is allowed to be issued to an end-point, a Registration Authority (RA) is required to be
configured.

KeyTalk automates the RA process by binding the certificate issuance to your existing ldentity Provider solution(s).
Commonly these are an (Azure) Active Directory or LDAP within a company, or a Radius based One Time Password
solutions, such as provided by RSA, Gemalto, or Vasco/OneSpan.

0T Service providers and other leading software Service providers often register and manage their devices and/or
user-accounts in a MySQL (or related) Database.

To support our current customer-base, KeyTalk uses non-proprietary, ie native, connectors, whereby we follow the
philosophy that a device or user making use of an IDP is not necessarily part of the trusted domain community.

Should you require a connector currently not supported by KeyTalk, kindly get in touch with sales@keytalk.com and
explain to us your business-case so that we may make available the required connector.

Eventhough the RA based authentication validation is automated, the KeyTalk CKMS allows for manual approval
before issuing a certificate:

Approval Rules

keytalk
Admin Approval Rules for Operators
ﬁ'\l\ You can define accounts capable of approving requests to enroll, renew, reissue and revoke seat certificates initiated by operators.
Select Login Method 3 F
&= P Configure an approval role in
- Manage Own Account Manage Other's accounts
£
8 Manage Other's Accounts Approval Rules for KeyTalk Agents

Approval Rules You can define accounts capable of approving certificate requests from KeyTalk agents via REST AP,

Action Tickets No approvers defined

S
@
&

& % ol ¥
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13.1 Internal KeyTalk Db, MySQL based

Most KeyTalk admins start with the KeyTalk internal Db to test if their basic KeyTalk setup works without being
dependent upon external connectors in order to limit point of failure trouble shooting.

- Toadd an internal KeyTalk Db to your KeyTalk TEMPLATE certificate template, add it under:

: Internal Db Modules
keytalk
Registration Authorities Configure I | Regi ion Authorities

Template
Internal Db Modules
MySQL Mox
TR

LDAP Modules

Azure Modules

RADIUS Modules

REST API Modules

User Lockout

Internal Db Modules

Add Internal Registration Authority

Template: test3 v

- Now configure a certificate recipient (server/user/device) under:

= Internal Db Modules
keytalk
Registration Authorities Configure Internal Registration Authorities

Template
Internal Db Modules
test
MySQL Modules
LDAP Modules
Lo | g ) e

RADIUS Modules

REST API Modules

Configure Internal Registration Authority For Template test3

Allow logins with zero-Hwsig: @

Additional options for CN and SAN: @ None v

UserID Subject Alternative Names

@@= >
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- Configure the new certificate recipient:

Add User for Template test3
User ID: *
Password:
Repeat Password:
Pincode:
Repeat Pincode:
Country certificate attribute:
State certificate attribute:
City/Locality certificate attribute:
Organization certificate attribute:
Organization Unit certificate attribute:
Email certificate attribute:

Subject Alternative Name certificate attribute:

testl23username

DNS:myserver.keytalk.com

Note 1: While configuring the Subject Alternative Name is not required for a simple test user account

against the KeyTalk internal CA, it is recommended to always give the SAN value proper testing values as
required for a client user or server user.
As soon as you wish to extend your test account to obtain certificates from a (Qualified) Trusted Certificate
Provider, then the required data must be correct.

Note 2: the User ID will be used as CN, unless a CN is defined explicitly in the SEAT meta data of the

certificate recipient.

User ID Subject Alternative Names

test123username DNS:myserver.keytalk.com

Manage Seat
Template:
Seat Name:
Seat Archived:

Automatically Close Learn-Once Slots: 0

KeyTalk IT Security | www.keytalk.com |

test3

testiZ3username

No

Closing in 23 hours and 58 minutes

T T
™

< Edit

# Edit

< Edit
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13.1.1 Enrollment for Machine Certificates

KeyTalk’s Internal Db Authentication Module supports a mode (similar to its Active directory / LDAP
counterpart) for issuing Machine Certificates to KeyTalk clients (currently Windows and Linux as of
client 5.6.3)

Set the Internal Db to populate the CN and the SAN DNS with: Use Computer Name

Internal Db Modules
keytalk

Registration Authorities Configure Internal Registration Authority For Template test

Allow logins with zero-HwSig
Internal Db Modules . -

MySQL Modules
LDAP Modules

Azure Modules

$ Additional options for CN and SAN None v
RADIUS Modules None
Use Computer Name
REST APl Modules Use Static Custom Value

I User Lockout
This triggers the KeyTalk client to read the local machinename and have KeyTalk server apply it to
the CN and SAN instead of the used Kerberos or regular username.

(Static) Custom Value replaces the CN with a static value often used for similar devices such as
iPhone or Android whereby only 1 or 2 entries are preferred in a RADIUS.

To support easy enroliment of machine certificates for a handful or large amounts of end-points,
you can also choose for the KeyTalk Internal Db Registration Authority to work in anonymous
mode. This results in ANY device requesting a machine certificate, to be issued one without
authentication. This anonymous Machine Certificate issuance mode is advised only for specific
use-case cases whereby either a Proof of Concept is run, or whereby only trusted machines are in
the network capable of reaching the KeyTalk server.

To enable anonymous mode, uncheck in the TEMPLATE the need for a password:
Change KeyTalk Template
Generic Settings ~

Template Name test3

«" USERID
PN

i PASSWD
Required Credentials:

URL: scheme:/ [authority/path
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13.2

Active Directory / LDAP / Kerberos

By far the most commonly used connector is Active Directory. With AD being very similar to an LDAP, and the
connector working for both LDAP and AD, the Registration Authority connector is referred to as LDAP.

First make sure you have a KeyTalk TEMPLATE, ie the needed basic certificate template created and ADD it to
a Registration Authority LDAP module in KeyTalk:

. = LDAP Modules
keytalk

Registration Authorities Add LDAP Registration Authority

Internal Db Modules Template: test3 v

MySQL Modules

Azure Modules

Start by configuring the initial default LDAP of the chosen KeyTalk TEMPLATE:

Configure LDAP Registration Authorities

Template

test3

S
o
And change the initial LDAP server settings:
URL Bind DN Base DN Server CA Certificate Exists
Ip:/ [Idap.keytalkdemo.com:389  $(userid) @keytalkcom  ou=peopledc=keytalk,de=com
LDAP servers are tried in the order they are listed

AU

LDAP attribute mappings

Enter your own Active Directory or LDAP settings:
Configure LDAP Server connection for Template test3

urL:* @ Idap:/ [ldap.keytalkdemo.com:389

gind DN:* @ $(userid) @keytalk.com

Bind Password: * 0

Allow empty password: 0

Base DN: * ou=peopledc=keytalkdc=com

service User: @ admin
Service Password:

show
Is Active Directory:

Address Book only: 0
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When configuring an AD ensure the “Is Active Directory is checkmarked:

Is Active Directory:

It is highly recommended to take small steps in configuring your AD/LDAP connector, in order to easily
troubleshoot potential issues

13.2.1 Initial configuration steps:

a)

b)

c)

d)

e)

k)

Ensure your firewall rules, and when needed custom network routing, allows the KeyTalk server to
communicate with your AD/LDAP

Start without TLS, ie use port 389 and Idap://<fgdn_or_ip> This ensures that a potential failure to connect
isn’t related to the use of LDAPS

Ensure you have a test account on your target AD or LDAP that is active, and which doesn’t use your
actual password (using port 389 will send the password unencrypted over your network)

Use as Bind DN: $(userid)@<mydomainname.local>

Use as your Base DN: ou=people,dc=mydomainname,dc=local

You could start more elaborate by using in depth OU references in order to limit the account verification
lookup to a specific Organizational Unit, but it is our experience that keeping the DN initially as limited as
possible reduces points of potential failure.

Leave TEMPLATE User empty

Leave TEMPLATE Password empty

Leave Address Book only empty

Leave LDAPS CA Certificate empty since we start testing over port 389 using Idap

Now CHECK to see if these connection settings work:

It is recommended to verify the entered Bind DN and Bind Possword using the "CHECK" button.

-

LDAPS CA Certificate

When j) results in success: Congratulations you just confirmed your connector works, now follow the
suggested advanced configuration steps.
If j) results in failure: Check your WEBUI log to see what went wrong.

keytalk
Logs

AUTHD Logs
CAD Logs
RDD Logs

WebUI Logs

SCEP Logs
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13.2.2 Advanced configuration steps: LDAPS and Global Catalog

[) Now that your basic configuration is proven to be working, start by ensuring your connection is secured
using LDAPS. To enable LDAPS upload the intermediate (also referred to as parent or issuing certificate)
of your AD or LDAP.

This intermediate certificate is required to establish a TLS trust between KeyTalk and the target AD or
LDAP. KeyTalk by default does not trust any CA, including its own, for all individual connector settings as
this helps security.

To find out what your LDAP or AD certificate is, login into your LDAP or AD, and view your certificate to
determine its intermediate.

Then download this intermediate from your AD or LDAP certificate store and upload it in PEM or DER
format into KeyTalk :

LDAPS CA Certificate

No Certificate Found

Choose File | No file chosen Choose File | No file chosen Choose File | No file chosen

m) Ensure your URL refers to: Idaps://
And include port 636 instead of 389
You could also use Global Catalog ports, but do note that GC does not allow for example to write a user
certificate to the AD

n) After uploading the CA trust of your LDAPS cert, CHECK to see if these connection settings still work:

It is recormmended to verify the entered Bind DN and Bind Password using the "CHECK™ button.

LDAPS CA Certificate

0) If n) results in success: Congratulations, you just confirmed your secure connector works
If n) results in failure: Check your WEBUI log to see what went wrong, but likely its either the trust of the
connection failed, or your networking doesn’t allow for LDAPS/port 636

keytalk

Logs
AUTHD Logs
CAD Logs

RDD Logs

WebUI Logs

SCEP Logs

Should the connection fail due to the LDAPS certificate trust failing, ensure that your used AD/LDAP FQDN
and/or IP are actually part of the LDAPS certificate. You might be using ldaps://Idap.mycompany.com or
Idaps://<ipv4/ipv6-address> whereby your LDAPS certificate was only created for support
Idaps://Idap.mycompany.local.
Note that older certificates might only have the FQDN in the CN value, and not in the Subject Alternative
Name, where-as TLS requires the FQDN to be part of the SAN as CN has been made obsolete as of 2017.
Also SHA1 can no longer be used for TLS connections, requiring your AD certificate to be updated with a
SHA2 version.
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Often failure is likely caused by a mismatch on the LDAPS Subject Alternative Name value, you can fix the

LDAPS problem in 2 ways:

- Upload a new proper certificate as issued under the configured intermediate to your AD/LDAP
(preferred and proper solution)

- Circumvent the problem on a network local DNS lookup level within KeyTalk. Though this will work, it is
not recommended for operational environments as you would be introducing work-arounds instead of a

proper fix!
.
DNS
keytalk
Network Configure Name Servers
nterfaces 27.0.0.53
° 8844
€
& Hostname 8888
Public
-
an
\;] H Key
NTP
roxy .
[% Configure Local DNS Lookup Database
T Connectivity Check
) address ost name Aliases
@} 127.0.01 ocalhost
8‘ 127.0.11 keytalk
0 Repositories
ﬁ ip6-localhost ip6-loopback
fa] fe00:0 ip6-localnet
ff00:-0 ip6-mcastprefix
ff02:1 ip6-allnodes
ff02:2 ip6-allrouters

p) Enterprise customers usually run elaborate AD setups. In these cases a regular bind based lookup over
port 389 or 636 may be slow. In this case its best to use Global Catalog.
To enable Global Catalog:
- Check with your AD admin that Global Catalog is enabled
- Check with your firewall admin that the KeyTalk machine is allows to communicate over Global
Catalog ports 3268 or 3269
- Change your Idap urlto : Idap://ldap.mycompany.com:3268 (non-secure)
Or change it to: ldaps://Idap.mycompany.com:3269 (secure requiring LDAPS certificate)
NOTE: While GC is faster, it also has the limitation of not being able to write for example certificate
data back to the AD!

g) Now CHECK to see if these connection settings work:

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button.

-

LDAPS CA Certificate
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r) If n) results in success: Congratulations! You just confirmed your secure connector works
If n) results in failure: Check your WEBUI log to see what went wrong, but likely its either the trust of the
connection failed or your networking doesn'’t allow for LDAPS/port 636

keytalk

Logs
AUTHD Logs
CAD Logs

RDD Logs

WebUI Logs

SCEP Logs

13.2.3 Advanced configuration steps: Password change support, attribute lookup and pre-enrolment

s) KeyTalk supports client-side password change 2 weeks in advance, provided that the password is about to
expire in AD. KeyTalk uses the default Active Directory and LDAP features based on the existing valid
account.

t) To support certificate pre-enrolment and password change on an account that had its password already
expire, a TEMPLATE User with Account Operator authorization is required on your LDAP/AD.
Add these details in your LDAP server setting under:

158 DN: * ou=peopledc=keytalkdc=com

AttributeFields that KeyTalk will manipulate using the set AD TEMPLATE User (using Idap_modify_ext_s):
v userCertificate;binary (DER format)
v altSecurityldentities (in the format: "X509:<I>%s<S>%s")
v" unicodePwd

Using a Domain Admin user would be the route to guarantee access! But an AD specialist can more specifically
limit the privileges of the TEMPLATE User account, whereby the generic Account Operator authorization role
should suffice with rights to write/read certificates if needed. Follow below steps to set a custom authorization
role in AD for the required TEMPLATE User in KeyTalk:

NOTE: The KeyTalk solution will attempt a Bind based on similar functionality as offered by LDP.

Often an AD has policies in place that prevent the reading of the given Bind DN and its
underlying children OUs. Ensure that these are readable.
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The KeyTalk TEMPLATE account needs permissions to change/reset the password, read/write the
“altSecurityldentities” and “userCertificate” attributes on User Objects.

These permission can be set as follows.

In Active Directory Users and Computers right click the OU (or entire domain) that holds the Keytalk users and
click “Delegate Control”

: Active Directory Users and Computers

File Action View Help

o 2@ 0 XD cd= HE PRETER

: Active Directory Users and Comg|| nName Type Description
| Saved Queries
v :f_:] KeyTalkDemo.dev There are no items to s
| Builtin
| Computers

2| Domain Controllers
_| ForeignSecurityPrincipals

| Managed Service Accoun

| Users
2| Keytalk | Delegate Control..
Move..
Find..
Mew
All Tasks :

On the Delegation Control Wizard screen click “Next”

Delegation of Control Wizard et

Welcome to the Delegation of
Control Wizard

o
FF This wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

< Back Mext = Cancel Help
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JClick “Add...” and type the Username of the KeyTalk TEMPLATE account. Click “Check Names” and “OK”

EH
Users or Groups @

| Select one or more users or groups to whom you want to delegate control. \@)‘ N
|

i

| Selected users and groups:

|

n

1

[4

Add... Remove

Select Users, Computers, or Groups

Select this object type:
Users, Groups, or Built-in security principals Object Types...
< Back Next > d
From this location:
| KeyTalkDemo.dev Locations...

Enter the object names to select (examples):
KeytalkService (KeytalkService@KeyTalkDemo.dev)| Check Names

e [l [ o

Select “Create a custom task to delegate” and click “Next”

Delegation of Control Wizard *
Tasks to Delegate
You can select common tasks or customize your own. ‘IL .

1 Delegate the following common tasks:

|:| Create, delete, and manage user accounts ~
[] Reset user passwords and force password change at next logon

|:| Read all user information

[[] Create, delete and manage groups

[] Modify the membership of a group

] Create, delete, and manage inetOrgPerson accounts

[ ] Reset inetOrgPerson passwords and force password change at next lc ¥
< >

®|[Create a custom task to delegate |

< Back Cancel Help
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Select “Only the following objects in the folder:” Scroll down in the list and check “User Objects” and click

13 NeXt”
Delegation of Control Wizard x
Active Directory Object Type By
Indicate the scope of the task you want to delegate. “!' .

Delegate control of:
) This folder, existing objects in this folder, and creation of new objects in this folder

@ Only the following objects in the folder:

[] site Settings objects ~
[] sites Container objects

[] Subnet objects

[[] Subnets Container objects

] Trusted Domain objects

User objects -

[] Create selected objects in this folder
[ Delete selected objects in this folder

< Back Cancel Help

Under “Show these permissions” check “General” and “Property-specific”

In the list “Permissions:” check “Change password”, “Reset password”,“Read altSecurityldentities”, “Write
altSecurityldentities”, “Read userCertificate”, “Write userCertificate”. Then click “Next”

Delegation of Control Wizard

Permissions
Select the permissions you want to delegate.

Show these permmissions:

| General
& Property-specific
] Creation/deletion of specific child objects

Permissions:

[[] Read All Properties
[] write All Properties
Change password
Reset password
[[] send as

[[] Receive as

< Back MNext = Cancel

Help
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Delegation of Control Wizard x

Permissions g
Select the permissions you want to delegate. )

Show these pemissions:
1 General

&1 Property-specific
] Creation/deletion of specific child objects
Permissions:
[[] Read adminDisplayName n
[] write adminDisplayName
Read altSecurityldentities
[~] Write altSecurityldentities

[[] Read Assistant
[] write Assistant v
< Back Next > Canecel Help
Delegation of Control Wizard *

Permissions g
Select the pemmissions you want to delegate. h

Show these pemmissions:
&1 General

| Property-specific
[] Creation/deletion of specific child objects
Permissions:
[[] Read userCert ~
[[] write userCert
Read userCertificate
[+] Write userCertificate

[[] Read userParameters
[] write userParameters v

< Back Next > Cancel Help
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Finally click “Finish” in the “Completing the Delegation of Control Wizard” window.
Delegation of Control Wizard X

Completing the Delegation of
Control Wizard

¢ KE“
). You have successfully completed the Delegation of Control
U"’ N wizard.
l‘ \
You chose to delegate control of objects A

in the following Active Directory folder:
KeyTalkDemo.dev/Keytalk Users

The groups, users, or computers to which you
have given control are:

KeytalkService (KeytalkService@KeyTalkDemo.dev)

They have the following permissions:

To close this wizard, click Finish.

< Back Finish Cancel Help

13.2.4 Advanced configuration steps: LDAP/AD clustering, Load Balancing

u) Now that a single LDAP/AD based working connector is in place, multiple LDAP/ADs can be added to
KeyTalk using similar configuration steps as outlined above.
KeyTalk allows for each individual LDAP/AD to be added using:
Authentication -> LDAP -> Configure selected LDAP for appropriate TEMPLATE

URL Bind DN Base DN server CA Certificate Exists

Idap://Idap keytalkdemo.com:389  $(userid)@keytalkcom  ou=peopledc=keytalk,dc=com

INAPR attrihinte manninas

Using the Up and Down arrows sets the order in which KeyTalk queries the individual LDAP/ADs in case of
availability time-out

v) Instead of configuring each individual AD/LDAP ofcourse a LoadBalanced url can be used as well.
Do note that due to the use of LDAPS over TLS, your used LoadBalanced url or IP must be present in the
LDAP/AD LDAPS certificate Subject Alternative Name. See item 0).

13.2.5 Advanced configuration steps: Kerberos based authentication

With the AD connector now properly working, the KeyTalk AD connector can be enhanced by enabling
Kerberos based authentication.

Provided an end-user’s Windows 7-10 device is domain joined, a clientless experience is possible as long
as a valid Kerberos token is present.

To enable Kerberos simply activate it in the LDAP Authentication module :

LDAP Modules

keytalk
Registration Authorities Configure LDAP Registration Authority For Template test3
ternal Db Modules O
MySQL Modules Kerberos Realm (Windows Domain): * $ MYCOMPANY.COM
LDAP Modlules KDC serve $ kerberos.mycempany.com
Azure Modules
RADIUS Modules
REST API Modules o Setane for £ and SA None .
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If the Windows KeyTalk client is unable to authenticate using Kerberos is will fall back to regular
username/password authentication.

The KeyTalk Windows agent adds a scheduled task to the Windows 10 Task Scheduler:

® KeyTalk Certificate Validation Check Ready At 00:00 on 14/09/2018 - After triggered, repeat every 5 minutes for a duration of 10950.00:00:00.

This task triggers a certificate validation check every 5 minutes so see if the certificate has been revoked or
is about to expire.

Should certificate renewal be triggered and Kerberos based authentication is enabled, the user will not see
any visual cues that certificate renewal is taking place.

When a user triggers the KeyTalk client and Kerberos authentication is successful only a visible message
will appear that the certificate was successfully obtained based on Kerberos authentication.

Note: Currently only Windows end points for clients are supported for the use of Kerberos authentication

13.2.6 Replacing AD user/hostname with machinename value or static value in the certificate CN
w) Many companies have not registered their user machinenames in their AD. But still want to be able to issue
machine certificates, or other types of certificates based on a user’s password or Kerberos authentication.
To support these use cases, the KeyTalk AD connector supports exchanging a user’s AD username in the
CN with either a static value , or with their machinename value. (currently only supported for Windows,
contact sales@keytalk.com for support on other OS)
This alternative Common Name option also ensures that the set CN is added as a DNS SAN entry.

Registration Authorities Configure LDAP Registration Authority For Template test3
i Use Kerberos (Windows Domain) authentication

MySOL Modul Kerberos Realm (Windows Domain)- * MYCOMPANY.COM
MySQL Modules

LDAP Modules KDC server: * kerberos.mycompany.com

Azure Modules

REST APl Modules Additional options for CN and SAN: None ~

MNone
Use Computer Name

— Use Static Custom Value

User Lockout

@l
B
&
8

Since machine certificates often require that they reside in the Certificate Client System Store of Windows,
ensure that this option is checks under the connected TEMPLATE:

c= Configure

keytalk
Templates Change KeyTalk Template
Generic Settings >
Mobile Device
Management

Email Disclaimers

Certificate Settings .

@ scep

& wse ssued Certcate and KeyPa

g

@ ad seal

@

B nes

Q signer: KeyTalk (this server or HSM) ~
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13.2.7 Overwriting default certificate template values with Active Directory Attribute values

No matter what DEFAULT certificate template settings you made (see chapter 12.1 and 12.2) , all these values
(provided the CSP and 3™ party CA product allows for it), can be overwritten on a unique end-point username
level, by making use of the advanced KeyTalk AUTHENTICATION feature:

AUTHENTICATION MODULE CERTIFICATE ATTRIBUTE MAPPING for LDAP/AD:

l ° = memberOf NONE

keytalk

Supported placeholders: $(service), $(domain), $(userid),

Registration Authorities _

Internal Db Modules URL

MySQL Modules Idap://Idap.keytalkdemo.com:389

LDAP Modules LDAP servers are tried in the order they are listed
2B A e
Azure Modules .

ROl es LDAP attribute mappings
REST APl Modules Filter: (sAMAccountName=$(userid))
No mappings defined

User Lockout ————
' -’

Configure certificate to LDAP attribute mappings for Template test3

(saMaccountriame=S (ussrid])

Common Mame certificate
[ ] attribu

= dizplayNome
and Seat Comman Nome
Country certificate attribute
State certificate attrioute
CityfLocality certificate attribute

[ Crganization certificate attributa company

Grganization Unit certificats
attributs

Email cartificate ottribute

Time To Live {eec) certificate

straints certificate
Key Usage cenificats artriouts.
Extended Key Usage certificate
attribute

SAN Email certificats attribute

[ SAN Email certificate attribute il
SAN DNS certificate attribute

SAN DNS certificate attribute

SAN IPv4 certificate atwribute

SAN IPvd certificate attribute

SAN Microsoft UPN certificats

attribute

SAN Microsoft UPN certificate
attribute

In the above example my TEMPLATE default value for Organization Unit is overwritten (provided a
valid value exists) with a value coming from my AD/LDAP attribute field “company” for any particular
account positively authenticating the TEMPLATE’s RA.

Its likely that instead of using a CN based searchfilter, you may need sAMAccountName or
userPrincipalName
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13.3 Azure Active Directory (AAD)
With Azure AD (AAD) username/password validation is supported. (MFA is not yet supported)

13.3.1 Add and configure a KeyTalk Authentication Azure Module connection
You must have an Office 365 Business in order to make the connection!!

Select: Registration Authorities -> Azure Modules -> Add

= Azure Modules
keytalk
Registration Authorities Configure Azure Registration Authorities
Template

Internal Db Modules

test2
MySQL Modules

TR BT
S
Azure Modules

RADIUS Modules
REST APl Modules

User Lockout

Ensure you have a KeyTalk TEMPLATE (certificate template) available to connect to the Azure module:
Add Azure Registration Authority

Template: test3 v

Now configure the Azure Module:

Configure Azure Registration Authorities

Template
test2
test3
e
e

Enter the appropriate details to enable a connection your Azure AD. See chapter 13.3.2 to ensure you have the
correct connection details:

Configure Azure Registration Authority For Template test3
Azure URL: * https://login.microsoftonline.com
Tenant ID: *
ClientiD:*
Client Secret: *

Tenant Domain:
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13.3.2 Configure Azure Active Directory for use with KeyTalk

Azure AD allows non-Microsoft applications to make use of account authentication provided these applications
have been registered within 0365 Azure AD.

Once registered, the resulting credentials are used to configure the connector from KeyTalk Azure Module to
AAD (see end of chapter 13.3.1)

Step 1: Login to https://portal.azure.com/

Step 2: Select Azure Active Directory

Step 3: Select app registration and select New registration:

: Microsoft Azure £ search resources, services, and docs (G+/)

Home > KeyTalk 1 BV

s KeyTalk 1BV | App registrations  # -
Azure Active Directory

+ New registration & Endpoints /2 Troubleshooting () Refresh L Download [ Preview features A&7 Got feedback?

@ overiew

BB Preview features
@ Starting June 30th, 2020 we will na longer add any new features to Azure Active Directory Authentication Library [ADAL) and Azure AD Graph. We will continue tc

X Diagnose and solve problems will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Micrasoft Graph, Leam more
Manage
Al agplications  Owned applications ~ Deleted applications
& Users S
2 Groups P Start typing a display name or application (client) ID 1o filter these r Fo Add filters

85 External Identities

& Roles and administrators This account isn't listed as an owner of any applications in this directary.

B Administrative units View all applications in the directory

b Delegated admin partners
B Enterprise applications
LR Devices

B App regisurations <:|

Identity Governance

Lo

B} Application proxy

Step 4: Configure the app registration

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > KeyTalk 1 BV | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

P, I

KeyTalk Azure AD Connector for Corporate Production Purposes ( I v

N

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (KeyTalk 1 BV only - Single tenant) @

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

A
( Public client/native (mohile ... V" keytalk://auth ) N
\————-—/ e

Register an app you're working on here. Integrate gallery apps and other apps from outside your crganization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies o'

== <)
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https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/Overview
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/RegisteredApps

Step 5: Write down the client and tenant ID

o e e

Home > KeyTalk 1BV | App re

trations >

-3 KeyTalk Azure AD Connector for Corporate Production Purposes =

Preview features

L @ueiEn @ Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
& Quickstart
#" Integration assistant A Essentials
Manage Display name + KeyTalk Azure AD Connector for Corporate Production Purposes Client credentials + Add a certificate o secret
—_ Application (client) ID © 3%a9eaba-c693-4751-a6e2-953d6 1301842 Redirect URIs :
Branding & properties
Object ID © 5e465ded-4{57-4c78-9ae1-855fb08c2f8e Application ID URI : Add an Application 1D URI
9 Authentication
Directory (tenant) ID : 2dbf39ed-6cf5-4d42-9697-d 7042752425 Managed applicationin I... : KeyTalk Azure AD Connector for Corporate Production Purposes

Certificates & secrets
Supported account types : My organization only
1I!" Token configuration

Step 6: Configure a client secret and note the set client secret and expiration date (!!) and set a reminder to
set the new client secret before it expires (!!)

KeyTalk Azur

: alk 18V | Ape ’ zure AD Connector for Corpo duction Purposes Add a client secret X
KeyTalk Azure AD Connector for Corporate Production Purposes | Certificates & secrets =

Description Secret for KeyTalk Azure AD Connector |
Search &7 Got feedback?
- Expires 730 days (24 months) v
B Overview
& Quickstart Credentials enable confidential applications to identify themselves to the authentication g tokens at a web addressable locath
scheme). For 3 higher level of assurance, we recommend using a centificate (instead of 3 dential.
5 Integration assistant
Manage
@ Application registration cenificates, secrets and federated cradentials can be found in the tabs below,
= Branding & properties
2 Authentication
Certificates (0)  Client secrets ()  Federated credentials (0)
Certificates & secrets —_—
o A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
I! Token configuration
R E— |:> b N chnt s
@ Bxpose an API Description Expires Value @ Secret ID
BL App roles
No dlient secrets have been created for this application.
& Owners
£ Search (Ctr « & Got feedback?
B Overview - 4 H
Overview Optional claims
& ickstart
# Quicksta Optional claims are used to configure additional informatian which is returned in one or mare tokens. Learn more ]!
#  Integration assistant
—+ Add optional claim Add groups claim
Manage
= Branding & properties
Claim T Description Token type T, Optional settings

3 Authentication
No results,
Certificates & secrets
I! Token configuration
£ APl permissions

@ Expose an API

B app roles
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Add optional claim X

Once a token type is selected, you may choose from a list of available opticnal claims.

* Token type

Access and ID tokens are used by applications for authentication. Learn more)

O

Claim T @ Description

preferred_username Provides the preferred username claim, making it easier...

pwd_exp The datetime at which the password expires

pwd_url A URL that the user can visit to change their password

sid Session ID, used for per-session user sign out

tenant_ctry Resaurce tenant’s country/region

tenant_region_scope Region of the resource tenant

upn An identifier for the user that can be used with the user...

verified_primary_email Sourced from the user's PrimaryAuthoritativeEmail

verified_secondary_email Sourced from the user's SecondaryAuthoritativeEmail
vnet VNET specifier information

Add optional claim

Some of these claims (email, family_name, given_name, upn) require Openld Connect

scopes to be configured through the API permissions page or by checking the box

below. Learn more

Turn on the Microsoft Graph email, profile permission (required for claims to appear in

token).

Step 7: Configure API permissions, Grant Admin consent:

- KeyTalk Azure AD Connector for Corporate Production Purposes | APl permissions =

Overview

Grant admin consent confirmation.
& Quickstart

# Integration assistant

Manage

Configured permissions

= Branding & properties

9 Authentication all the permissions the application needs. Leam more about permissions and consent
Certificates & secrets ~+ Add a permissio_~~ Grant admin consent for KeyTalk 1 BV

0" )
Il Token configuration API/ Permissions name Type Description

. .
FRl pemlsins <: v Mierasoft Graph (3)

& Expose an API

email Delegated  View users’ email address
# App roles profile Delegated  View users’ basic profile
28 Owners UserRead Delegated  Sign in and read user profile

& Roles and administrators

KeyTalk IT Security | www.keytalk.com

Admin consent requ...

No
No

No

Do you want to grant consent for the requested permissions for all accounts in KeyTalk 1 Bv? This will update any existing admin consent records this application already

Applications are authorized to call APIs when they are granted permissions by Users/admins s part of the consent process. The list of configured permissions should include

Status
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3 Authentication
Certificates & secrets

II!' Token configuration

-2 API permissions

@ Expose an APl

L Approles

& Owners

Roles and administrators

Be

Manifest

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add z permission Grant admin consent for KeyTalk 1 BV

API / Permissions name Type Description Admin consent requ...

v Microsoft Graph (3)

email Delegated  View users' email address No @ Grfnted for KeyTalk 1BV =++
profile Delegated  View users’ basic profile No @ Grfnted for KeyTalk 1BV =++
User.Read Delegated  Sign in and read user profile No @ Grfjnted for KeyTalk 1BV *==
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13.3.3 Configure Azure Active Directory to enable attribute mapping to certificate fields

Accounts in Azure Active Directory often contain a lot of information which are unique to the account and which
needs to be available in an Azure AD based issued certificate.
For this purpose KeyTalk CKMS supports Azure AD attribute to certificate field mapping.

. = Azure Modules

keytalk

Configure Azure Registration Authority For Template test3
Registration Authorities

Additional options for CN and $AN: @ None v
Internal Db Modules

LDAP Modules

Azure Modules Allow logins with zero-HwSig: 0

RADIUS Modules

User Lockout Azure attribute mappings

No mappings defined

] chonge >

Configure certificate to Azure Active Directory attribute mappings for Template test3
Maopped  Goes to (in KeyTalk) Comes from (in Azure Active Directory)

Common Mame certificate
(] attribute displayName]
and Seat Common Name

Country certificats attributs
State cartificate attribute
CityLocality certificata attribute
Organization certificats attribute

Organization Unit certificote
attribute

B ermail cartificate attributs il

Time To Live (zac) certificats
attribute

Basic Constroints certificate
attributa

Key Usage certificate attribute

Extended Key Usage certificats
attributa

&M Email certificate attribute
SaM Email certificate attribute
SAMN ONS certificate attributa
SAM DNS certificate attribute
SAM IPvd certificate attribute

SAM IPvd certificate attribute

AN Microsoft UPN certificate

- | ottribute UserPrincipletams

AN Microsoft UPN certificata
attribute
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In order to read these attributes, the KeyTalk CKMS must be authorized to read these attributes.
To enable the required authorization for reading the attributes, follow the following steps:

1. Log into the Azure portal and navigate to Azure Active Directory

2. Select App Registrations in the Manage section and select the client app to use (or register a new app with
‘New Registration’)

3. From the app overview page select APl Permissions in the Manage section or select View API
Permissions’

‘)'3 Search (Ctrl+/) ‘ «

Quickstart

#" Integration assistant

Manage
B2 Branding & properties
3 Authentication
Certificates & secrets
II!' Token configuration
- APl permissions
& Expose an API
App roles

at Owners

4. Ensure the following Microsoft Graph API permissions are present:
User.Read (Delegated permissions) , User.Read.All (delegated permissions) and
User.Read.All (Application permissions)

When these permissions are missing, select ‘Add a Permission’
Request API permissions

Select an API

Microsoft APls Pls my organization uses My APIs

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability + Security. and Windows 10.

Qb’ Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
-..‘

single endpoint.

Azure Communication
L Services rl Azure DevOps O Azure Key Vault
Rich communication experiences with Integrate with Azure DevOps and Azure Manage your key vaults as well as the
the same secure CPaas platform used DevOps server keys, secrets, and certificates within
< All APIs

igy Microsoft Graph

https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signad-in user. Your application runs as a background service or daemon without a
signed-in user.
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9 Authentication Configured permissions

Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

!I' Token configuration

_ +/ Grant admin consent for KeyTalk 1BV
-9 APl permissions

@ Expose an API APl / Permissions name ype Description Admin consent requ... Status
App roles v Microsoft Graph (5)
28 Owners email Delegated  View users’ email address No @ Granted for KeyTalk 18Y  *+*
2. Roles and administrators profile Delegated  View users’ basic profile No @ Granted for KeyTalk 18 ***
Manifest User.Read Delegated  Sign in and read user profile No @ Granted for KeyTalk 1BV ***
User.Read All Delegated  Read all users’ full profiles Yes A\ Notgranted for KeyTalk  **
Support + Troubleshooting
User.Read All Application  Read all users’ full profiles Yes A Not granted for KeyTalk ,,, *=+

/2 Troubleshooting

: New support request
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

After adding permissions, you need to grant admin consent for the app

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in KeyTalk 1 BV? This will update any existing admin consent records this application already has to match what is listed below.

| Yes

APl / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (5) wee
email Delegated  View users' email address No @ YGranted for KeyTalk 1BY  ***
profile Delegated  View users' basic profile No @ Wranted for KeyTalk 1BV =+
User.Read Delegated  Signin and read user profile No @ Granted for KeyTalk 1BV ==+
User Read All Delegated  Read all users full profiles Yes @ pranted for KeyTalk 1BV ==+
User.Read.All Application  Read all users’ full profiles Yes @ [oranted for KeyTalk 1BV =++
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13.4 Radius: One Time Password tokens, Username/password, AKA SIM

Companies who deploy OTP either have these integrated into their AD, requiring KeyTalk to have its Authentication
connector configured to LDAP/AD (see 13.2), or are likely to have either an on-premises or Cloud based Radius
solution. Commonly used tokens are offered by RSA, Gemalto, Vasco and others.

Others might not have OTP implementations but use Radius for simple username/password purposes.
Additionally, IoT providers may need AKA SIM based authentication which also relates to Radius.

KeyTalk offers a Radius connector to serve all these use-cases.
Simply ADD a Radius Registration Authority module to a KeyTalk TEMPLATE:

RADIUS Modules
keytalk

Registration Authorities Configure RADIUS Registration Authorities

Template

Internal Db Modules

MySQL Modules ©
LDAP Modules

Azure Modules

RADIUS Modules

REST APl Modules

User Lockout

The steps to configure the Radius connector are easy:
a) Ensure your firewall rules and when needed custom network routing allows the KeyTalk server to
communicate with your Radius.
With some Cloud based token solutions you may need to specifically request a Radius agent url from your
Cloud Token portal, and possibly whitelist your IP address(es).

b) Select the Radius server from your Authentication module:

Configure RADIUS Registration Authority For Template test3

ogins with zero-HwSig

Host Port (0 to detect) Timeout (sec) OTP Time Offset RADIUS Attribute Code Use EAP  Server CA Certificate Exists

Oﬁius,keytolkdema com 0 5 182

RADIUS servers are tried in the order they are listed

Password prompt: Your One Time Password
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c) Enter your appropriate Radius authentication details

Configure RADIUS Server connection for Template test3

Host =

Port (0 to detect): *

Secret:

Timeout (sec): *

OTP Time Offset RADIUS Attribute Code (1.255): * €D

Use EAP:

EAP Authentication Method: 0

radius.keytalkdemo.com

----------

192

AUTO-FPASSWORD
AUTO-PASSWORD

PEAP
EAP-TTLS
AKA[SIM

d) When enforcing EAP you must also upload in PEM format the intermediate certificate that issued your

Radius SSL/TLS certificate.

Download this intermediate from your Radius server or request it with your Cloud Radius provider.

When you are unfamiliar with the conversion of an intermediate certificate into PEM contact your company

Admin specialist, or convert it using OpenSSL, or send your certificate to support@keytalk.com

Now test your KeyTalk client with your Radius based authentication (see chapter 14/15)

KeyTalk IT Security | www.keytalk.com |

Page 83

keytalk


http://www.keytalk.com/

13.5 MySQL

Solution providers who make use of MySQL (or similar such as MariaDb) to authenticate their users and end-points can
configure KeyTalk to connect to their MySQL or related Db infrastructure.

Go to: Registration Authorities - > MySQL -> ADD your KeyTalk TEMPLATE

.
= MySQL Modules
keytalk
Registration Authorities Configure MySQL Registration Authorities
Template

Internal Db Modules
>
LDAP Modules
Azure Modules
RADIUS Modules

REST API Modules

Configure you MySQL connector settings:

Configure MySQL Registration Authority For Template test3
Allow logins with zero-HwSig:

Verify Hwsig against MySQL Db:

Db Host: mysqglkeytalkdemo.com
Db Port: 3308

Db Name: keytalk_users

TLS Enabled: no

BT

MySQL Database Structure

Credential Hash Type: SHA256

Credentia comes from (in Db)
User ID user.USERID
Password user.PASSWD
Password Salt user.PASSWD _SALT

=]

Depending on whether or not Certificate Based authentication is used against the MySQL Db, the configuration settings
will vary
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13.6 Other Identity Provider based authentication solutions

KeyTalk adds new authentication connectors depending on customer business-cases.

Should other connectors be required, please do not hesitate to contact your KeyTalk vendor or us directly at:
sales@keytalk.com
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14. Certificate renewal automation parameters

The KeyTalk app automates the certificate renewal on a just-on-time basis on servers and end-user devices.

Servers make use of a bash script on Linux, or a 1 minute timed scheduled task on Windows which are automatically
added and activated once the KeyTalk client/app is activated on said server or user end-point.

With the KeyTalk solution able to automatically renew and activate new server or client certificates, this means that
certificates can be effectively given a relatively short lifespan of a few seconds, up to several years.

Since Microsoft scheduled tasks can minimally be triggered once per minute, it is advisable to set certificate validity
periods at least to 61 seconds, unless working with Linux where it is recommended to minimally use 3 second validity
periods. For practical reasons most customers choose a minimal validity period of 5-10 minutes when using short lived
certificates for transactional purposes, and use validity periods of minimally 10-12 hours for authentication purposes.

Most (Qualified) Trusted Certificate TEMPLATE Providers will enforce a certain certificate validity period such as 6
months or 1 year. The KeyTalk TEMPLATE CA selector will properly show what can and what cannot apply for the
chosen CA provider.

So why are KeyTalk TEMPLATE (or the overwrite value coming from the connected Registration Authority) validity
times so important?

KeyTalk client scripts trigger a renewal on one of 3 factors:
1) Revocation Pointers in the certificate indicate the certificate is no longer valid
2) A certificate validity before renewal hits its threshold
3) The certificate is missing

14.1  Validity replacement % (alternative to validity duration in absolute time)
This feature is still used and supported but has been replaced as the default by absolute time (see chapter 14.2)

The certificate validity percentage is defined when creating the RCCD (the KeyTalk client configuration file).
It reflects when the renewal script must request a new certificate, based on the remaining percentage of time of the
original total validity period of the certificate.

So, say your certificate is valid for 3153600 seconds, and you created your RCCD with a validity percentage of 10 (the
default), then the KeyTalk script will trigger 3153600 seconds (36.5 days) BEFORE the certificate will expire.

In conclusion most admins will change the validity percentage to 1 in the RCCD when 1-year valid certificates are
issued to ensure renewal doesn’t happen until 3.65 days before expiry.

Say your certificate is valid for 36000 seconds, and you created your RCCD with a validity percentage of 10 (the
default), then the KeyTalk script will trigger 3600 seconds (1 hour) BEFORE the certificate will expire.

The certificate validity percentage can be set under TEMPLATES -> CREATE RCCD -> EDIT

Configure template

test3d

Certificate Validity Type Duration v
Percentage

“artiticate Expires ' ~ hours, 6 ~ minutes, 0 -~ seconds allow overwrite

0S logon type Use Username v

Should a KeyTalk agent be triggered to renew the certificate and for whatever reason fail its certificate request, an email
is sent to the predefined admin email address provided this feature was configured during the client configuration.
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14.2 Replacement based on duration in absolute time (the default, and alternative to validity %)

This feature has been updated as of KeyTalk agent 6.4.5 and KeyTalk firmware 6.4.2 with the ability to automatically
fetch the renewal threshold from the Certificate TEMPLATE:

Certificate Settings ~

Reuse Issued Certificate and KeyPair:

Store Certificate to Client System Store:

Enable Self-Service Port

for certificate-

The certificate validity replacement in absolute time is defined when creating the RCCD (the KeyTalk client
configuration file).

It reflects the time the renewal script must request a new certificate, based on the remaining actual time of the end
date/time of the certificate.

Say you set validity replacement duration to 1 hour, then the certificate will be replaced 1 hour before it expired
The certificate validity duration can be set under TEMPLATES -> CREATE RCCD -> EDIT

Configure template

testd

Certificate Validity Type Duration ~
Percentage

tificate Expires Duration D ~ hours, 6 ~ minutes, 0 + seconds allow averwrite

Ise client OS logon type: Use Username v

Should a KeyTalk agent be triggered to renew the certificate and for whatever reason fail its certificate request, an email
is sent to the predefined admin email address provided this feature was configured during the client configuration.

14.3 KeyTalk client configuration file creation and advanced settings (Citrix/RD/Multi-User)

Each KeyTalk client/app/REST_API requires several minimal settings in order to be able to operate. These details are
contained within the KeyTalk Real Client Configuration Data file, ie RCCD.

To generate an RCCD that contains at least 1, but possibly multiple configurations to fetch certificates for an end-point
from multiple KeyTalk certificate template TEMPLATE configurations, simply checkmark each TEMPLATE you want
included, provide the KeyTalk cluster name, ensure the url to the KeyTalk cluster is correct, and optionally upload a
logo in PNG format sized 110x110 pixels.

Before generating the RCCD file you can additionally edit the advanced settings.

The advanced settings allow you to enable/disable “allow overwrite” settings.

Disallowing at least 1 overwrite settings, triggers KeyTalk to include a MASTER config file which on windows machines
is installed in the Windows public user directory.
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Should a KeyTalk config file ever be missing, get corrupted, or contain values that minimally do not match with the
MASTER config file, then this MASTER file will be fetched by the KeyTalk client to reset the configuration it minimally
needs to operate.

Most customers who run a Citrix or Remote Desktop or simply a Windows multi user environment use this feature to
ensure an installed KeyTalk client always has a proper config file for every user in the system.

14.4  Warning when failing to renew automatically
Each TEMPLATE contains a warning value used to warn the certificate KeyTalk OWNER and the Certificate end-point
email address in case the certificate did not renew before the warning threshold was met:

0ID1,0ID2,..
Templates Policies e =

Template Groups

5 Critical Extension

Mobile Device LDAP/AD Settings 7
MOnGgC[‘ﬂC'ﬂ

Email Disclaimers

SCEP
Messages and Workflows ~
F5 Load Balancers

Notify Managers and Operators on Certificate Explry

$ Default Certificate Expiration Threshold (days) 7 v

&
@
&5
Be
al

Seats Preshared Secret Settings v
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15.End-point user/device administration and hardware recognition

The KeyTalk solution will keep track of every attempt to request a certificate in the logfiles, and it also represents this
information in its SEATS database on a TEMPLATE level.

When defining the TEMPLATE, the System Admin, or once the template has been created also the TEMPLATE
Operator, can state that device end-points must be tracked per user account which successfully request a certificate
under that TEMPLATE.

In KeyTalk currently a maximum of 10 device slots can be assigned to a single seat.
A seat uses 1 license in KeyTalk, and is defined as a unique positively authenticated username (a certificate Common
Name) or anchorpoint, under a given TEMPLATE.

So, a seat in KeyTalk does not need to be a human, it can be a server or an 10T device as well. However typically a
server or an |oT device will be assigned a single device slot in the TEMPLATE configuration, where-as a human can be
assigned up to 10 device slots (in most cases 10 devices) without expending more than 1 KeyTalk license.

A KeyTalk TEMPLATE can be configured to automatically learn new seats (TEMPLATE learn mode=on), or enforce
only manual new entries as trusted user/device combinations (TEMPLATE learn mode=off).

In learn mode=on, a username, or its equivalent anchorpoint, which doesn’t exist yet in the SEATS administration for a
given TEMPLATE will be automatically added provided the authentication of that user was considered positive by the
configured IDP (ie in KeyTalk the Authentication module connected to the TEMPLATE).

Once learned, a seat is assigned the device slots as configured in the TEMPLATE.

In the below example, the TEMPLATE assigns 2 LEARN-ONCE device slots to a newly learned seat, and disallows
further devices to be learned (ie locked)

Seats Preshared Secret Settings ~
S 1 ode on v
learn-once v
learn-once v
locked v
locked v
locked v
o o locked v
locked w
locked v
locked v
locked v
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Furthermore the 2 configured timers allow for:

- an additional 1 hour for the seat to register his second device from the moment he first authenticated positively
from his first device. When the second slot is not used within this 1 hour it automatically locks, preventing
possible abuse.

- an automated 15-minute timed window of opportunity to register another device when someone (for example a
TEMPLATE) manually sets one of the slots to learn-once.

When doing a seat lookup for a particular TEMPLATE under SEATS, certificate issuance specifics can be viewed, such
as when was a device registered, or when it last authenticated positively and obtain as certificate.
But also revocation and pre-enrolments can be done.

Find Seat Certificates

Seats

B ® o

be
H

8

backup certificate No Disabled

master certificate No Disabled

B
@
&
el
a)
&
&

userl No Disabled
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Manage Seat

Template: test

Seat Name: test # Edit
Seat Common Name: @ test # Edit
Seat Archived: No # Edit
Automatically Close Leamn-0Once Slots: ) Disabled # Edit

Certificate & Key Meta Information

significance Value: medium
Can Not be Used After: 04-04-2021
Warning Threshold (days): 7

card Verifiable Certificate (CVC) Information

No CVC certificate found

Configure the associated Internal Registration Authority Db user

[ comroe |

Enroll - request a certificate for the seat,

Limun 1 Syqusst U LS LIS U S ST

A Seat certificate re-issuance is not possible because the template test is not configured with GlobalSign mSsL, GlobalSign ePKI or DigiSignCentral signer

Slot # Lﬂfg;’; HW Signature gg';‘;z’gw" E:Qi'gggtwg HW Description :ﬁ;emmmn ?;ﬁgi;ﬁ:“"“ Comment Certificates  Slot
‘;Sv'g;s C5-3ICBCB52477DRIFDBIDC2ICETD.  no 25-01-2021 1559 (’(Qe;’:;:'e‘g)“"key‘“'km’m 29-01-20211517  certificate is not valid © view ¢ Edit
2 locked no 17-04-2020 12:04 - certificate is not valid © view # Edit
3 locked no 17-04-202012:04 - certificate is not valid © View #  Edit
4 locked no 17-04-2020 12:04 - certificate is not valid @ View # Edit
5  locked no 17-04-2020 12:04 - certificats is not valid © View # Edit
6  locked no 17-04-2020 12:04 - certificate is not valid © view # Edit
7 locked no 17-04-202012:04 - certificate is not valid © View #  Edit
8  locked no 17-04-2020 12:04 - certificate is not valid @ View # Edit
9 locked no 17-04-2020 12:04 - certificats is not valid © View # Edit
10 locked no 17-04-202012:04 - certificate is not valid © View # Edit

Note that the HWSignature that is shown for each device slot is a SHA2 of the total, in order of request, device
components as defined in the relevant TEMPLATE (provided a KeyTalk agent was used) or it's something generated by
the software a third party built using the KeyTalk REST API.

With KeyTalk learning what devices belong to a user, the SEAT HardWare Signatures can optionally (arguably most
customers use it) be used to enforce an additional authentication factor when requesting a certificate.
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16. Certificate management : SEATS

The SEATS administration keeps track on a TEMPLATE level of any certificate and corresponding primary certificate
details per endpoint (user)name and unique certificate CommonName (CN) per assigned trusted device slot.

As a result, the SysAdmin, Cluster Admin, TEMPLATE Manager, TEMPLATE Operator, and Certificate OWNER, can
lookup (in)active and archived certificates, as issued through KeyTalk based on:

1) Registration Authority based username

2) Certificate CommonName (CN)

3) Certificate serialnumber

16.1 Certificate and key roll-over, encrypting stored private keys

Each TEMPLATE allows for the option: cert+key reuse (certificate and key roll-over)
When activated, the DEVID USER administration will additionally store on a user level the keypair
belonging to an issued certificate.

Templates Change KeyTalk Template

Generic Settings -

Mabile Device
Management

Email Disclaimers
Certificate Settings ~
SCEP

Store Certificate to & T Ty

Certificates are public, hence not stored in encrypted format, however KeyTalk allows for an AES 256
key to encrypt stored private keys of certificates on its MySQL Db.

This AES key is NOT shared through the MySQL database, and must be set individually per KeyTalk
instance!!

The AES key can be set under SYSTEM -> Database -> Configure:

System

Configure Database Encryption

You can choose to encrypt all user private keys stored in the Db
License
Db Encryption Encryption key on KeyTalk v

Daemons

P @ o

Settings

Re-applying the Db encryption key might take long
Upgrade

ShutlDown Database HSM is net configured and hence cannot be selected for encryption. Configure if you wish to make use of HSM to encrypt the Db entries

E
@
&

When a Database HSM has been configured, the option to use the HSM is shown as well.

AES-256 CBC HMAC-SHA?256 is used. Its main advantage is that it is widely supported across different
versions of MySQL.

As a result of certificate and key roll-over, any allowed device slot requesting a certificate under the
same TEMPLATE, will be given the same certificate and keypair as previously issued. Depending on
the client/app requesting the certificate, KeyTalk will issue an appropriately converted certificate usable
for the applicable end-point OS.

Make sure you do not loose this AES key or you will not be able to decrypt your

sensitive datal!
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16.1.1 HSM and MySQL Db encryption key

If an HSM has been setup to be used to store the AES256 MySQL Db encryption key (See chapter
11.1) an option is offered to make use of the configured HSM.
Configure Database Encryption

You can choose to encrypt all user private keys stored in the Db

Db Encryption: No w
No
Encryption key on KeyTalk

A\ Re-applying the Db encryption key might take longlZLe iR EETEEY

Configure Database Encryption

You can choose to encrypt all user private keys stored in the Db

Db Encryption: Encryption key on HSM v

Db HSM: Utimaco CryptoServer LAN and Cloud. Go here to configure

HSM Encryption Key (optional): )
show

A Re-applying the Db encryption key might take long

BT 0

Two options how become available:

1) Leave the encryption key blank and select apply. This will result in the AES key being generated
and getting stored on the HSM. Not even the KeyTalk Sys Admin will know the key.

2) Enter your own 64 byte (128 hex characters) AES key, or have KeyTalk generate it visibly for you.
Now you can store the key for recovery purposes in an airgapped/offline location. When pressing
apply KeyTalk will send the key to the HSM and remove it from its systems.
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16.2 Historic certificate lookup

The SEATS administration will keep track all historic issued certificates and keys.

To view and/or download historic certificates belonging to an end-point, either go to: REPORTING
And select the SEAT you wish the certificate and key to be downloaded for.

keytalk

Centficates Report

B
@
&
[a)
@

AcTve

acTve

acTivE

acTivE

acTve

nn.-°.'s;

Or go to: SEATS -> select the appropriate TEMPLATE, and select the corresponding end-point/user:
c= Find Certiticates g i (systs istrator)

keytalk

El
&
a
&e
o) [ 2
&
) backup certiicate "o Disablest
master cenificate No bisabled / ki
signing centlicat "o Sisabled / can
usan No Sisabled / e
Card Veritiable Certificate (CVC) Information |l
keytalk
Seats m —
Fina Centficatss
= Ervoll - recpeit & cuetioets
=] A\ 5501 ottt - sauanER 18 Gt PSS B BSCAUSE T ERT pIate 185 5 Mt AN TR Wit CASAIIGR MESL, CREBaISign 8P or DgSIgRCanTal signeT
o youre zevc- b Signature ture Changed 1w Descripti + uhentcoto test Vald Centficats  Comenent  Cartficatss  Sio
am-aiways  CS-3ICECES2477DENDSIDCICEID. o KeyTalk poclikeytalkcem (envalled)  26-01-2021 153 certiicate is not valid @
n
&
N — 022020 20 cartticote s not volia ° ’
(=
o oted o 17-04-2020 1204
@ PR
— o os-amo0s
& lootad o 17-04-20201204
— 204 °
. | r 2420201208
?  locked 0
0 locked °
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Now select either download all issued certificates (and keys), or select Action to view and download
individual historic certificates (and keys):

Latest Valid Certificate & Key

Subject: CN=iisdernokeytalk.com C=NL ST=Utrecht L=Utrecht O=KeyTalk | BV OU=IT emailAddress=info@keytalkcom
Issuer: emailAddress=pki@keytalk.com C=NL O=KeyTalk IT Security OU=0perations CN=KeyTalk Signing CA
Serial Number: 26:67:00:¢5:12:06:4b:40:9%:5b:99:36:fc:.cB:bd:67
Subject Alternative Names: DNS:iisdemokeytalk.com,IP:95.142.98.27
Valid From: 06-04-2021 20:26 [ 06-04-2021 20:26 GMT )
Valid To: 06-04-2021 21:29 ( 06-04-202] 21:29 GMT )
Signature Algorithm: sha256WithRSAEncryption
Subject Key Identifier: 8bdbea35628f58bedd19116682076ffd0cc83f097bfcb271d5f233i09257c290
Authority Information Access: Issuer CA URL: http:/ [ keytalk keytalk.corm:B000/caf1.01/signing/15fella5947773f85d3c0cfccSlafefd695377dd?DER
Public Key: RSA (4086 bits)
SHAI Fingerprint: 2bd7a83ef9338cabid724cf5a%9cch24b98d2e3570
CRL Digtribution Point: hittp:[ [178.237.33.242{ kt-servers. erl
Revoked. no
PS——— Current

Certificate and
key

]
g
3

enter pfx password

All historic
All Issued Certificates & Keys @ o
certificates and keys

Total 19716 certificates issued

1+ Download PEM include CA trust ehain
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16.3

4-eye download principle for private keys

End-points/seats may only obtain certificates and keys when positively authenticated through KeyTalk
and as approved by the set Registration Authority.

However, for administrative purposes, a support employee (TEMPLATE Operator or Certificate
OWNER), might need access to the certificate and keypair for corporate reasons, and thus require a
download of both the certificate and key-pair in an appropriate format.

From the SEATS administration panel, a TEMPLATE Operator or OWNER can request a LEASE
APPROVAL to download the certificate and keys of a SEAT for a specific period of time.

Automatically Close Learn-Once Slots: Li] Disabled

Certificate & Key Download Lease: No lease [ REQUEST

The download request will result in a request showing up for an appropriate TEMPLATE ADMIN and
CLUSTER ADMIN, and SYS ADMIN where he or she can see who requested the download, the reason
why and a decline or approve button.

These requests for approval are found under : Admin -> TEMPLATE Operator Leases

Admin

Select Login Method

count

Manage ¢

> © =

Manage Other's Accounts

Operator Leases

@
B
@
&

When approved, the TEMPLATE Operator is notified that his/her download request was approved or
declined. When approved the TEMPLATE Operator has a timed window of opportunity to download the
certificate and key.

TEMPLATE ADMINs and SYS/CLUSTER ADMINs can download certificates and keys without 4-eye
principle as they are in the top of the authorization hierarchy.

NOTE: When a client generates the Certificate Signing Request offline (ie not on the KeyTalk CKMS), ,
the private key is NOT shared with the KeyTalk virtual appliance, thus resulting in the inability
for any management role to download the certificate and key-pair.
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16.4 Revocation of certificates

Many customers use KeyTalk’s private CA to issue short lived certificates to end-points for
authentication purposes.
According to KeyTalk: short lived certificates have a validity of 12 hours or less.

Since CRLs are typically updated once every 12-24 hours, this means that a Network Admin does not
need to propagate the CRL.

Some will claim that OCSP would make sense in these cases, but practically it takes on average more
than 24 hours before a certificate is reported as needing to be revoked, hence making the intended use
of OCSP for short lived certificates obsolete.

The KeyTalk private CA does of course support long lived certificates of nearly any validity period.

To revoke for an individual seat of a given TEMPLATE, select the seat and select REVOKE

downloads keytalk.com Ediit

keytalk Seol Common Name Ediit
Mo Edit
Seats
s 1n-Once Slots Disabled Ediit
Find Certificates
€
8 nd CSRs Certificate & Key Meta Information
mport Certificate Requests medium
@ mport Certificate
mport Certificates
B
7
[% mport Seats
@ Export Seats Card Verifiable Certificate (CvC) Information
{E} No CVC certificate found
&
O Configure the associated Internal Registration Authority Db user

Revoke all seat certificates. Enroll - request a certificate for the seat.

Click "View Orders” to see the overview of placed GlobalSign mssL certificate re-issuance orders requested for this seat

Alternatively REVOKE AND ENROLL can be chosen which results in the user’s revoked certificate
immediately being replaced.
This function is only available when REUSE CERTIFICATE is enabled in the TEMPLATE.
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16.5 Certificate pre-enrolment / enrolment

When issuing for example S/IMIME certificates, there will likely be a need to have the required certificates
already enrolled so the Admin can prepare his systems, such as an LDAP or AD address book directory.

Pre-enrolment and enrolment are only supported in KeyTalk when in the TEMPLATES certificate template
REUSE CERTIFICATE is enabled

Certificate Settings

v (il

Reuse Issued Certificate and KeyPair:
Only if the certificate is still valid for 24 ¥  hours

Allow DevID Self-Service Logins: [

Use TPM Virtual Smart Card: m

To pre-enroll for X amount of end-points/users, ensure you have a CSC or LDIF or XML file with the required
information and upload it into KeyTalk under DEVID USERS -> import

MAIN SERVICES AUYHENTICATIO ACCOUNT
View & EdExport

Import DevID users

File Name: Choose File No file chosen

File Format: csv v

Enroll Users after Import: LU G4

Note: KeyTalk service indicated in the imported file should already exist

IMPORT

IMPORTANT: Importing a SEAT set for a given TEMPLATE-group results in previous SEAT data for that
TEMPLATE being overwritten.
AD Attribute mapping to certificate field with pre-enrolment issuance of
certificates_requires an AD Service Account to be configured in the connected
KeyTalk LDAP Registration Authority module!
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16.6 Certificate propagation: S/IMIME email address book directory

KeyTalk makes use of LDAP based BIND to sends certificate updates to a target AD/LDAP and/or an
additional optional AD/LDAP source that can act as a public S/IMIME directory.

This allows any party using their AD, or 3 party who simply needs access to appropriate certificate
details for S/IMIME purposes, to add the certificate to its private and/or public repository as an address-
book url. Typically, an Active directory is used, and/or an LDAP.

To publish S/IMIME details of an X.509 certificate to a target AD or LDAP, activate this feature on the
TEMPLATE level:

LDAP/AD Settings

Install S/MIME certificate to LDAP: v L
Update Alt-Security-Identities in LDAP: [
LDAP URL:  ||daps://addressbook.mycompany.com &

Search Base: |ou=people,dc=mycompany,dc=com

Public LDAP Address Books: LDAP URL:

Search Base:

LDAP URL:

Search Base:

As a result, the target configured AD or LDAP will be provided with the relevant SIMIME details in its
appropriate native format, whereby attribute “userCertificate” is used

To additionally write the SIMIME details to a (semi)public LDAP or AD based address-book, ensure
that this LDAP/AD is configured under the LDAP/AD Authentication module as an (additional) LDAP
server, and ensure you checkmark Address Book Only.

16.7 Certificate propagation: AD AltSecurityldentities

Microsoft solutions allow for Single-Sign-On based on client certificates.

This requires the Active Directory on a user account level to be mapped to the issued user-certificate
using the attribute AltSecurityldentities.

KeyTalk can write the issued certificate to this attribute when this function is activated under the
applicable TEMPLATE and provided the TEMPLATE is connected to an LDAP/AD authentication
module, AND provided that a TEMPLATE User is defined in the LDAP/AD authentication module
connector.

LDAP/AD Settings

Install S/MIME certificate to LDAP: |

Update Alt-Security-Identities in LDAP: 04 uj

LDAP URL:  ||daps://addressbook.mycompany.com e

Search Base: |ou=people,dc=mycompany,dc=com

LDAP URL:
Public LDAP Address Books:

Search Base:

LDAP URL:

Search Base:

Note: When an updated certificate is issued the previous entry in the AD is updated only, no new entry
is added.

Alternatively for Admins who don’t want KeyTalk to write to their AD, they can use a Powershell script
to update their AD under their own manual control, as found under https://keytalk.com/support
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16.8 KeyTalk’s LDAP S/MIME secure email address book directory

Many customer’s do not wish to fiddle with their own LDAP or AD to make available their own secure
public address book for S/MIME detail lookup purposes.

KeyTalk offers as part of its certificate and key management solution a hardened (Open)LDAP for this
sole purpose.

This LDAP comes as a virtual appliance and allows for regular LDAP based address book lookups in
commonly used mail clients, but also includes a browser-based lookup function.

The following settings apply under KeyTalk’s Authentication LDAP module

[i]

URL: = Idap://<yourhostname> or ldaps://<yourhostname> L
. . [Tl

Bind DN: uid=admin,ou=People,dc=keytalk,dc=com L
Bind Password: * <yoursetpassword> ¥ show E]
Allow empty password: E
Base DN: * ou=People,dc=keytalk,dc=com

—
Service User: admin L
Service Password: <yoursetpassword> ¥ show
Address Book only: L4 E

(]

Address Book DN Template: *  |uid=$(email),ou=People,dc=keytalk,dc=com

Invalid LDAP bind attempts are considered as if invalid credentials were supplied by the KeyTalk user,
provided the LDAP server is physically accessible.

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button.

| oK ||  cHeck || cancer |

LDAPS CA Certificate LL
No Certificate Found

Choose File |No file chosen

NOTE: Make sure to follow these exact settings (other than the LDAP/LDAPS url settings), as the
custom LDAP schema has been configured to only work with these configurations. Ensure you check
Address Book only!!

The default password is:  Change!
You can download this virtual appliance SMIME LDAP secure email address book from the KeyTalk

website: https://www.keytalk.com/download#bas
The web-interface listens by default on http://<sethosthame>

In order to use https://<sethostname> , http://<setipaddress> or https://<setipaddress> a configuration
change is required as explained in the setup manual provided with the S/IMIME LDAP download.

The HTTP(S) based S/MIME address search allows for exact match only lookups of SIMIME public key
and certificate information in PEM and DER format.
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G

keytalk

SMIME / X509

ﬁestuser@keytalk.com -

Found 1 result(s).

testuser@keytalk.com [testuser@keytalk.com]

Download

You can also use this LDAP as your mail client’s address book, by adding it manually to your mail
client, (or have KeyTalk client 5.5.5 auto-configure this for your user’'s Outlook and MacMail):

nt Settings X

Directories and Address Books

You can choose a directory or address book below to change or remove it.

Email  Data Files RSS Feeds SharePoint Lists Internet Calendars Published Calenddfs Address Books

[ Change... X Remove
Name Type
Outlook Address Book MAPI

Change int

Directory Service (LDAP) Settings
You can enter the required settings to access information in a directory service.

Server Information

Type the name of the directory server your Internet service provider or

system administrator has given you. . .
Microsoft LDAP Directory X
Server Name: address. keytalk.com

Logon Information Connection Search
is server requires me to log on erver Settings
Ohi qui to log s Setting
Search timeout in seconds: 60
Specify the maximum number of entries 100
you want to return after a successful
Require Secure Password Authentication (SPA) search:

Search Base

(O Use Default

e
< (® Custom: ©eu=People,dc=keytalkdc=com
\

Browsing

["]Enable Browsing (requires server support)

KeyTalk IT Security | www.keytalk.com | Page 101

o

keytalk


http://www.keytalk.com/

16.8.1 REST API and KeyTalk client LDAP S/MIME address-book client auto configure

Under KeyTalk TEMPLATES an Admin can set the LDAP S/MIME server address-book details, the KeyTalk client
5.5.5+ can auto-configure a client present email program (currently Outlook and MacMail only), or the current REST-
API can fetch these details.

Set it in the KeyTalk virtual appliance under the appropriate TEMPLATE as:

Install secure email S/MIME certificate to LDAP: @

Update Alt-Security-Identities in LDAP: 0

LDAP URL:  |Idaps://<myldapfgdn> 0
Search Base: ou=People,dc=keytalk,dc=com

LDAP URL:

Public LDAP Address Books: Search Base:

LDAP URL:

Search Base:

Apply Address Books: ¥ E])

Each KeyTalk certificate template TEMPLATE can enable and disable specific external REST API calls to said
template. This allows for full control on whether manual only or external scripting is allowed.

REST API Settings

Certificate Retrieval API (RCDP)

Enabled REST API: IRIE T

Administrator API

L URCYRLYL Y

Self-Service API

16.9 Importing existing and new certificates

Many customers already have server and client certificates (and private keys) in their organization.
So it makes sense that these can be imported into the KeyTalk solution in order for KeyTalk to manage and (re)issue
these.

KeyTalk supports the importing of a single certificate (and private key), and requires a username/anchorpoint to be
defined. If no username/anchorpoint is given, then the non-blank CN value of the imported certificate is used.

The username/anchorpoint usually matches the value used by the user or end-point to authenticate itself with (such as
AD username or hostname)

Seats
Import Seat certificate
Find Certificates . B . y . " ;
Please supply a certificate in PEM, DER, PKCS#7 (P78) or PFX format. When a set name is not explicitly supplied, the certificate will be written under the seat having a GSR matching the certificate being imported
, otherwise under the seat having a name matching subject CN of the certificate. If no seat exists for the given CN or name, it will be created.

Find C5Rs
File Name: Template:

BB D

Import Certificate Requests Choose File | No file chosen 3rdParty _SMIME_QuoVadis v

Import Certificate @ ssword seat Name: Gwner Name:

o
4

|mport Certificates password for PFX or PEM with key optional seat name <no owner> ~

B
@
&
&
Q
&
3]
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KeyTalk also supports the mass importing certificates (and their private key):

=
B
@

Import Certificates Logged in as admin (system administrator)
keytalk
Seats

Import Seat certificates

Find Certificates - . . . e . : " " :
Please supply a ZIP or a TAR archive file containing certificates in PEM, DER, PKCS#7 (P78) or PFX format and/or certificate metadata. Each certificate found in this archive will be
written under the seat having a name matching a 'User Name' in the index file if found otherwise matching a subject CN of the certificate. If no seat exists for the given CN, it will

Find CSRs be created.

File Nam: Template: Password:
Import Certificate Requests
Choose File |No file chosen password for password-protected ZIP
Import Certificate

import Certificates c

Import Seats

Export Seats

ZIP archives might optionally be protected with a password. Only ZipCrypto encryption is supported for ZIP (not e.g.
AES256)

An archive MUST contain an index file called index.csv

the values are separated by commas

values containing blanks or commas should be enclosed in double quotes (Excel takes care of it)
values with double quote should be escaped with a double quote (Excel takes care of it)

index.csv MUST contain 3 columns separated by commas named: File Name, Password and User
Name respectively.

the first row is a header and contains row names above

a file can be in PEM, DER or PFX format; PEM must contain cert , and may contain a cert with a key
Password is either Pfx password or a password for the encrypted key in PEM

User Name, if non-blank, specifies a KeyTalk DevID user name to use for the cert/key

any error during processing of an individual certificate references in the index file are tolerated (e.qg. file does
not exist, password is not correct)

A sample mass import zip file can be found here:
https://downloads.keytalk.com/downloads/samples/sample mass-certificate-import.zip
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17 Certificate reporting and management meta-data

The KeyTalk CKMS provides reporting on managed certificates and keys.
As of firmware 6.4.2 Dashboard reporting got introduced, and will eventually replace the previous implementation of
reporting.

17.1 Dashboard reporting

Dashboard Last update: 4/18/2022, 354:51 PM

Expiring Certificates

Overview
Currently 7 certificates need renewing in the next 3 months, out of a total of 94 certificates managed

Listing

3
3
Validity Timeline
Issuing Timeline
2254
= Charts
=
@
-1
g
£ 15
¥
Ei :
C@ 0.75-
& o _ | :
Recently expired 0-31days 31-61 days 61-90 days
Dashboard Last update: 4/18/20:
Number of certificates issued in time
Overview
Listing e
€ g 1
g
g
8 validity Timeline T oo
P, D
Issuing Timeline 3
. s 0 + T T T T
-n Tuesday Wednesday Thursday Friday saturday sunday Today

Charts

z
g
2
E
-

Total certificctes
o
I

1 [ & 7 5 3 ] 2 B W 15 16 17 Today

<
3
8

Total certificates

B O PeoemwE Y

' T " T '
y June July August October November December January February March April
2022

M issued certificates

Overview Export all as CSV Lost update: 4/18/2022, 35451PM
Listing | 3 a
Valid Revoked Expired Expiring soon
Validity Timeline I
Name stont Expiration
Issuing Timeline L wlmm fmmm - - - - lmmmn -
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. Certificate validity

keytalk

Dashboard

B

Overview

Listing

Validity Timeline

B © D

Revoked (33)

Issuing Timeline

Charts
Expirec (24)
Issuers

DigiCert TLS RSA 5. (5)
clobai RS g5 - (4

Quovadis Issuing C...(24)
KeyTalk Signing CA (23)

GlobalSign 6CC RS . 1)

B O Y& WE

GlobalSign RSA OV ... (1) Globalsign GCC R3... (9)

GlobalSign Organiz.. (2)

17.2 Legacy reporting

l- : Certificate & Keys Report

keytalk

3 Main

Templates

Registration Authorities

Seats

[B] Aceounting
I ncamalk ) e Key Genera i N .
B cenificates And keys ey e stat . erRe 1 Function/Type/Lengt Location ! ¥
@ network N 01-01- .
®
Syst
€8} system ) o .
medium 1970 o
B admin
) 5 15-03-
22-03-2021 No 12345
) notifieations medium “ 2021
& ook medium o-or2023 251 No 12345
2022
2] 10gs Issusd To: adi keytalkloc s
) 3l keytolklocal " 8 04-202 21-04 -
ACTIVE Key: RSA 4096-bit medium 28-04-2025 2025 No
Issued To: ad2keytalklocal ) ; e 21-04-
i -04-20 o
Issued To: files keytalk.com 2-04-
’ 28-04-202 - o
ACTIVE Key: RSA 4096-bit medium 28-04-2025 2025 Ni n
Issued To: ktfortigate- 204
ACTIVE 000Lkeytalkcom medium 28-04-2026 500 No H

Key: RSA 4096-bit

The report results in an easy to understand overview of managed certificates and keys, and shows relevant meta data
as (additionally) provided

The report overview allowed tables to be renamed to fit the need of the customer.

0 certificates tound. Showing 1- 10

Purpose  Exportable C'.‘.ne

Certificate
Status

Wam Key
After Function/Ty

Expiration
Date

Significance
value

Key Generation/Storage

Key Name Location

Certificate/Key Info |
[Length
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c= Find Certificates

keytalk
Seats Manage Seat

Find Certificates Template: Kimservers
Find CSRs Seat Name: testl23 # Edit
Import Certificate Requests seat common Name: ) # Edit
SR e Seat Archived: No #  Edit
Import Certificates

Automatically Close Learn-Once Slots: ) Disabled # Edit
Import Seats

e —.

Export Seats Certificate & Key Meta Information ‘ Configure '

Significance Value: medium

Purpose:

Can Not be Used After:

Warning Threshold (days): 7

Card Verifiable Certificate (CVC) Information

No CVC certificate found

Configure Certificate & Key Meta Information

Template: kt-servers

Seat Name: testl23

significance Value: medium w
Can Mot be Used After: * 0 DD-MM-YYYY

Warning Threshold (days): * 7

RSA Key Size (bits):

key: ) No Key Exist 4096 E

csr: ) No CSR Exist

Key Generation/Stora ge Location:

Key Function/T \,.fpc'f Length:

Purpose:
Exportable:

Select from KeyTalk registered owners
Owner: * 0 Register a new KeyTalk owner
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18 User browser based self-service portal

Any end-point users who has a KeyTalk agent, can obtain a valid certificate from a given KeyTalk TEMPLATE

Most organizations have an IT TEMPLATE desk to help end-point users, but some organizations choose to give limited
control to an end-point user.

For this purpose, KeyTalk offers its webbased Self-TEMPLATE portal from any modern browser, reachable from:
https://<ip_address>:3000 or https://<FQDN>:3000

The portal allows an end-point user with a KeyTalk virtual appliance issued trusted valid client authentication
certificate, to Single-Sign-On authenticate using 2-way SSL over TLS to the KeyTalk Self-TEMPLATE portal.

The end-point user can:

View his known devices

Revoke his active certificates

See active certificate details

Manage within Admin set limitation new and existing trusted device slots

ANANENEN

End-point users can NOT reset their IDP passwords, as the KeyTalk virtual application server generally does not control
their IDP.

Each KeyTalk client DOES have the ability to change a password when it's about to expire, or when it has expired,
using the KeyTalk client, and provided appropriate configuration settings in KeyTalk support this.

To enable the self-TEMPLATE webbased portal, select its enablement for the appropriate KeyTalk TEMPLATE:
Certificate Settings

Reuse Issued Certificate and KeyPair: E]
Store Certificate to Client System Store: E]
v [
low DevID Self-Service Logins:
Number of manageable slots: | 2 ¥
Use TPM Virtual Smart Cara. =

Additionally, ensure that the KeyTalk virtual appliance enforces client certificate based login:

Select Login Method

keytalk
Admin Manage Access to KeyTalk Web Admin Panel and to Self-Service REST API

i You are logged in to the KeyTalk web admin panel as admin from KeyTalk IT Security KeyTalk-Admin.

Select Login Method .
< You have privileges
=

Manage Own Account You make use of authentication.
E’ ) Choose the way users login to the KeyTalk web admin panel.

Manage Other's Accounts Notice that self-service REST APl can be only accessible using certificate authentication.

1H

Operator Leases

S
@
&

[%'s]

O
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Other CA sources can be set as trusted as well for login purposes both for the self-TEMPLATE portal and management
Ul access. Set the additional trust here:

G=

keytalk

Certificates And Keys

Overview

Root CA
Primary CA
Primary Signing CA
Extra Signing CAs
Communication CA
Client-Server
WebUI

Client Login CAs

Public Trusted SSL

Third Party Signers

HSM

Backup & Restore

Generate Certificate Tree

Public Key:
SHAT Fingerprint:

CRL Distribution Paint:

Subject:
Issuar:

Serial Number.

Subject Altsrnative Names:
valid From:

valid Te:

signature Algorithm:
Subject Key Identifier:
Public Key:

SHAT Fingerprint:

[PE—]

{

RSA (2048 bits)
Obbfab87059595e8dlec48e89ebB8657c0ebaaeTl

http://crl.globalsign.com/rootcrl

C=BE 0=GlobalSign nv-sa OU=Root CA CN=GlobalSign Root CA
C=BE 0=GlobalSign nv-sa OU=Root CA CN=GlobalSign Root CA

04:00:00:00:00:01:15:4b:5a:c3:94

01-09-1998 1200 ( 01-09-1998 12200 GMT )
28-01-2028 12:00 ( 28-01-2028 12:00 GMT )
shalwithRSAENcryption
607b661a450d97ca89502f7d04cd34asfffcfdab
RSA (2048 bits)

blbc968bd4f49d622a089a81f21560152a41d828c

Click "Upload” to upload issuer certificate(s). You can supply multiple PEM or DER certificates in any combination.

A Please make sure to upload the entire certificate chain including the self-signed root!

Choose File

Choose File | No file chosen
U

No file chosen ) Choose File | No file chosen
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19 Network architecture: KeyTalk in a network and HA

While in its most simple form a single KeyTalk application server is used with an internal database user entry, and just a
client and/or server end-point, most production environments will run KeyTalk in a High Availability setup with multiple
connected components.

It can look like: https://downloads.keytalk.com/images/ktoverview.jpg
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The amount of KeyTalk application servers needed in a given network environment strongly depends on many factors,
most notably the required certificate key-length when KeyTalk is required to generate the key-pair on-demand, and the
amount of certificates that need to be issued per second.

Most customers choose to LoadBalance minimally 2 KeyTalk virtual appliances, which all get connected to a MySQL

cluster.
Other customers simply choose NOT to setup KeyTalk in HA and rely on a single KeyTalk instance which get auto
backup-ed several times a day. A single KeyTalk instance can support, based on its internal database, up to 400.00

certificates (and keys).
Most customer choose to run the KeyTalk virtual application server either in their DMZ, or in a separate VLAN.

NOTE: When using an LB, ensure that IP affinity is configured and HTTP passthrough is used. Its
possible to terminate TLS traffic however this will result in issues when using client certificate
based authentication.
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19.1 High Availability setup

When HA is required, the KeyTalk virtual appliance functionality can be separated from the database used to store
shared data. Shared data includes issued certificates and keys, certificate template information (TEMPLATES),
authentication connectors and much more.

As a result multiple KeyTalk virtual appliances can be configured behind a Load Balancer, and connected to a single or
clustered MySQL Db.

The MySQL Db must be minimally version 5.7.8, though most customer run version 8
The KeyTalk virtual appliance download, contains a preconfigured single instance of a MySQL Db.

For HA it is advisable to setup a MySQL cluster.

To configure the external MySQL, use:

Database Logged in as admin (system administrator)
keytalk
System

Y Database
] The database stores configuration of KeyTalk application server which includes: templates, licenses, registration authorities, user notifications, user lockout
= and user accounting information. Multiple KeyTalk application servers combined in a cluster share the same database.
= License
& Db Host: localhost

Time
& Daemons Db Port 3306

Settings Db Name: keytalk

Upgrade TLS Enabled: no

Shut Down ‘
Db Encryption Enabled: no

&

E
@

Report Problem

)

B % O ®

A preconfigured SSL certificate is shipped with the MySQL instance, but should always be replaced with a production
version since the private key is considered compromised and the SAN likely wont match.

19.2 High Availability and firmware upgrades

When HA is setup, and a firmware update is performed, the KeyTalk virtual appliance will share the firmware update
with the connected MySQL Db, which in turn shares it with all connected KeyTalk virtual appliances.

As a result, you can upgrade your firmware in a KeyTalk cluster within seconds.

The firmware upgrade will also update the MySQL schema to match new functionality and corresponding shared data
fields.

Should you ever find yourself in a situation where the MySQL Db schema is lower than that of your KeyTalk virtual
appliance, the MySQL Db will not be able to connect to the higher version of the KeyTalk virtual appliance, and the
KeyTalk virtual appliance will enforce the use of its internal Db.

If this ever happens, the KeyTalk virtual appliance will inform the (network) Admin and provide an update button to force
update the MySQL schema to match that of the KeyTalk virtual appliance firmware.

If you also ever get into a situation where your local Db settings need to be moved to the remote MySQL Db then,
simply backup your local Db using:
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l N = A The server will automatically reboot after importing host settings

keytalk Save Settings
Save the current system configuration to your computer.
System

Include Shared Settings:
01} Database
< _ Include Db Connection Settings:
=z License
@] Tinne Include HSM Connection Settings:
& Daemons Include KeyTalk Certificate Tree:
e
Upgrade
B Shut Down Settings Encryption Key (optional): o

Report Problem

e ——..

sve |
~—
Backup Settings

&

o

Periodically backup the current system configuration to a specified location.

Then connect the external MySQL, and import your backup settings using the Load Settings features.
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20 KeyTalk webUI management roles and strong authentication

The KeyTalk application server comes with 1 single local SysAdmin username and password.

All other KeyTalk management role settings and accounts are synchronized across all KeyTalk virtual appliances,
provided they are connected using the same MySQL (cluster).

KeyTalk currently differentiates the following roles:

Role Authorization

Local System Administrator | Full read/write access (account settings NOT shared to other KeyTalk instances)
Cluster Administrator Full read/write access for shared data (settings shared to other KeyTalk instances)
Auditor Full read only access (except for passwords and private keys)

Network Administrator Read/write access to Network, System, and local logs

TEMPLATE Admin Read/write access to designated TEMPLATES, Authentication Modules and

corresponding DevID user administration. At least 1 TEMPLATE must be assigned,
or the account is considered inactive.

(Mass-)enrolment and (mass-)revocation

Can approve 4-eye principle download requests of TEMPLATE Operators

TEMPLATE Operator Read/write access to designated DevID user administration. At least 1 TEMPLATE
must be assigned, or the account is considered inactive.
A 4-eye principle applies to downloading of active and historic certificates and keys.

Single certificate enrolment and singe certificate revocation

Read access to Authentication module settings and TEMPLATE template settings
(except for passwords and private keys)

SEAT Owner Same as TEMPLATE Operator except for individually assigned seats. Owners are
informed about “their certificate” or “their key”, but cannot login into the KeyTalk
management environment

Self TEMPLATE User Only active if the Self TEMPLATE portal on a TEMPLATE level is enabled.

Read access to his/her own account within the limitation of the set amount of device
slots

Write access to managing his/her own device slots, provided that this feature was
enabled by the Admin

Write access to request third party certificates, provided that this feature has been
enabled.

SSL Discovery Manager Used as the authentication account to submit KeyTalk SSL Scanner results to a
designated templated as authorized under the account.

While username/password based authentication is a basic necessity for initial setup, it is strongly advised to enable
strong authentication to the webUI for all roles.

KeyTalk can enforce valid client certificate-based authentication issued under the KeyTalk private CA or another
external CA, to its webUl when strong authentication is enabled by the KeyTalk System Administrator.

To enable strong authentication, make a backup first, and have the System Administrator enabled initially on just 1
virtual appliance, and once its verified to work properly, enable it on all active KeyTalk virtual application servers:
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.
C: Select Login Method Logged in o‘;;,

keytalk

Admin Manage Access t Configure Certificate Authentication

Select Login Method You are logged in to the
Common Name: admin

Manage Own Account You have system admir
Organization: * My Organization Name
Manage Other's Accounts You make use of passwi

Operator Leases Choose the way users Ic Organization Unit: * | |My department name
Notice that self-service |

< f oK CANCEL
0 With a certificate 1 [ ] [ ]

B @

E]
@
&

B % C "

Configure Certificate Authentication
Common Name: admin
Organization: *
Organization Unit: *

Internal Issuer: KeyTalk Demo Signing CA (details)

Extra Issuers: <not defined> (details)

BT

define the corresponding mandatory certificate Organization value and Organizational Unit value for the user “admin” (ie
ensure the user “admin” exists on your IDP), these values must match the values in the issued certificates for the
management roles.

Since client certificates are used for strong authentication, the System Administrator can choose to use whatever RA
source is used such as Active Directory, or existing Radius based tokens, and optionally leverage this authentication
with an additional KeyTalk hardware recognition authentication factor.

It is advised to at least define the admin account in the local KeyTalk Db to issue the initial Admin certificate under a
unique management TEMPLATE. This way setting up strong authentication before switching to an AD is easier to
control. When switching to for example AD, the username “admin” needs to be defined in the AD as a separate user, or
the value “admin” must come from a mapped AD attribute to the certificate CN (see LDAP/AD certificate attribute
mapping in chapter 12.2 of this manual.

Should a System Administrator ever be locked out of a KeyTalk application server, then login using the

KeyTalk CLI admin and run: /usr/local/bin/keytalk/www/reset-admin-passwd
This will set the login to factory default username/password.

KeyTalk IT Security | www.keytalk.com | Page 113

-—

keytalk


http://www.keytalk.com/

20.1 Enable external CA-source trust for strong authentication

The KeyTalk virtual appliance by default will only trust its own internal Certificate Authority as a source for certificates
used to authenticate to it.

Expanding the trust to other CAs requires these CA’s to be imported onto the KeyTalk virtual appliance as an additional
trust.

Ensure you get the entire CA tree of the external CA source, and import it in PEM or DER format in:

L
c Client Login CAs Logged in

keytalk
Certificates And Keys ; - q - .
Y Configure extra issuer CAs for client certificate logins to KeyTalk.
Overview Click "Upload” to upload issuer certificate(s). You can supply multiple PEM or DER certificates in any combination.

Root CA A Please make sure to upload the entire certificate chain including the self-signed root!

B ®

Primary CA

Primary Signing CA

Extra Signing CAs No file chosen __Choose File |No file chosen
Communication CA

Client-Server No file chosen

WebUI

Client Login CAs

Public Trusted SSL
Third Party Signers

HSM

BSOS nE

Backup & Restore

Generate Certificate Tree

20.2 Active Directory for Management Access

The KeyTalk virtual appliance by default will only make use of its own defined user accounts and designated
authorization roles as defined in:

quqge Other's Accounts Logged in as admin (system administrator)
keytalk
Admin . . .

Role Email Mobile togin Certificate Login Permissions Actions
—~ Phone Name settings
oy Select Login Method oN: bas

o Manage KeyTalk templates assigned to i ﬂ

= . N Ed
= Manage Own Account manager b.barnau@keytalk.com +31631940129 groupuserl gu?okg:’.rcaﬁgwpany him/her (currently unassigned) Edit
& Manage Other’s Accounts
20
- Operano o
Certificate and Key Owners
% Name Email Mobile Phone Permissions Actions
@ mike Owner of certificote/keys for KeyTalk templates assigned to him/her (curremly unassigmed) Edit ﬂ
&

Myname Owner of certificate/keys for KeyTalk template test Edit ﬂ

Each defined KeyTalk management user account can be mapped to specific client authentication certificate subject
meta data.
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Configure Certificate Authentication

Common Name: * Dave McFarland
Organization: = My Company

Organization Unit: * |IT Networking

Internal Issuer: KeyTalk Signing CA (details)
Extra Issuer: GlobalSign PersonalSign 2 CA - SHA256 - G3 (details)
[ oK ] [ CANCEL ]

By creating a KeyTalk TEMPLATE, that gets connected to the company AD/LDAP (under Authentication Modules), and
optionally restricting the Bind to at least 1 matching Security Group, for example:

Edit LDAP Match Settings for Service KeyTalk_Corporate

Filter

Attribute name Attribute match mode Attribute value
HWSIG NONE v $(hwsig) (SAMAccountName=$(userid})
HWSIG NONE v $(pincode) (sAMAccountName=$(userid))
SUBST v IT-ADMIN (sAMAccountName=$§(userid))

memberOf

You can issue client certificates to your KeyTalk Management staff , enabling them to login into the KeyTalk
Management Portal, using strong certificate based two SSL over TLS authentication, based on their regular AD

credentials.
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21 Log files and reports

Each KeyTalk application server keeps track of 1 log file per Daemon:

Daemon Purpose

AuthD Deals with all incoming and outgoing authentication requests

CAD Deals with anything Certificate Authority related, both internal CA and external CA

RDD KeyTalk’s daemon traffic cop, it ensures inter daemon traffic gets properly regulated and enforces
only valid traffic to get passed. Also keeps track of time

WebUI Tracks any changes made through KeyTalks administration webUI

While the KeyTalk application server does keep local logfiles for immediate trouble shooting purposes by either the
Network Admin or the Sys Admin, these local logfiles do rotate every 1500 lines, whereby only the last 4 rotated logs
are only the youngest log is visible in the WebUI.

Depending on the chosen loglevel the local logfile rotation will happen sooner or later when the 500 line max is
reached.

In order to provide proper support, monitoring and auditing, it is highly advisable for production purposes to configure
the KeyTalk application server(s) to send their logfiles to a remote syslogserver.

From the remote syslog or SIEM server, logfiles can be concatenated, analyzed and report information can be directly
extracted.

Optionally a CLI Admin may choose to set SNMP by installing the SNMP package for Ubuntu using the standard
available SNMP package and configuration options.

With time being very important for the issuance of X.509 certificates, KeyTalk enforces the use of UTC across its

solution. However, the Network Admin or Sys Admin can set a time zone correction for logfile purposes when the rest of
their network logfiles use for example local time only, this results in 2 timestamps in your logfiles.

AUTHD LOgS Logged in as admin (system administrator)
keytalk
Logs . - q q
9 Authentication Daemon Logging Settings

[ AUTHD Logs
< Local Logging Severity: © v
S
= CAD Logs
& RDD Logs Remote Logging Enabled:
- WESEgE Remote Log Server: 192.198.32.45|

SCEP Logs

Remote Logging Severity: * v

Remote Log Server Time Zone <Use KeyTalk Server Time Zone> ( UTC+0:00) v

Authentication Daemon log (last 500 entries)

=
E]
@
&
&
Q
&

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvv e ——————
2021-10-06T19:53:56.949068+00:00 pocl authd[2554: << 2554>> [ERROR] startDevidGcService(): Error setting up DeviD garbage collector service
2021-10-06T19:53:57.949282+00:00 pocl authd[2554]: << 2554>> [ERROR] startDevidGeservice(): Error setting up DeviD garbage collector service

2NN_IN_NRTIOR2RE ARIZR2LANNN mAnl miithAlORR AT 7 9RRAS s [EDDADT strmtnavidRACaruinal \ Crvar cattina 1im Nauil Anrhams ~nllantar sarina

Port and format:

port 514, TCP or UDP
standard rsyslog format <PRIORITY><TIMESTAMP> <PROGRAM>[<PID>] MESSAGE

https://rsyslog-5-8-6-doc.neocities.org/rsyslog conf templates.html
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22 KeyTalk agents, clientless and automated/manual enrolment

22.1 Why a client/API footprint?

KeyTalk primarily uses a client/API footprint in order to ensure security, compatibility, user-experience, and certificate-
use-case feature support, such as key-and-certificate-roll over for SIMIME, across all end-points in need of certificates.

Manual enrolment is ofcourse supported using KeyTalk WebUI interface.

Other protocols such as SSH can be supported, just let us know what you need and why you need it, as we often find
that the requested protocol does not meet the end-goal of the envisioned customer project.

For a “clientless” enrolment KeyTalk also supports MDM, whereby MDM integrations are added based on customer
use-case, as well as SCEP (for Intune).

22.2 Client enrolment, clientless experience

KeyTalk generic agents are available through the regular app stores for Android and iOS and MacOSX
Simply have an end-user download these, send them your KeyTalk configuration file. The app will guide your user to
obtain the certificate and key-pair

Similarly, the KeyTalk generic clients for Linux, Mac, Windows, Android and iOS, are available as stand-alone installers,
allowing any enterprise to enroll the KeyTalk clients in any way they are used to already.

Additionally, for all its clients, KeyTalk provides the source code through GitHub, allowing customers to self-compile the
client including the configuration file(s) for enrolment purposes, or ask KeyTalk to compile such clients with
configuration file for you. GitHub access is provided to customer only.

Most admins are mostly concerned about the Windows KeyTalk client enrolment.
Since the KeyTalk client comes as an MSI installer the most commonly use push mechanism is using VBSCRIPT:

cscript /nologo MsiSilentinstall.vbs path\\to\\msi [ full-path\\to\\rccd [rccd-proxy-user rccd-proxypassword] ]
Example: msiexec /i KeyTalk.msi /qn RCCDPATH=http://keytalk.com/demo.rccd

A sample script for Windows enrolment is provided with the windows client download.

With the support of Kerberos on Windows devices, and renewal scripts running as a scheduled task, an end-user is
given a client-less experience.

Using MDM such as Mobile-Iron or Intune creates a true clientless experience, as does the use of SCEP (for Intune)
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22.3 Apple end-point device support iPhone/iPad/Mac
Apple enforces apps to make use of secure connections.
Since the KeyTalk by default makes use of its own internal CA, an Apple device will not trust an internal KeyTalk CA

based TLS connection, without having the user either manually add the KeyTalk internal CA trust, or have it pushed by
an MDM.

In order to end-user friendly support Apple based end-points, KeyTalk by default expects a globally trusted certificate
issued by a trusted Certificate Service Provider (CSP) who’s issuing CAs are pre-trusted on Apple devices.

To set a CSP certificate, you need to set it under: CERTIFICATES AND KEYS -> Public Trusted SSL

Either upload it manually:

Provision by uploading manually

Cerlificate and Key: | Choose File | Mo file chosen

| Choose File | Mo file chosen
| Choose File | Mo file chosen

| Choose File | Mo file chosen

Or configure automated enrolment and replacement by KeyTalk itself, based on a configured TEMPLATE set to issue
certificates from a supported CSP.

Configure automatic provisioning of Public Trusted SSL certificate and key.

When enabled, the last valid certificate and key of the given seat will be automatically installed for Public Trusted SSL, overwriting a manually uploaded one, if any. If no valid certificate found for the given seat it will be automatically enrolled
test -

mykeytalkserver. mydomain.com

NOTE: In a HA KeyTalk environment, this certificate must contain a SAN that contains all applicable FQDNs
matching the FQDN of the individual KeyTalk servers, or the FQDN used by the Load Balancer.

NOTE: Though ports 8443 and 4443 are primarily meant for support of Apple Device, these can also be use for
any of the other KeyTalk clients, ensuring you don’t just rely on the KeyTalk internal CA.
Simply generate a KeyTalk config file (RCCD) using port 4443 if you want it used across all your end-
points. Apple KeyTalk apps will auto convert port 443 to port 4443 and 8443

NOTE: If for whatever reason an internal domain needs to be supported, for which a trusted certificate cannot
be issued, you can download the KeyTalk private CA generated client-server certificate and key from
“Certificates and Keys” and upload it for Trusted Mobile SSL purposes. This does however require you
to set the private CA (Primary and Communication CA certificate) as trusted on Mac and Android
devices due to sandbox restrictions.
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22.4 Mobile Device Management (MDM) support

KeyTalk provides functionality to push generated certificates and keys to one or multiple Mobile Device Management
solutions.

22.4.1 Mobilelron Core

When a certificate and key is issued for a particular end-point or user, then the certificate and key can also be sent to
Mobilelron by means of Mobilelron’s “User Provided” Certificate Enrollment.

First ensure that Mobilelron is configured for User-Provided certificate enroliment:

To specify the settings for a user-provided certificate enrolment setting:
1. Goto Policies & Configs > Configurations and click Add New > Certificate Enroliment >
User-Provided.

2. Use the following guidelines to specify the settings:

Name: Enter brief text that identifies this setting.

Description: Enter additional text that clarifies the purpose of this setting.

Display Name: Enter the name that will appear on the user portal where device users upload their
certificates. This name also appears in Mobile@Work if Mobile@Work prompts the
device user for a certificate’s private key password.

Require Password: This option requires the user to provide a password for the certificate’s private key
when uploading a certificate associated with this certificate enroliment setting.

Important: Always require a password!!

Del PrivKeys After: Select the number of days after a user-provided certificate is uploaded
to Mobilelron Core after which Core deletes the private key and, if provided, its
password, from Core.

The default is None, which means Core does not delete the private key and its
password.

3. Click Save
4. Add the appropriate labels to the created User Provided certificate enrolment profile.

mobileiron
CORE Dashboard Devices & Users Admin  Appis Policies & Configs Services

Symphony Solutions

Configurations

Ac nr-bels: v P Configuration Type:

Mame| Android b )figuration . Bundle/Package ID Description
Exchange
| Emai i
| WiFi !
| ven !
LogEncryption )
AppConnect >}
Certificates !
Blue Coat
{ Docs@Work Client-Provided
| web@work Entrust
Apple P | GlobalSign
| Windows ¥ | Local
Client TLS OpenTrust
| MTD Activation Single File Identity

§ SCEP
1 Symantec Managed PKI

| Symantec Web Services Managed PKI
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KeyTalk side the username used to issue the certificate to, must match the same username used in Mobilelron.

Simply configure your configured TEMPLATE in the Mobilelron target TEMPLATE:

Mobile Device quqgement Logged in as admin (system administrator)
keytalk

Templates Configure Mobile Device Management

Configure

Select Template AD-test &7
Mobile Device Management

Email Disclaimers

SCEP Apply certificates to Mobilelron Core O

Mobilelron Core URL: *

Admin User: *

Certificate Enrolment ID: *

Your Certificate EnrollmentID (CEID) is obtained by means of an APl command towards your Mobilelron MDM, using
the following command:

curl -k -sS -u user:Password! -XPOST -H "Content-Type: application/json”
'https://[mymobileiron.mydomain.comp/api/v2/configuration/CE/USER_PROVIDED/all/getAllUserProvidedCertificateDet
ails' -d {"userld": "[myadminuser]"}

Returned value (19) will look similar to:
{"results™:[{"name":"Keytalk","id":19,"caProtocal":"USER_PROVIDED","rowType":"ADMIN","description":"Keytalk
enrollment"}],"resultCount":1}keytalk @somename:~$

Pressing SAVE will result in KeyTalk validating:
= the SSL certificate trust of the HTTPS url (default trust are all valid Public Trusted Certificate Providers)
= the entered CEID
= validating the Admin User credentials

Should an error occur, kindly check the WEBUI log. (for more details use Report Problem and check
VAR/LOG/KEYTALK)

To test a certificate push to Mobilelron, go to the SEAT of a user containing a proper S/IMIME certificate and key, and
select Push to MDM.

If an error occurs, kindly check the WEBUI log for more details (for more details use Report Problem and check
VAR/LOG/KEYTALK)

While a full Mobilelron Core user will work, Mobilelron recommends using minimal authorization rights, which should be:
API

Managed certificates
View certificates
Manage configuration
View configuration

AN NI NN

Should this not work, kindly contact your Mobilelron vendor or specialist
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KeyTalk certificate and key related functions to Mobilelron flow:

Auto-request /
renew and generate
certificate and key
in KeyTalk
Oor
Manually uplead
certificate and key
in KeyTalk

Manually revoke in
KeyTalk

or

REST-API roveke

through KeyTalk
Oor

KeyTalk auto-detect
revecation

Manually push
existing certificates
from KeyTalk to
configured MDM

While KeyTalk will automatically process new manually and automatically obtained certificates and keys, and as a result

KeyTalk push
cortificate and key
as P12/PFX and
installation
password to
configured MDM

KeyTalk removes
certificate and key
from MDM

KeyTalk pushes
certificate and key
as P12/PFX and
installation
password to
configured MDM

push them to Mobilelron, an Admin can also opt to push already present certificates and keys from KeyTalk to the

configured Mobilelron Core.

Go to issued certificates under SEATS -> Select the certificate template -> generically push all certificates or select and

individual user:

Click "Store Certs to MDM" to (re)submit all the user certificates to the configured Mobile Device Management.

| STORE CERTS TO MDM |
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22.4.2 Office 365 Intune

21421 BETA Disclaimer

Microsoft’s Graph API for Office 365 Intune is still in beta and deemed not yet generally available by Microsoft.
As aresult, while Microsoft keeps the status in beta, KeyTalk cannot guarantee that the implemented interface
will continue to work as intended. Should the interface cease to work due to Microsoft making updates to the
beta Graph API and/or its current implemented workflows, then KeyTalk will make updates accordingly in its
next firmware release. In the event that this should happen, kindly do let our support department know.

22.4.2.2 Introduction

Microsoft’s Office 365 Intune has 2 modes to deploy certificates:
= SCEP/NDES based (used for certificate based authentication unique to the device)
= Imported PKCS based (used for SIMIME)

KeyTalk has been certified by Microsoft as one of few companies to support both deployment methods:
https://docs.microsoft.com/en-us/mem/intune/protect/certificate-authority-add-scep-overview
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-imported-pfx-configure#support-for-third-party-partners

22.4.2.3 High level flow and requirements PKCS import PFX (ie SIMIME certificates)

Unlike some other MDM solutions, Microsoft’s Office 365 Intune relies on the UPN of a user being used to deploy the
certificate. So ensure your users authenticate with their UPN, or ensure that in the KeyTalk CKMS management
interface for the Intune connector is configured to fetch a users UPN from the AD attribute.

A PFX contains a certificate and public-private keypair. Each PFX is protected with a password, which gets randomly
generated by your KeyTalk CKMS.

To ensure a PFX file cannot be decrypted by someone with access to the Intune Management Console environment,
the PFX installation password gets encrypted with a Intune enrolled device unique key.

This key in turn is encrypted using an a-symmetric key principle, whereby the enrolled device encrypts its unique key,
and sends it over the Intune Management Console to the KeyTalk CKMS.

KeyTalk CKMS encrypts the PFX password with this received key, and sends it to the Intune environment, which sends
it to the enrolled device, allowing the device to locally install the PFX using its decryption key.

Currently Microsoft relies solely on a Windows server to ensure the keypair, used to encrypt/decrypt the Intune enrolled
device PFX installation password encryption key, is securely generated and stored.

This Windows server needs to be configured with several components as outlined in the next steps. Optionally an HSM
can be configured with this Windows server, but this configuration will not be covered in this guide.

1\
.

Windows Server Certificate KeyTalk CKMS
PFX Connector Authority / CSP virtual appliance
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22.4.2.4 KeyTalk Office 365 Intune S/IMIME deployment connection configuration steps

224241 Set up the PFX Certificate Connector
Requirements:
- Windows Server with .NET 4.7.2 Framework or higher installed, and support for TLS 1.2 enabled
- The Microsoft Certificate Connector requires access to the same ports as detailed for managed devices, as
found in Microsoft’s device endpoint content (https://docs.microsoft.com/en-
us/mem/intune/fundamentals/intune-endpoints#access-for-managed-devices)
- To allow the Certificate Connector to auto update: ensure the firewalls are open to allow the connector as
running on your Windows server to contact autoupdate.msappproxy.net on port 443.

Step 1: Download the latest Certificate Connector using these steps:
Go to your Endpoint Manager using your Intune organizational account and select -> Tenant Administration ->
Connectors and Tokens -> Certificate Connectors -> Add (optional) -> Download the certificate connector
software from the provided URL.

) Install the certificate connector
5 Connectors and tokens | Certificate connectors

Step 2: Ensure the proper ports are open (see Requirements)

Step 3: Install the Certificate Connector on your Windows Server as administrator, after installation select ‘Configure’
Alternatively you can run the ‘Certificate Connector for Microsoft Intune’ app as administrator should you
already had it installed.

Step 4: Select “PKCS imported certificates” in section Features
Welcome

BT
Features

Service Account
Select the features to enable or disable.®

Proxy

[ Jscer @
Prerequisites D PKCS e
Azure AD Sign In PKCS imported certificates @
Configure [] certificate revocation @

Finish

Step 5: Choose SYSTEM account or enter service user credentials under ‘Domain account’ in section Service Account
Step 6: Optional: Configure Proxy settings
Step 7: Log in to Azure AD

Step 8: The Configuration step should happen automatically after which you can finish.
If the Configuration step fails, please verify that you ran the installer or ‘Certificate Connector for Microsoft
Intune’ as administrator
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https://learn.microsoft.com/en-us/mem/configmgr/core/plan-design/security/enable-tls-1-2-server
https://docs.microsoft.com/en-us/mem/intune/fundamentals/intune-endpoints#access-for-managed-devices
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https://endpoint.microsoft.com/#home
https://endpoint.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminConnectorsMenu/~/certConnectors
https://go.microsoft.com/fwlink/?linkid=2168535
https://go.microsoft.com/fwlink/?linkid=2168535

Step 9: Download the IntunePfxImportHelper.zip as found here:
https://downloads.keytalk.com/downloads/tools/IntunePfxImportHelper.zip
Validation SHA2: 7FASD28F9ED81C69174B34232D63ADF9896465066748FA2B91FA8E81441637AD
The latest version can also be found here: https://github.com/microsoft/Intune-Resource-
Accessltree/develop/src/PEXImportPowershell

Step 10 Extract all files from the zip file on the target Windows server to a local folder

Step 11 Open PowerShell 5.1 as administrator, and navigate to the directory where the zip contents are extracted.
PowerShell 7 as administrator uses slightly different installation commands as of step 13

EN Administrator: Windows PowerShell

PS C:\intune>

Name Value

ition

mpatibleVersions
BuildV ion

Step 12 Ensure the IntunePFXImportHelper files aren’t blocked by Windows, by performing the following command:
Get-ChildItem *.* -Recurse | Unblock-File

Afterwards reboot the server for the unblock to take effect.

Step 13 In the listed commands you can edit "Microsoft Software Key Storage Provider" to a different Key Storage
Provider, "PFXEncryptionKey" to a different Key Pair Name and "C:\exportPFXEncKeyTest.pub" to a different
file path)

Ensure you can execute the command unrestricted in Powershell. Perform the following command:
Set-ExecutionPolicy -ExecutionPolicy Unrestricted -Scope Process

Do not close Powershell to ensure the unrestricted execution policy remains in effect.

Run the following commands either for PS5 or PS7
PS5: Import-Module <ABSOLUTE DIR PATH>\IntunePfxImport.psdl
PS7: Import-Module <ABSOLUTE DIR PATH>\IntunePfxImport.psdl -UseWindowsPowerShell

Add-IntuneKspKey "Microsoft Software Key Storage Provider" "PFXEncryptionKey"

Export-IntunePublicKey -ProviderName "Microsoft Software Key Storage Provider" -
KeyName "PFXEncryptionKey" -FilePath "C:\exportPFXEncryptionKey.pub" 1

LN Administrator: Windows PowerShell - O X
C:\intunepfx> Import-Module C:\Intunepfx\IntunePfxImport.psdl
C:\intunep d-IntunekKspKey
C:\intunepfx> Export-IntunePublicKey

C:\intunepfx> o

Step 14 Note down / store the Key Storage Provider name, Key Name & Public Key when configuring KeyTalk for use
with Intune
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22.4.2.4.2 Set up Azure Enterprise Application rights
The Enterprise Application/tenant requires additional permissions to allow certs to be pushed to Intune by KeyTalk.

Step 1: Login to https://portal.azure.com/

Step 2: Select Azure Active Directory

Step 3: Select app registration and select New registration:

= Microsoft Azure P Search resources, services, and docs (G+/)

All services > KeyTalk 1BV

= KeyTalk 1 BV | App registrations  »

Azure Active Directory

@ Endpoints ﬂ Troubleshooting O Refresh i Download Preview features ,O\’_'] Got feedback?

O overview

K& Preview features
ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continu

#. Diagnose and solve problems will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Manage
All applications Owned applications  Deleted applications
&n Users —
& Groups

) Start typing a display name or application (client) ID to filter these r... +V Add filters

BE External Identities

. 1 applications found
4. Roles and administrators PP

Display name T Application (client) ID

[l Adeninicteatiin cniee

Step 4: Configure the app registration

Microsoft Azure 2 Search resources, services, and docs (G+/)

All services > KeyTalk 1BV >

Register an application

The user-facing display name for this application (this can be changed later).

‘ KeyTalk Zure AD Connector

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (KeyTalk 1 BV enly - Single tenant) @

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

e
MC client/native (mobi\m |(keyta|k:f‘/auth ) v
I [

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies !

<
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Step 5: Write down the client and tenant ID

li] Delete & Endpoints Preview features

O fearch (Ctri+/) «

Overview

A Essentials
& Quickstart
Display name KeyTalk Zure AD Connector
#’ Integration assistant

Application (client) ID : 514661e1-894c-4f65-b71f-0224b55cd7dd

Manage Object ID €9705f3c-4ab4-4172-9e96-de1eaB928715

:> Directory (tenant) ID

Supported account types : My organization only

Branding & properties 2dbf3%ed-6cf5-4d42-9697-d70427f52425

2 Authentication
Certificates & secrets
1! Token configuration

9 APl permissions

Client credentials
Redirect URIs

Application ID URI

Managed application in I..

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

: Add a certificate or secret

: Qweb, 0 spa, 1 public client

Add an Application ID URI

KeyTalk Zure AD Connector

@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security

but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

@ Expose an APl

Step 6: Configure a client secret and note the set client secret and expiration date (!!) and set a reminder to

set the new client secret before it expires (!!)

Manage
Branding & properties
Federated credentials (0)

Certificates (0)

3 Authentication Client secrets (0)

Ce

ates & secrets

11! Token configuration
+ New client secret

-2~ API permissions

-

Expires

Description

Expose an API

No client secrets have been created for this application

App roles
48 Owners
&« Roles and administrators

Wl Manifest

Add a client secret X

Description | KeyTalk Azure AD Client Secret ‘

Expires | 24 months ~ ‘

Certificates (0) Client secrets (1)  Federated credentials (0)

Value @

0 Application registration certificates, secrets and federated credentials can be found in the tabs below.

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ New client secret

Description Expires Value (0

KeyTalk Azure AD Client Secret

Step 7: Configure an ACCESS token claim
[0 seachiculen | « AP Got feedback?

g Jverview i i
B Cverview Optional claims

& Quickstart . . ) B b .
Optional dlaims are used to configure additional information which is returned in one or more tokens. Leam morer!

T Add optional claim Add groups claim

Claim T

# Integration assistant

Manage
B Branding & properties
Description
3 Authentication
No results

Certificates & secrets
I! Token configuration
2 APl permissions
& Expose an API

i app roles
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Secret ID

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

Secret ID

[ 1c615a42-8c07-4d0e-85a1-bd1c6b5ad15e [ [E]

Token type Ty

Optional settings
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Add optional claim

Once a token type is selected, you may choose from a list of available opticnal claims.

* Token type

Access and ID tokens are used by applications for authentication. Learn more)

O

ctaim . <]

preferred_username

pwd_exp

pwd_url

sid

tenant_ctry
tenant_region_scope
upn

verified_primary_email

verified_secondary_email

vnet

Description

Provides the preferred username claim, making it easier...

The datetime at which the password expires

A URL that the user can visit to change their password
Session ID, used for per-session user sign out
Resaurce tenant’s country/region

Region of the resource tenant

An identifier for the user that can be used with the user...

Sourced from the user's PrimaryAuthoritativeEmail
Sourced from the user's SecondaryAuthoritativeEmail

VNET specifier information

Add optional claim

Some of these claims (email, family_name, given_name, upn) require Openld Connect
scopes to be configured through the API permissions page or by checking the box

below. Learn more

Turn on the Microsoft Graph email, profile permission (required for claims to appear in

token).

Step 7: Configure API permissions, Grant Admin consent:

Manage

Configured permissions

& Branding & properties

and consent

Certificates & secrets + Add a permissi€] ~ Grant admin consent for KeyTalk 1 BV
"

Token configuration
= API permissions

& Expose an AP

API / Permissions name Type Description

v Microsoft Graph (3)

email Delegated  View users' email address
HL App roles
PP profile Delegated  View users' basic profile
& Owners
& Ow UserRead Delegated  Sign in and read user profile

& Roles and administrators

M Manifest

To view and manage permissions and user consent, try Enterprise applications

Support + Troubleshaoting
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Admin consent requ...

No

No

No

Status

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of cenfigured permissions sheuld include
9 Authentication all the permissions the application needs. Learn more about perr
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Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in KeyTalk 1 BV? This will update any existing admin consent records this application already has to match what is listed
below.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission /' Grant admin consent for KeyTalk 1 BV

APl / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (3) e e
email Delegated  View users’ email address No Yranted for KeyTalk 1BY ==+
profile Delegated  View users’ basic profile No Gpanted for KeyTalk 1BV ===
User.Read Delegated  Sign in and read user profile No Qanted for KeyTalk 1BY ==+

To view and manage permissions and user consent, try Enterprise applications.

- Mi ft Graph
Step 8: Add Microsoft Graph APl permissions: Qs} crosott Brap

https://graph.microsoft.com,
Select (API) Permissions and add at least:
o Microsoft Graph - DeviceManagementConfiguration.ReadWrite.All — Delegated
o Microsoft Graph - DeviceManagementConfiguration.ReadWrite.All — Application
o Intune - pfx_cert_provider - Application
Request APl permissions X
nnector | APl permissions 2

CAll APIs
Microsoft Graph
https://graph.microsoft.com/ D:

() Refresh 2 Got feedback?

A\ You are editing permission(s) to your application, users will have o What type of permissions does your application require?

Delegated permissions
Your application needs to access the API as the signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

@ The "Admin consent required” column shows the default value for ¢
organizations where this app will be used. Learn more

Configured permissions

Applications are authorized te call APIs when they are granted permis
all the permissions the application needs. Learn more about permissic

Grant admin consent for KeyTalk 1 BY

API / Permissions name Type Description
Select permissions expand all
-
‘/D DeviceManagementConfiguration <_ | x

0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
used. Learn more

Permission Admin consent required
\“ DeviceManagementConfiguration (1)

D DeviceManagementConfiguration.Read.All O

Read Microsoft Intune Device Configuration and Policies

. DeviceManagementConfiguration.ReadWrite.All © ¥
~ es
Read and write Microsoft Intune Device Configuration and Policies
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Request API permissions X

mnector | APl permissions
<Al APIs

O Refresh R'_'] Got feedback? @ Microsoft Graph @
https://graph.micresoft.com/ "Docs !

A\ Vou are editing permission(s) to your application, users will have to What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a

signed-in user,

@ The "Admin consent required” column shows the default value for ¢
organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permis
all the permissions the application needs. Learn more about permissic

-+ Add a permission

API / Permissions name Type Description

Grant admin consent for KeyTalk 1 BV

Request API permissions X
anector | APl permissions
< All APIs
(D Refresh &7 Got feedback? ; Intune

https://api.manage.microsoft.com/ Docs
A You are editing permission(s) to your application, users will have to

@ Intune APis are available via the Microsoft Graph API. You may want to consider using Microsoft Graph instead.

L - P
0 The "Admin consent required” column shows the default value for ¢ What type of permissions does your application require?

in organizations where this app will be used. Learn more

Delegated permissions

Rpplication permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

Configured permissions signed-in user.

Applications are autharized to call APls when they are granted permi
all the permissions the application needs. Learn more about permissic

Grant admin consent for KeyTalk 1BV

API / Permissions name Type Description
Select permissions expand all
2 pfx S
Permission Admin consent required

/' Permissions (1)

pfx_cert provider (O
Yes

PFX certificate management
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Step 9: Grant admin consent

# Integration assistant

Configured permissions
Manage

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Branding & properties all the permissions the application needs. Learn more about permissions and consent

2 Authentication -
—+ Add a permissig®  ~/ Grant admin consent for KeyTalk 1 BV
Certificates & secrets

API / Permissions name
1l Token configuration

 Intune (1)
4 APl permissions . ;

pix_cert_provider

& Expose an API

v Microsoft Graph (5)
fL Approles

Type

Application

DeviceManagementConfiguratic Delegated

s Owners

DeviceManagementConfiguratic Application

dls Roles and administrators

email
 Manifest

profile
Support + Troubleshooting serRend

2 Troubleshooting

Grant admin consent confirmation.

Delegated
Delegated

Delegated

Description

PFX certificate management

Read and write Microsoft Intune Device Configuration and...

Read and write Microsoft Intune device configuration and ...

View users’ email address
View users' basic profile

Sign in and read user profile

Admin consent requ...

No
No

No

Status

A\ Notgranted for KeyTalk _ +=«

A\ Notgranted for KeyTalk | +=«

A\ Notgranted for KeyTalk |+«

@ Granted for KeyTalk 1 BV
@ Granted for KeyTalk 1BV

@ Granted for KeyTalk 1BV

Do you want to grant consent for the requested permissions for all accounts in KeyTalk 1 BV? This will update any existing admin consent records this application already has to match what is listed

below.

¢-j“

APl / Permissions name
~ Intune (1)
pix_cert_provider

~ Microsoft Grap

DeviceManagementConfiguration. ReadWrite. A
DeviceManagemantConfiguration ReadWrite A
emai

profile

User.Read

User.Read All

User.Read.All

Type

Application

Delegated
Application
Delegated
Delegated
Delegated
Delegated

Application

Description

PFX certificate management

Ad... Status

(<]

Yes

Read and write Microsoft Intune Device Configuration and Policies  ves

Read and write Microsoft Intune device configuration and policies  Yes

View users' email address
View users' basic profile
Sign in and read user profile
Read all users' full profiles

Read all users' full profiles

The above shows permissions for KeyTalk in regards to:
= AzureAD Authentication user/account validation
= AzureAD account attribute reading (usually for UPN lookup and/or certificate attribute mapping)
= Writing PFX certificates to Intune
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224243

Finalize KeyTalk configuration for Intune and push S/IMIME PFX to Intune

Step 10: Finalize configuration in KeyTalk for Intune.

.

keytalk

Templates

Configure
Template Groups
Management
Email Disclaimers
SCEP

F5 Load Balancers

2
E]
@
&
&
Q
&
il

Mobile Device Management

Configure Mobile Device Management

==

Select Template: KeyTalk _SMIME v
Apply certificates to Mobilelren Core:
Apply certificates to Microsoft Intune:
Certificate Purpose: unassigned v

Pfx Certificate Connector Key Storage Provider: * Microsoft Software Key Storage Provider

Pfx Certificate Connector Key Name: ©

PFXEncryptionKey

No Public key set

Choose File | No file chosen

Pfx Certificate Connector Public Key

Azure URL https:/login.microsoftonline.com
Tenant D: *
Client ID: *

Client Secret

=>
—>
=>
—=>

Fetch User Principal Name:

Only when using local AD as
the Registration Authority

NOTE: Intune REQUIRES the use of UPN values as the username.
So when using local AD ensure you enable Fetching User Principle Name, otherwise the
assumption is that users are being authenticated using their UPN

Now that Intune with pushed PFX has been configured, every S/IMIME that is created for a user will
also be pushed to Intune upon successful creation.

Step 11: One time only now that Intune has been configured, in order to push existing PFX S/MIME to Intune:

Seats

Find Certificates

B ® D

[ %

&)
@
&
Q
&
]

oliver. eu No ) .

r each found non-archived seat without a valid certificate winlcad Certificat

Actions Explanation:

Enroll - request tificate f
Reissue Certificates - reissues > for each found non-archived seat having a re-issuable

Store Certificates to MDM | re- for each found non-archived seat tc

Export CSV - exports all found seats

Download Certificates - downloads of all found seats ignoring pagination.

Close All Slots - will cl ind lear llway ts and € t auto-closing t

archived seats ignoring

Archive [ Unarchive - will archive or un-archive of all found seats, ignoring pagination. Archived seats can only be inspected
emoved and una /e

Remove Historical Certificates - remove historical certificates of all found seats, ignoring paginat

Successfully stored certificate to Intune MDM
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WebUI log sample of a successful upload:

2023-02-17T15:08:43.191353+00:00 keytalk webui devid[2268]: << 2268>> [DEBUG] uploadCertificateTolntune(): Successfully
uploaded certificate to Microsoft Intune. Certificate purpose 'unassigned', certificate fingerprint:
ef740034ead3495718e940e58ddd847c3dec119d, user 'm.vandersman@keytalk.com’, service 'KeyTalk_SMIME', Pfx encryption
OpenSSL vl (3DES-CBC, legacy).

NOTE: When Intune ALREADY received the PFX, it will return an error message

Failed to store certificates for 1 seat.

WebUI log sample of an unsuccessful upload:

2023-02-17T15:14:06.329260+00:00 keytalk webui devid[2268]: << 2268>> [ERROR] requestPostWithJson(): POST call got
HTTP response code '400' and curl msg: . URL: 'https://graph.microsoft.com/beta/deviceManagement/userPfxCertificates'
2023-02-17T15:14:06.332065+00:00 keytalk webui devid[2268]: << 2268>> [ERROR] uploadCertificateTolntune(): Failed to
upload Certificate to Microsoft Intune. Certificate purpose 'unassigned', certificate fingerprint:
ef740034ead3495718e940e58ddd847c3dec119d, user 'm.vandersman@keytalk.com’, service 'KeyTalk_SMIME', Pfx encryption
OpenSSL vl (3DES-CBC, legacy).. Error received from Graph API

When Intune has been configured correctly certificates and keys should now be submitted to Intune when a
user authenticates with his/her (Azure) AD credentials, using the KeyTalk client (on for example Windows).
Alternatively, a certificate and key can be submitted to Intune via the DEVID USERS WebUI for one or more
users with active certificates, using the manual button “enroll to MDM”

22.4.2.4.4 Validating if Intune received the PFX certificate

KeyTalk server logs will prove that a PFX was successfully pushed to Intune.
Regretfully Microsoft Intune does not provide any Ul means to validate that the PFX indeed resides in Intune,
ready to be pushed by Intune to an enrolled device with the proper profile.

To check which certificates (and private keys) are available in Intune, the following project:
https://github.com/microsoft/Intune-Resource-Access/tree/develop/src/PEXImportPowershell

Get PFX Certificate Example
1) Get-PfxCertificates (Specific records)
Get-IntuneUserPfxCertificate -UserThumbprintList <UserThumbprintObjs>

2) Get-PfxCertificates (Specific users)
Get-IntuneUserPfxCertificate -UserList "<UserUPN>"

3) Get-PfxCertificates (All records)
Get-IntuneUserPfxCertificate
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22.4.2.5 KeyTalk Office 365 Intune SCEP deployment connection configuration steps

KeyTalk’s Intune SCEP integration relies on: https://docs.microsoft.com/en-us/mem/intune/protect/certificate-authority-
add-scep-overview

22.4.25.1 Configure your KeyTalk certificate TEMPLATE

Similar to other certificate issuance template, a certificate template needs to be configured, which will be dedicated for
use with Intune SCEP.

When SCEP is configured, the template is not usable for end-point KeyTalk client/agent based or REST-API fetching, it
will solely allow SCEP based calls coming directly from an end-point.

Ensure your certificate template is configured to issue Extended Key Usage client-authentication certificates when using
the KeyTalk private CA, or ensure that the connected external CA source allows for the issuance of client-authentication
certificates.

Note: SCEP certificates require a Subject Alternative Name value, usually DNS or UPN, or RFC822 Name/email.
So ensure that the connected CA source supports it.

22.4.25.2 Connect your SCEP certificate template to an Azure Module RA connector
Within KeyTalk CKMS, select AUTHENTICATION, and create an Azure Module connector

EEGIEHEt Ul e Configure Azure Registration Authorities

Internal Db Modules Template
MySQL Modules test2
LDAP Modules

D
RADIUS Modules
REST APl Modules

User Lockout

22.4.2.5.3 Whitelist your Firewall rules for inbound SCEP ports
Allow your Firewall for inbound TCP traffic from requesting devices to your KeyTalk CKMS instances / LoadBalancer for
ports:

- 80

- 443

224254 Obtain your SCEP for Intune Registration Authority certificates
A Registration Authority (RA) must be configured to allow KeyTalk to handle SCEP requests on behalf of a CA. The RA
consists of three parts:

- Encryption certificate (Recipient)

- Signing certificate (Signer)

- Issuing CA certificate(s) (trust-chain)

The Recipient & Signer certificates must be issued directly from the Issuing CA and must include their respective
private keys.

The Recipient certificate keyUsage must be set to only include either keyEncipherment or dataEncipherment.

The Signer certificate keyUsage must be set to only include digitalSignature.
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The Issuing CA certificate must either be only that certificate, or include the certificate chain up-to-and-including the
Root CA.

The Recipient & Signer certificate and keys can be uploaded either via PFX or PEM, password encryption optional.
The Issuing CA certificate(s chain) should be uploaded in PEM format.

Contact KeyTalk Support for more information on acquiring the RA certificates, or ask your CA provider on how to
obtain these RA certificates for their CA platform

224255 Configure KeyTalk as a SCEP server
KeyTalk CKMS currently only supports 1 Intune SCEP connector.
To activate it, go to:

SCEP
keytalk
Templates Configure SCEP to provision certificates for Intune-enabled devices

[ Enable SCEF:

Configure

Template Groups
& ficate Template: AzureAD_Sample_Connector ~
L]

ation Certifical
Ernail Disclaimers
- Communication Recipient Certificate: * | choose File | No file chosen
Cor unication Recipient Certificate Password: password for PFX or PEM with key
n Signing Certilicate: * | Choose File | Ne file chosen

n Signing Certificate Password: password for PEX or PEM with key

| Choose File | Mo file chosen

=
B
@
&
&
Q
&
&

Upload the appropriate certificates (and key) as provided by your CA-provider, or generated on your KeyTalk CKMS
based on its internal CA.

22.4.2.5.6 Test the KeyTalk SCEP server with intune

The SCEP server should now be running. To test this fill out and enter the following URL (preferably on a client device):
http://[Your IP address]/intunescep/pkiclient.exe?operation=GetCACaps

Example: https://demo.keytalkdemo.com/intunescep/pkiclient.exe?operation=GetCACaps

If the server is configured correctly you should see a list of 3 items:

AES

POSTPKIOperation

SHA-256

If you cannot reach the page and/or you get a timeout, please ensure you have access to the KeyTalk server. If you see

an error page like ‘HTTP Status 500 — Internal Server Error’, please ensure you have taken every numbered step in this
section.
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22.4.2.5.7 Configure Office 365 for SCEP using Intune

Before configuring Intune, the Issuing CA certificates chain or Issuing CA certificate must be prepared to be uploaded to
the Intune Endpoint Manager admin center. For these steps you will need the Issuing CA file which you uploaded in
section ‘RA Configuration’, in PEM format.

Scenario A: the RA Configuration contains an Issuing CA certificates chain
1. Open the PEM file with any text editor, you should see multiple sections of text encapsulated with the lines “-----

2. Extract the bottom certificate by copying the entire last section including “----- BEGIN CERTIFICATE-----" & “-----
END CERTIFICATE-----" into a new file*.
3. Save this file with the .cer extension. Example: “rootca.cer”.

*Note: Be sure to end the file with a single empty line after ----- END CERTIFICATE-----
Scenario B: the RA Configuration contains just the Issuing CA certificate

1. Ensure you have a .pem or .cer file, for example: “issuingca.pem”.
2. If the file extension is .pem, simply rename it to .cer.

Configure Intune: App permissions
The Enterprise Application requires additional permissions.

Go to the Azure Portal -> Azure AD -> App registrations and select the Enterprise Application that is used to configure
user authentication with KeyTalk and go to APl Permissions.
Add permission for Intune -> Application permissions -> scep_challenge_provider.
Grant admin consent for the permission.
k Request API permissions
= KeyTalk Test App | API permissions

@ irtune 191 e vedabic v the Microsoft Graph APL. Yo ey want b consderwsing Mirasof Graph sten

Permission

B O0OO0OO0O

Configure Intune: Configuration profiles

Configuration Profiles must be configured to allow devices to request and install SCEP certificates. Generally, this
involves 3 types of configuration profiles: Trusted Certificate, SCEP certificate and a usage profile, for example Wi-Fi or
VPN Authentication. These profiles should be created in that order.

Go to the Endpoint Manager admin center -> Devices -> Configuration profiles.

Configure Intune: Trusted certificate profile
First create a Trusted certificate profile. This profile will install the trusted certificate for each platform* you support.
*Note: For Windows choose the platform “Windows 8.1 and later”.
- Select Create profile, choosing the platform and Profile type ‘Trusted certificate’.
‘Step 2. Configuration setting’ depends on your RA Configuration Issuing CA certificate(s).
- Upload the .cer file you have prepared in the ‘Configure Intune: Prepare the Trusted certificate’ step.
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Windows only: For an RA configuration with Issuing CA chain, choose Destination Store ‘Computer certificate
store — Root'. For Issuing CA only, choose ‘Computer certificate store — Intermediate’
Step 3: Assign to/exclude specific Device groups and/or choose ‘Add all devices’.

Home > Devices >

Trusted certificate

Windows 8.1 and later

~" Basics @ Configuration settings

Certificate file * Mot configured

| Select a valid .cer file |
€3 The value must not be empty.

Destination store (D) Computer certificate store - Intermediate AV |

Configure Intune: SCEP profile
Second create a SCEP profile.

Select Create profile, choosing the desired platform and Profile type ‘SCEP certificate’.
Configure the certificate settings so they correctly match your CA profile settings where possible.
Select the Trusted certificate profile you configured as the ‘Root certificate™

*Note: Do this regardless of whether it truly is a Root Certificate.

Add your available SCEP Server URLSs in the following pattern

[http/https]:/[IP or address]:[port])/intunescep

Examples: http://demo.keytalkdemo.com:19580/intunescep OR
https://demo.keytalkdemo.com:19443/intunescep

Assign to/exclude specific Device groups and/or choose ‘Add all devices'.

Ensure a SAN value is defined to be used for SCEP requestt

Microsoft Endpoint Manager admin center

<

Home » Devices > SCEP cert Android Ent. Personal >

H -
A iome SCEP certificate
B4l Dashboard Android Enterprise

= All services

e O Configuraton etings

Ll pevices Certificate type ‘ Device v ‘

B2 2pps

3 Subject name format * @ ‘ CN={{DeviceName}} ‘
‘ Endpoint security
Reports Subject zlternative name (0
& Users Attribute Value
&b Groups DNS DeviceName O]

& Tenant administration i | | Not configured

R Email address
# Troubleshooting + support

User principal name (UPN)

c DNs — ‘ ‘ 1 ‘
URI

Key usage * @ ‘ 2 selected ~ ‘

Key size (bits) * () ‘ 2048 ~ ‘

Hash algorithm * (@) ‘ SHA-2 ~ ‘

Root Certificate * @

KeyTalk Root Android 0]

+ Root Certificate

Extended key usage * © Export

Review + save Cancel
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Configure Intune: Remaining profiles
Create a profile for which the certificate should be used.
Windows Wi-Fi example, when setting the Configuration settings:
- Choose ‘SCEP certificate’ as the Authentication method.
- Select the correct SCEP profile under “Client certificate for client authentication (Identity certificate)”

Root certificates for server validation

KeyTalkDemaoPCATrust

+ Select one or more certificate profiles

Client Authentication

Authentication method * (@ SCEP certificate S~

Client certificate for client authentication (Identity certificate) *

SCEP for Win10

+ Select a certificate profile

Maintenance
Please ensure to keep the RA certificates on the KeyTalk CKSM side, up-to-date should your CA-source ever change
its issuing CA.

Manual mode:

Templates Configure SCEP to provision certificates for Intune-enabled devices

Enable SCEP
Configure O

Template Groups

Device certificate Template: AzureAD_Sample_Connector ~
Mobile Device

Management

Let KeyTalk generate Communication Certificates:

Email Disclaimers
Communication Recipient Certificate: * Choose File | No file chosen
Communication Recipient Certificate Password: password for PFX or PEM with key

F5 Load Balancers
Communication Signing Certificate: * Choose File | No file chosen
Communication Signing Certificate Password password for PFX or PEM with key
SCEP Issuing CA Certificates: * Choose File | No file chosen
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The maintenance can be automated by assigning a TEMPLATE to issue the RA certificate for SCEP purposes under
and configuring it KeyTalk CKMS side:

Templates Configure SCEP to provision certificates for Intune-enabled devices

Enable SCEP
Configure O

Template Groups

Device certificate

emplate: AzureAD_Sample_Connector ~
Mobile Device

Management O
Let KeyTalk generate Communication Certificates:
Ermail Disclaimers Communication Certificate Template: * kt-servers @ KevTalk Tem plate fOI‘
SCEP relay certificate

Automatically renew Certificate if it expires in: 31 ~ daysand 0 ~ hours
Fb Load Balancers
Communication Certificate Subject CN Base: * My SCEP Relay Certificate

SCEP Issuing CA Certificates: * Choose File | No file chosen

S
@
8
&
[a}
&
&
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22.4.3 VMware Workspace One UEM / AirWatch

In order to have KeyTalk CKMS push S/MIME certificates to VMware Workspace One UEM, simply configure a
KeyTalk TEMPLATE to send its issued certificates and keys to it.

.

keytalk Configure Mobile Device Management
Templates
Configure Apply certificates to Mobilelron Core:

Template Groups

Mobile Device
Management

Email Disclaimers

&P

Apply certificates to Microsoft Intune:

[ SCEP

F5 Load Balancers

I% Apply © s to Workspace One UEM Core; O

@ Workspace One UEM Core URL: *

{‘:’} Workspace One UEM APl Token: *

8,‘. Authentication Method OAuth ~
Q Client ID: *

ﬁ Client Secret: *

@ Authentication Server Europe (United Kingdom, Germany) v

Workaround "DH key too small” errors: *

Should OAuth as the principal authentication method not be used, then change the authentication to certificate
based.

In order to push certificates to VMware Workspace One UEM, the used username, either used to authenticate
against KeyTalk CKMS or as imported into KeyTalk CKMS, must match with the usernames used in the MDM.
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22.5 Manual certificate (and key) enrolment

Depending on the connected CA-source in a configured KeyTalk certificate template TEMPLATE, generated CSRs are
sent automatically to the CA-source, or will await manual processing against an (airgapped) CA.

22.5.1 Process flow and logic
A certificate template TEMPLATE in KeyTalk defines the applied CA-source(s), and depending on the selected CA-
source its default certificate key length, subject, CA-source, KU, and EKU.

Each certificate template TEMPLATE, is connected to a Registration Authority authentication module.

KeyTalk CKMS will validate and end-point’s certificate request based on the certificate template, against the configured
Registration Authority authentication module.

When a username or CN of an end-point does NOT exist on the RA authentication module, KeyTalk CKMS will refuse
the issuance of the certificate.

When a username or CN of an end-point does exist, and authenticates positively (the auth credentials provided by the
end-point, or the TEMPLATE admin account as configured on the RA auth module for manual processing), the KeyTalk
CKMS will request the RA auth module for optional other values, such as default overwrite values for CN, subject, SAN,
KU and EKU.

So should a certificate require a value in the CN of the certificate that differs from the used username, and default
certificate template details, this unique information MUST come from the configured RA authentication module. When
an AD is connected as RA, these values will come from the configured certificate field mapping against relevant AD
attributes.

When the RA authentication module is configured to be the KeyTalk CKMS internal DB, all these unique values in a
certificate for an end-point, will thus come from the KeyTalk internalDB, and be applied to the generated CSR.

The CSR is either sent automatically to the configured CA-source, or can be manually created and downloaded for
further processing.

When the sending of the CSR to the CA-source is automated, the returned certificate is stored with its private key
(when applicable) in the KeyTalk CKMS for further manual or automated distribution.

When no CA-source was configured, the KeyTalk CKMS will await the upload of the certificate as DER, PEM, CRT,
CER or PB7.

Once the certificate is in the KeyTalk CKMS, KeyTalk CKMS and/or the KeyTalk client on the actual end-point will read
the expiry date and revocation information, and use it to guard the status of the certificate for auto-renewal or manual
renewal with a set of automated warnings to the in KeyTalk CKMS registered certificate owner and/or the certificate
template TEMPLATE managers.

22.5.2 KeyTalk CKMS InternalDB RA auth module and custom certificate meta data
All remote RA authentication modules and how unique end-point certificate meta data can be fetched is described in
chapter 13.

Using the KeyTalk CKMS InternalDB as an RA, allows for full manual control within just the KeyTalk CKMS.

When an account with an authorized role related to the used certificate TEMPLATE manually creates a new end-point,
this person can also define the unique contents such as CN and SAN.
Internal Db Modules Logged in as admin (system administrator)
keytalk

Edit User for Template test

Registration Authorities

Internal 0b Modules

MySQL Modules

© =

(23]

"
%

Amersfoort

User Lockout Organization certificata ottributs Mycompany

IT Demo

support@keytalk com

tiicota attribu DNStestIPI92168.23.12

@
E
B
&
&
Q
&
&

When no custom CN is defined, KeyTalk will use the User ID as the CN.
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When no password is defined, KeyTalk CKMS will add a random password for security purposes.
22.5.3 Enrolled devices and users

Once defined in the InternalDB, the end-point seat is generated as an entity in SEATS under its relevant certificate
TEMPLATE. From the InternalDB the authorized person can directly click to the enrolled entity for further processing
when manual processing is configured.

User ID Subject Alternative Names

test DNS:test P:192.168.23.12 « Configureseat  p

Selecting the Actions button allows for accessing the enrolled certificate, meta-data, target devices the certificate has
been enrolled to, and more:

Manage Seat

Template: test

Seat Name: test #  Edit
Seat Common Name: test # Edit
Seat Archived: No < Edit
Autormnatically Close Learn-Once Slots: Disabled < Edit

Certificate & Key Meta Information

Significance Value: medium
Can Not be Used After: 04-04-2021
Warning Threshold (days): 7

The upper half of the enrolled device identity and user end-point screen, allows for the direct manipulation of the meta
data, and if the logged in authorized person does not have permissions to download a private key, they can request
their manager permission to download the private key using a 4-eye principle:
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Enroll - request a certificate for the seat

&
g

it certificate re-issuance i not possible because the template test is not configured with GlobalSign mSsL, GlobalSign ePKI or DigisignCentral signer

ot#  Learn mode W signature s 2efo-HW Signature  HW Signature Changed  HW Description Last Authenticatiol Latest Valid Certificate  Comment  Certificates — Slot

1 leam-always  CS-3ICBCE5247/DBFDBIDC2ICETD..  no 25-01-202115:59 KeyTalk poclkeytalkcom (enrolled)  29-01-20211517 certificate is not valid =
2 locked no 17-04-2020 12:04 - certificate is not valid =
3 locked no 17-04-2020 12:04 - certificate is not valid =
4 locked no 17-04-202012:04 - certificate is not valid e
5 locked no 17-04-2020 12:04 - certificate is not valid =
6 locked no 17-04-2020 1204 - certificate is not valid ew
7 locked no 17-04-2020 12:04 - certificate is not valid =
8 locked no 17-04-2020 12:04 - certificate is not valid =

9 locked no 7€

14-2020 12:04 - certificate is not valid =

0 locked no 7-04-202012:04 - certificate is not valid e

The lower half of the enrolled device identity and user end-point screen, allows for managing which end-point devices a
certificate (and key) have been enrolled to. Each slot numbered 1-10 represent a device with its own name and
hardware/software derived SHA2 pre-shared secret, as calculated by the KeyTalk (client) software over the in the
TEMPLATE defined characteristics.

ENROLLIng a certificate, is only possible when a CA-source has been configured, and when reuse issued certificate
and key has been selected in the certificate template TEMPLATE.

22.5.4 Managing certificate reporting meta data, key and CSR, email/SMS warnings

Where the CN, SAN and subject meta-data can be uniquely configured in the RA auth module, certificate and key
related management and reporting meta data can be manually requested/updated/changed by selecting the meta data
change button as described in 21.5.3

Certificate & Key Meta Information §_ Configure b

Configure Certificate & Key Meta Information

medium test
04-04-2021 Seal Name test
- 7 .
gnificance Value medium v

Can Not be Used Afte 04-04-2021

7

MO Key Exist 2048

CSR MNo CSR Exist

This meta data can be used for certificate & key reporting and tracking even when no actual certificate exists. In this
case the KeyTalk CKMS will treat the entry as a label only.

Only when a key was generated, will it be possible to generate the CSR for manual download and manual signing
processing.
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KeyTalk CKMS will send an email to the assigned certificate and key Owner, when the custom Warning Threshold is
reached. Optionally (certificate template configuration) the certificate template TEMPLATE administrator is warning in
parallel with the assigned Owner.

Additional warnings are sent at 30, 7, 6, 5, 4, 3, 2, 1, 0 days before expiry.

22.5.5 CSR manual processing, and signed certificate manual upload

After having manually generated a CSR, the CSR can be downloaded from the same screen as it was generated.
Once the CSR has been processed, the certificate only needs to be uploaded as a DER, PEM, PB7, CRT, CER file.
KeyTalk CKMS will match the found cert CN to the record that is pending an upload based on a generated CSR:

Seats
Import Seat certificate
Certificates . . PR B . - - . "
e e Please supply a certificate in PEM, DER, PKCS#7 (P7B) or PFX format. When a set name is not explicitly supplied, the certificate will be written under the seat having
subject CN of the certificate. If no seat exists for the given CN or name, it will be created

nd CSRs

nport Certificate Requests | Choose File | No file chosen AD-test =

Import Certificate

nport Certificates

with key optional seat name <no owner> v
nport Seats

Export Seats

22.5.6 Downloading current and historic/archived certificates and keys

An enrolled certificate and private key, can only be downloaded when proper authorization exists.
When no authorization exist, the person who wants to download the certificate and private key need to request a
download approval lease.

Manage DevID user

Service: test
User Name: test
User Common Name: L4 My endpoint CN value
Automatically Close Learn-Once Slots: Ll | Disabled
" cnnmm,.
Certificate & Key Download Lease: No lease ( REQUEST ]

Certificate & Key Meta Information

Significance Value: medium
Can Not be Used After:

Warning Threshold (days): 7

— .
CONFIGURE |)

After the certificate TEMPLATE administrator has approved the download lease can the certificate and key be
downloaded during a given window of opportunity.

Certificate TEMPLATE administrators and System Admins can currently always download certificates and private keys,
though this will likely change in the near future.

Select the target device slot that a certificate was enrolled to, and press Actions to download the current certificate and
private key, or download all historic certificates and keys.
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Reporting

Certificate & Keys Report
Certficates Report S—— @ expiaton e
DO 1YY

Key Ganeration/Storage Location  Purpose  Exportoble  Owner  # Edit

syinfo  Signficance Vo @ Expiration Date  Wa

[o— ow 0082020 20072020 signaveriy/sSafasbit  Hswisw cripst o
- o ooR high o520 0220 Signavery/asala00L  HSwctip cripm o
o EEE man wems mosm s s
/=
Latest Valid Certificate & Key
Subject: CN=localhost C=AD
Issuer: emailAddress=info@keytalk.com C=NL O=KeyTalk IT Security OU=Factory Default CN=KeyTalk Demo CCA
Serial Number: Skref:0e:83:00:00:00:02
Subject Alternative Names: DNS:localhost
valid Fromm: 23-10-2018 10:56 ( 23-10-2018 10:56 GMT )
valid To: 20-10-202811:56 { 20-10-2028 11:56 GMT )
Signature Algorithm: sha256WithRSAEncryption
Public Key: RSA (2048 bits)
SHAI Fingerprini: f0abBiclelb779d3d47961i61cd30el0ae3949f]

Revoked: no

enter pfx password
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23 (Windows) Outlook automated email disclaimer configuration

When issuing S/IMIME certificates through KeyTalk CKMS, for email digital signing and/or encryption purposes, the

KeyTalk CKMS can automatically configure Outlook (for Windows) to apply the S/IMIME certificate.

KeyTalk CKMS can also auto configure any applicable textual email signature/disclaimer after an S/IMIME certificate is

successfully obtained.

Follow these steps to configure KeyTalk CKMS to apply any particular email textual signature/disclaimer.

Step 1: Create the default email disclaimer in Outlook

Outlook Options

General ; 5
e 8 Change the settings for messages you create and receive.
: Mail )

Calendar Compose messages
Groups 5 . .

ﬂj Change the editing settings for messages.
People e

Compose messages in this format: | HTML Y,

Tasks
Search a\BC [ Always check spelling before sending
Language Ignore original message text in reply or forward
Ease of Access
Advanced z Create or modify signatures for messages.

Customize Ribbon
Quick Access Toolbar

Add-ins Outlook panes

Trust Center
E Customize how items are marked as read when using the Reading Pane.

Message arrival

f;] When new messages arrive:
I Play a sound

] Briefly change the mouse pointer
Show an envelope icon in the taskbar

Display a Desktop Alert

[] Enable preview for Rights Protected messages (May impact performance)

NOTE: Ensure the disclaimer text starts with the word: DISCLAIMER

Editor Options...

‘ Spelling and Autocorrect... ‘

< Signatures... >

A'I?‘ Use stationery to change default fonts and styles, colors, and backgrounds.

’ Stationery and Fonts... ‘

Reading Pane...

OK l ’ Cancel

The word disclaimer is used as an anchorpoint to determine where the Disclaimer text starts
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Step 2: Add the default signature of Outlook into a zip file.

Include the subdirectory, the htm rtf and txt file

Users > Mike > AppData > Roaming > Microsoft > Signatures

A

Name Date modified Type
KeyTalk_files 16/07/2019 10:48 File folder
G KeyTalk-htm 16/07/2019 10:48 Chrome HTML Do...
B KeyTalk.rtf 16/07/2019 10:48 Rich Text Format
— KeyTalk.txt 16/07/2019 10:48 Text Document

{ keytalk_disclaimer_default.zip

16/03/2020 13:42

Compressed (zipp...

Step 3: Upload the default signature zip file into KeyTalk

. B
: Email Disclaimers
keytalk
Templates Configure Outlook Email Disclaimers

Size

41 KB
45 KB

2 KB
19 KB

Select Template:

Configure

Temnplate Groups

Mobile Device
Management

Email Disclaimers

SCEP

D

Email Disclaimers

Configure Outlook Email Disclaimer for Template KeyTalk _SMIME

Domain: 0

Default Disclaimer

Choose File | No file chosen
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Step 4: Optionally add non-default disclaimers, as applied to other defined domains

Configure Outlook Email Disclaimer for Service smime-test

domain1i.local "

B domain3.org
0
Domain: domain5.us

domain6.com

Upload Disclaimer ZIP file: * Ej Choose File |Keytalk_discla...-default1.zip
Coc > [ome ]

24 Configuring OWA/EOQO for SIMIME

Once S/MIME certificates have been deployed, the Exchange or Office 365 webmail environment and other devices
often need to be configured for use with S/MIME.

KeyTalk has summarized most commonly needed configurations here:
https://downloads.keytalk.com/downloads/documents/KeyTalk Anything You Ever Wanted To Know About SMIME
Email Encryption DigitalSigning Configurations. But Were Afraid To Ask.pdf

25 Changing docker IP

KeyTalk runs a docker image with its own internal IP, which could cause a conflict in your network.
To change it, login using SSH or CLI:

$ sudo vim /lib/systemd/system/docker.service

Append --bip "IP/netmask" atthe end of "ExecStart" command

for example,

ExecStart=/usr/bin/dockerd -H fd:// --containerd=/run/containerd/containerd.sock --bip
"172.18.0.1/16"

$ sudo systemctl daemon-reload

$ sudo systemctl restart docker
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26 KeyTalk contact details and 3" line support

If in need of support due to something not working right, kindly always include a Problem Report.

This PR can be generated on both clients and the KeyTalk virtual appliance.
On the virtual appliance: SYSTEM -> Report Problem -> Generate

KeyTalk IT Security is registered with the Dutch chamber of commerce under; 59072555

with registered VAT number: NL853305766B01

Visit us at: Our invoice address:
Maanlander 47 Keulsekade 218
3824 MN Amersfoort 3534AC Utrecht
The Netherlands The Netherlands

Phone: +31 88 KEYTALK or +31 88 5398255
Email: sales@keytalk.com
Opening hours: Mo-Fr 08:00 — 18:00 (10/5)

Customer and partner technical 3 line support
Phone: +31 88 KEYTALK or +31 88 5398255
Email: support@keytalk.com

Opening hours: Mo-Su 00:00 — 24:00 (24/7)

Website: https://www.keytalk.com
Firmware/software: https://www.keytalk.com/download
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ANNEXA: Deploying KeyTalk virtual appliance in AWS

This guide assumes that you have already created an account for AWS and configured payment for it.
These steps are meant for a quick setup, thus skips some advanced configuration options.

Step 1: Login to AWS https://aws.amazon.com/console/

Step 2: Go to EC2 -> AMI -> Search for KeyTalk

aWS.'_, Services ¥ Q. Search for services, features, marketplace products,

¥ Images @ EC2 Image Builder  Actions v
Public images v () (search : keytalk Addfilter

AMI Name =
Volumes

Snapshots @ KeyTalk6.1.0 - CKMS - Ubuntu 20.04

KeyTalk S/MIME LDAP Address Book - Key Server AMI version 5.7.0

v Elastic Block Store

Lifecycle Manager

Note: depending on various ongoing firmware updates, the KeyTalk version shown might differ
Step 3: Launch the KeyTalk CKMS AMI

Step 4: Select t3.lar

£\ KeyTalkIT Security 8V ¥ Frankfurt ¥  Support ¥

7. Review

1. Choose AMI Choo: Type 3. Configure Instance 4. Add Storage 5. Add Tags 6.Cc

Step 2: Choose an Instance Type
Amazon ECZ provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memoary, storage, and networking
capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filterby: t3 ~ Current generation v  Show/Hide Columns

Currently selected: t3.large (- ECUs, 2 VCPUs, 2.5 GHz, -, 8 GIB memory, EBS only)

Family - Type - vCPUs (i - Memory (GiB) - Network Performance (i
3 t3.nano 2 0.5 Up to 5 Gigabit
t3 t3.micro 2 1 Up to 5 Gigabit
13 t3.small 2 2 Up to 5 Gigabit
3 t3.medium 2 4 Up to 5 Gigabit
. 13 2 8 Up to 5 Gigabit
t3 t3.xlarge 4 16 Up to 5 Gigabit
3 t3.2xlarge 8 32 Up to 5 Gigabit

Cancel  Previous Review and Launch Next: Configure Instance Details

Step 5: Select IOPS SSD (iol gives good performance, io2 gives better performance

aﬂls Services w Alt+S Frankfurt ¥  Support ¥

5. Add Tags 6. Coniigu
Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

oup 7. Review

AMI 2 Choose Instance Type 3.

Throughput Delete on
Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i I0PS (i (Mafs)g 7 Termination Encryption (i
i
Root idevisdal snap-018a456210fc927a0 |50 Provisioned |IOPS SSD (io1) v 2500 N/A 9¢1b3497-be ¥

Add New Volume

General Purpose (SSD) volumes provide the ability to burst to 3000 IOPS per volume, independent of volume size, to meet the performance needs of
most applications and also deliver a consistent baseline of 3 IOPS/GIB. Set my root volume to General Purpose (SSD)

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions

Cancel | Previous Review and Launch Next: Add Tags
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Frankfurt ¥ Support ¥

Choose AMI 2. Choose Instance Type 3.Configure Instance 4. Add Storage 5. Add Tags

Step 6: Configure Security Group

Asecurity group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want te set up a web server and allow Internet traffic to reach your
instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing ane below. Learn more about Amazon EC2 security groups.

Assign a security group: ® Create a new security group

© Select an existing security group

Security group name: [KeyTalk-CKMS
Description: ‘KeyTa\K CKMS common inbound firewall port rules

Type (i Protocol (i Port Range (i Source (i Description (i

SSH v TCP 22 CCustom | 192.168.1.100 SSH for advanced Admin management [x]
[Custom TGP F+ TcP 3000 | q HTTPS Management Admin portal o
[HTTP v TCP 80 | Anywhere | 0.0.0.0/0, :10 Local KeyTalk CDP CRL [x]

HTTPS - TCP 443 Anywhere v 0.0.0.0/0, =0 KeyTalk client and API over TLS 1.3 [x]
[Custom TGP T~ TGP 4443 0.0.0.0/0, :/0 KeyTalk client and API public SSL cert [x]
[Custom TCP F~ TCP 'soo0 [Custom  ~[0.0.0.0/0, 10 Download private CA trust-chain [x]
[Custom TGP F TCP 'gaaa [Anywnere v| 00000, =10 Secure download certificates and keys [x]

Add Rule

Note: Ensure the source IP for ports 22 and 3000 are initially configured for management IPs only.
KeyTalk self-TEMPLATE portal for end-users also runs on port 3000 but only with 2 way SSL over TLS
1.3 enabled

Step 7: Launch your KeyTalk instance

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMls, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Proceed without a key pair v

B | acknowledge that | will not be able to connect to this instance unless | already know the
password built into this AMI.

Cancel Launch Instances

Note: Possibly the instance will not launch if your account first needs a verification by AWS based on your
chosen region. This typically only happens when your account is brand new.

Step 8: Go to EC2 -> Instances -> select your KeyTalk CKMS instance -> Ensure its running.
Copy the public IP address
Launch a browser which uses your configured port 3000 management IP (see step 6) and visit:
https://<myKeyTalkCKMS _ip>:3000
Login using username: admin password: change!

£ KeyTalk IT Security BV ¥ Frankfurt ¥ Support ¥

¥ Instances Instances (1/1) fo C Connect || Instance state ¥ Actions w -

> (s e

Instance Types

Instance state: running | ‘ Clear filters
Launch Templates
Spot Requests

Name ¥  InstancelD  Instance state Public IPv4 address Security groupname ¥ Launch time v
Savings Plans | KTCKMSVM1  i-06dSel.. (@ Rumning @ 5.35.65.132 KeyTalk-CKMS 2021/02/26 15:37 GMT+1
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ANNEX B: Importing KeyTalk virtual appliance in Azure

KeyTalk is in the process of being accepted as an Azure Marketplace Partner. While we await our KeyTalk CKMS and
LDAP and SSL Scanner to be accepted to the Marketplace, you can use the following steps to deploy your KeyTalk
instance to Azure.

These steps assume you are knowledgeable on Azure and already have an Azure account.

Step 1: Download the KeyTalk virtual appliance for Hyper-V / Azure from the KeyTalk website SUPPORT section

Step 2:
Extract the VHD file from the ZIP file, found under: Virtual Hard Disks

Step 3:
In Azure, go to Storage Account -> Resource Groups -> Containers -> Your Blob container
And upload the 50GB VHD file as a Page blob

Upload blob X
ckms/

Files @

| "KeyTalk-6.1.0.vhd" =l

D Overwrite if files already exist

~ Advanced

Authentication type

w Azure AD user account (@Al A Gl ‘

Blob type @
| Page blob v |

Upload .vhd files as page blobs (recommended)

Block size (D
v v

Upload to folder
| |

Encryption scope

(®) Use existing default container scope

O Choose an existing scope

Upload
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Step 4:

In Azure, go to Disks -> Add/Create a Managed Disk

Disk details

Disk name * (0
Region * (D
Availability zone
Source type (O
Source subscription

Source blob * (D

05 type (O

VM generation (O

Size * ()

Review + create

KeyTalk IT Security | www.keytalk.com |

| KeyTalk-CKMS-6.1.0 v

: (Eurape) West Europe A

K 2

C Storage blob > ~ l
Pay-as-you-go e

https:/fkeytalkvirtualappliances. blob.core.windows. neu’ck W
Browse

[ ) Mone (data disk)

51 GiB (P6 performance tier]
Premium 550

Change size

< Previous Mext : Encryption >
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Step 5:
In Azure -> Disks -> Select the created disk and select Create VM

Create a virtual machine

Subscription @ Pay-as-you-go W
Resource group * (D) KeyTalk_Virtual_Appliances v
Create new

Instance details

Virtual machine name * (O [ KeyTalk-CKMS-VM1 \/l
Region © (Europe) West Europe v

Availability options @ l Availability zone v l
Availability zone * (O [ 1 % l
Image * (D ‘ KeyTalk610 - Gen1 v ‘

See all images

Azure Spot instance (O D

——

l Standard_F4s v2 - 4 vcpus, 8 GIB memory (€)19.43/month) Y4

all sizes

Size* (O

Inbound port rules
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab.

Public inbound ports * @ O None
@ Allow selected ports

Select inbound ports * l HTTP (80), HTTPS (443) hd

< Previou< Next : Disks > >
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Step 6:

From the Disks networking tab, configure appropriate settings.

Load Balancing (HTTP passthrough) can be enabled when running KeyTalk CKMS in High Availability mode, also
network security groups:

Basics  Disks  Networking  Management  Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * @ ‘ KeyTalk_Virtual_Appliances-vnet v |
Create new

Subnet* (O ‘ default (10.0.0.0/24) A4 |
Manage subnet configuration

publicIP @ | (new) KeyTalkCKMSVM1-ip v |
Create new

NIC network security group © O None
O Basic
-é- Advanced

Configure network security group * | My-KeyTalk-Server-nsg v
Create new

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more

Place this virtual machine behind an I:I
existing load balancing solution?

| < Previous H Next : Management > ‘

For your network security group enable inbound:

Source Type | Port Usage
Any or LoadBalancer | TCP | 80 Locally hosted CDP CRL
Any or LoadBalancer | TCP | 443 KeyTalk client REST-API interface default

Any or LoadBalancer | TCP | 4443 KeyTalk client REST-API interface explicit public trust
Any or LoadBalancer | TCP | 8000 Download KeyTalk private CA Trust Chain

Management IPs TCP | 22 SSH
Management IPs TCP | 3000 KeyTalk admin management portal webUI
For your network security group enable outbound:
Target Type Port Usage
Any TCP 80 Ubuntu security updates and other
Any TCP 443 Various security updates
emea.api.hvca.globalsign.com | TCP 4443 GlobalSign Atlas High Volume CA platform
<configured syslog server> TCP/UDP | 514 Write syslog files

Step 7:
Review and Create your KeyTalk virtual machine

Step 8: OPTIONALLY install the Azure Agent onto the KeyTalk virtual appliance from the CLI/SSH using:
sudo apt-get update && sudo apt-get install walinuxagent
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sudo systemctl enable walinuxagent
sudo apt-get install python-minimal
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ANNEX C: Sample S/MIME use-case configuration

In this sample configuration, we’ll go step by step over enabling the ability to mass deploy S/MIME certificates for your
company related email addresses using the KeyTalk client/app.

This use-case sample assumes that:
v'an Active Directory will be used, as this is the most common use-case.
v' aKeyTalk server is already generically configured. See chapter 8: Quickguide.

v' An LDAP Address Book is already generically configured (such as the KeyTalk SIMIME LDAP Address Book).
Do note that an LDAP Address Book is not required for this use-case, but is often used.

Configure a KeyTalk certificate template under TEMPLATES

MAIENTICATION DEVID USERS

([C a0 D

Configure the TEMPLATE general settings, and ensure you select password. Optionally make
appropriate changes to the HWSIG Formula hardware/software characteristics.
Add KeyTalk Service

Generic Settings
Service Name: * My_SMIME_template L‘j

v v 4
Required Credentials: USERID HWSIG PASSWD

PIN RESPONSE
URI: scheme://authority/path il
File URT Digest: sha256-executable-hash E]
Check URI: [
Execute Synchronously: [ﬂ

3,5,9,10,11,12,13,17,18,101,102,103,104,105,106,107,108,109,112,114,115,116,117,199,201,202,204, 205
HWSIG Formula: ,206,207,208,209,210,211,212,299,301,302,303,304,305,306,307,308,309,310,311,312,401,402,403,404,4 |
05,406,407,408,409,410,411,412,501,502,503,505,506,599,601,603,604,606,607,608,609 4 i
Split on "\' LL
Split on '@’

Split Domain and Userld:

Comment
Configure certificate settings
Certificate Settings

v (i

Only if the certificate is still valid for| 48 ¥ | hours

Reuse Issued Certificate and KeyPair:

Store Certificate to Client System Store: [D

Allow DevID Self-Service Logins: Gl

Use TPM Virtual Smart Card: Gl

Automatically Apply S/MIME Settings: v [[J

Signer: KeyTalk (this server or HSM) ¥
Key Size (bits): 4096 v

v' Ensure Reuse issued certificate and KeyPair is checked and set to 48 hours
v' Ensure Auto Apply S/IMIME Settings is checked
v' Set your CA source and key-size
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When using KeyTalk Private CA:

Subject Country: NL ¥

Subject State: State

Subject City/Locality: Amersfoort

Subject Organization: KeyTalk 1 BV

Subject Organizational Unit: PKI Management
Subject Email: support@keytalk.com
Time To Live (sec): 31536000 m
Basic Constraints: CA:FALSE ¥ IIIJ

¢ gioie v R . l
T U digitalSignature nonRepudiation keyEncipherment

) dataEncipherment" keyAgreement keyCertSign
¥ dientAuth serverauth ¥ emailPratection

Extended Key Usage: Additional OIDs:

0ID1,0ID2,...
Revocation List URI: http://example-crl.com
OCSP host URI: http://example-ocsp.com
Policies: [l
Subject Alternative Names: email:copy l__‘j
v' Optionally set the subject information to match your own company
v' Set Time to Live to (sec): 31536000 (1 year), or use any other value you want.
v' Set Basic Constaints to CA:FALSE
v' Set Extended Key Usage to: clientAuth, emailProtection
v

Set Subject Alternative Names to: email:copy  (this ensure that your AD email address is
copied into the SAN)

When using GlobalSign/TRUSTZONE:

Signer: GlobalSign v

GlobalSign Product: ePKT Personal and S/MIME ¥ | LLJ

Key Size (bits): 4096 ¥

Validity (months): 12 ¥ 'LEI

Subject CN: <will be filled with the value of user CN o

Subject Country: <will be filled from GlobalSign profile:>

Subject State: <will be filled from GlobalSign profile>

Subject City/Locality: <will be filled from GlobalSign profile>

Subject Organization: <will be filled from GlobalSign profile>

Subject Organizational Unit: <will be filled from GlobalSign profile>

GlobalSign User Name: * PAR208883_MyAccount

GlobalSign Password: * sssrsssssseee

GlobalSign Profile ID: = MP202050996803
v" Select product: ePKI Personal and S/MIME, or PersonalSign Business
v' Select the validity period that matches your GlobalSign/TRUSTZONE license
v' Set your GlobalSign/TRUSTZONE User Name
v' Set your GlobalSign/TRUSTZONE Password
v

Set your GlobalSign/TRUSTZONE Profile ID as found in the portal under ENTERPRISE PKI
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When using QuoVadis - DigiCert:

Signer:

QuoVadis Product:

QuoVadis Profile:

Key Size (bits):

QuoVadis Policy Template ID: *

Validity (years):

QuoVadis Account Name: *
QuoVadis Account Organisation: *
QuoVadis Account Country:

QuoVadis Admin Email: *

QuoVadis Requestor Email: *

QuoVadis API Signing Certificate and Key: *

Subject CN:

N N N N N NN

QuoVadis v
Internal S/MIME ¥
Production ¥

4096 ¥

7967

1w

My Company Account Name
KeyTalk 1 BV

NL ¥
support@keytalk.com
myrequestor@keytalk.com

Please upload PFX file containing signing certificate and key

LI XTI L]} [ﬂ
Choose File |API_Web_Ser..ng_Cert.pi2

<will be filled with the value of user CN or, when not defined,

Select QuoVadis Product: Internal S/IMIME

Set your QuoVadis Policy Template ID

Set your QuoVadis certificate validity period

Set your QuoVadis Account Name

Set your QuoVadis Account Organization

Set your QuoVadis Account Country

Set your QuoVadis Admin Email

Set your QuoVadis Requestor Email

Upload your QuoVadis API Signing Certificate and Key (p12 file)
Upload your QuoVadis API Signing Certificate password

When using Microsoft AD Certificate Server:

Signer: Microsoft Enterprise CA \

NDES server: *

ndes.mycompany.com

NDES Challenge Password: *

Key Size (bits): 4096 ¥

Subject CN:

Subject Country: NL v
Subject State: State
Subject City/Locality: Amersfoort
Subject Qrganization: KeyTalk 1 BV

Subject Organizational Unit:

Subject Email:

Subject Alternative Names: email:copy

PKI Management

<will be filled with the value of user CN or, whet

support@keytalk.com

v' Set your NDES server with a static challenge.
If you haven’t set NDES, follow https://www.youtube.com/watch?v=JOwoMJmgi2g
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v' Set Subject Alternative Names to:

c

When using GlobalSign Atlas High Volume CA:

email:copy

Signer: GlobalSign HVCA/Atlas v
GlobalSign Atlas Product: S/MIME ¥

Key Size (bits): 4006 ¥

Validity (months): 122V

GlobalSign API Key: * 7afc309b4fbiae2b

GlobalSign API Secret: *

GlobalSign API Signing Certificate and Key: *

Subject CN:

Subject Country:
Subject State:
Subject City/Locality:

Subject Organization:

Subject Organizational Unit:

Please upload PFX file containing signing certificate and key

Choose File | atlas_mTLS.certkey.pfx

<will be filled with the value of user CN or, when not defined, user name>

<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>

<will be filled from GlobalSign profile>

My IT Department

L

Subject Email: itsupport@mycompany.local

Select product: SIMIME

Select the validity period that matches your GlobalSign Atlas license

Set your GlobalSign Atlas API key

Set your GlobalSign Atlas API secret

Upload your GlobalSign Atlas API signing certificate and key

Provide the GlobalSign Atlas API signing certificate and key install password
Ensure the firewall allows traffic to emea.api.hvca.globalsign.com:8443

AN NN NN

When using Digicert CertCentral:

Signer: ‘ DigiCert CertCentral v ‘
DigiCert Product: ‘ Class 2 S/MIME Premium Certificate v ‘
Key Size (bits):

Validity (months): 12 v

DigiCert Account API Key: * ‘ BUMFXVRTPVQI7ZXC3JB574LJIZDUSTEYFVS2QGX3RD2ZGITNIN3TWZMM3YGZSDFXB3BXIKAS |

DigiCert Organization ID: * | 2523423 |
Subject CN: <will be filled with the value of user CN or, when not defined, user name>

v' Select product: Class 2 or Class 1 SIMIME

v' Select the validity period that matches your CertCentral settings

v' Setyour DigiCert API key

v" Set your DigiCert Org ID when applicable
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Configure writing issued S/MIME certificate to AD and/or LDAP:
LDAP/AD Settings

Allow Enrolling S/MIME Certificates to External Parties: [i]
Install secure email S/MIME certificate to LDAP: v [i]
Update Alt-Security-Identities in LDAP: m

LDAP URL:  |Idaps://smime.keytalk.com:636

Search Base: lou=People,dc=keytalk,dc=com

LDAP URL:
Public LDAP Address Books: Search Base:

LDAP URL:

Search Base:

Apply Address Books: ¢ Li]

v' Anissue S/MIME certificate can be written to your set AD as well as to your (KeyTalk) LDAP
address book, by selecting: Install secure email SIMIME certificate to LDAP.

v" Not required but often used: set your KeyTalk public LDAP URL and Search Base, so that the
KeyTalk client can automatically configure it as an Outlook Address Book on Windows
(requires Apply Address Books to be checked as well)

Configure automated device learning mode, and amount of allowed devices.
DevID Settings

User Learn Mode: Oon v [l

learn-once ¥
learn-once ¥
locked v
locked v
locked v
Default Slot Learn Modes:
locked v
locked v
locked v
locked v
locked v

'
Enable Slot Timer When Manually =~ ¢/ L
Changed to Learn-Once: Closeslotsin 0 ¥ days, 1 ¥ hours, 0 ¥  minutes

v [

Close slotsin |1 ¥ days, 0 ¥ hours, 0 V¥  minutes

Enable Slot Timer for New Users:

l OK ] l CANCEL ]

v' Configure User Learn Mode to: On (this allows anyone with a valid AD account to use KeyTalk
for certificate issuance)

v" Configure slot 1 and 2 as : learn-once (this sets the first device to request a certificate to
always be allowed, and enables a second device to also obtain the S/MIME certificate

v' Set the timers. In the above example the second device is allowed to fetch a certificate within
24 hours after the first.

Select OK to save the settings
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Connect your Active Directory to the KeyTalk TEMPLATE certificate template
MAIN SERVICES DEVID USERS

Internal Db Modules | MySQL Module RADIL

Add LDAP Authentication Module

Service: My_SMIME_template ¥

Configure the added LDAP/AD connector
Configure LDAP Authentication Modules

v My_SMIME_template

[ ADD ] [ CONFIGURE ] [ REMOVE ]

Configure Kerberos
Configure LDAP Authentication Module For Service My_SMIME_template

Use Kerberos (Windows Domain) authentication: E] "

Kerberos Realm (Windows Domain): * mydomain.com

KDC server: * kdc.mydomain.com

v' Set your Windows domain
v' Set your KDC server

Save by selecting OK

When Kerberos is not configured, then the KeyTalk client/app will always ask for a
username/password.

Configure Common Name options

Additional options for Common Name: Li] | None M

OK

v Setto None

Configure Hardware Signature requirement

Allow logins with zero-HwSig: m

oK |

v"Leave unchecked (this enforces a non-zero value from a KeyTalk client/app when calculating a
HardwareSignature)
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Configure AD/LDAP parameter Match Settings

Attribute match mode

PASSWORD NOME
PINCODE NONE

memberof NONE

Supported placeholders: $(service), ${domain), $(userid), $(password), $(pincode). Double $ for verbatim repr of the It o) L

¢.

Optionally configure this part to enforce a user being part of a specific Security Group (CHANGE ->
memberof )

Configure AD/LDAP connection settings

URL Bind DN Base DN

4 Idap://ldap.keytalkdemo.com:389 $(userid)@keytalk.com ou=people,dc=keytalk,dc=com
LDAP servers are tried in the order they are listed

[Z] [Z] [ ADD | [ cuange | [ remove |
Select the default LDAP and select CHANGE

Configure AD/LDAP
Configure LDAP Server connection for Service My_SMIME_template

URL: * Idap://adl.mydomain.com:389 i)

Bind DN: * $(userid) @mydomain.com [l

Bind Password: * $(password) | show L1
Allow empty password: EJ

Base DN: * dc=mydomain,dc=com

Service User: mydomainadminusername m

Service Password: sfdgsdfgsfds ¥} show

Is Active Directory: Cd

Address Book only: EJ

Invalid LDAP bind attempts are considered as if invalid credentials were supplied by the KeyTalk user,
(. provided the LDAP server is physically accessible

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button.

[ oK ] [ CHECK ] [ CANCEL ]
Set your:
v" AD URL using Idap:// and port 389
v" Bind DN, its usually $(userid)@mydomain.com (substitute with your own domain)
v" Bind Password set to $(password)
v" Base DN to dc=mydomain,dc=com (substitute with your own domain and tld)
v

TEMPLATE User: this is an AD domain admin capable of writing certificates to the attribute
UserCertificate

v TEMPLATE Password: the password belonging to your set TEMPLATE User

v" Checkmark Is Active Directory
Select OK to save

Repeat step 14, now select CHECK to see if the connector works properly
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BIND SUCCESSFUL
If BIND fails, check the LOGS -> WEBUI LOG

Configure secure LDAP/AD connection
Repeat step 14:

[ oK ] [ CHECK I l CANCEL ]

LDAPS CA Certificate LU
No Certificate Found

Choose File No file chosen
Choose File No file chosen

Choose File No file chosen

UPLOAD

v" Upload in DER or PEM your AD/LDAP LDAPS issuing CA certificate.
This will result in KeyTalk server trusting your specific CA, enabling TLS over LDAPS

Update your set AD/LDAP url to include LDAPS:// and port 636
Repeat step 16 to verify if the LDAPS connection is working correctly

Repeat step 9, scroll to the bottom of the page:

LDAP attribute mappings
Filter: (sAMAccountName=g$(userid))

No mappings defined

CHANGE |

Change the LDAP attribute mappings

Configure AD attribute to certificate field mapping

Filter: * |(sAMAccountName:$(userid)) ‘

Mapped Goes to (in KeyTalk) Comes from (in LDAP)
Common Name certificate attribute

7] |disp|ayName ‘
and DevID user Common Name

Email certificate attribute | mail ‘

M SAN Microsoft UPN certificate attribute | |

[ ] SAN Microsoft UPN certificate attribute | ‘

| oK | [ cancer |

The above shows when using a Public CA such as QuoVadis, TRUSTZONE, or GlobalSign.
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Set your AD filter to match the attribute used as the username (often sAMAccountName)
Set Email certificate attribute to : mail (your AD mail attribute)

Set Common Name certificate attribute to: DisplayName (not setting it is also an option then
the username of the user is used as the issued S/IMIME certificate CN value

AN

Alternatively, the chosen CA provider might support more elaborate SAN certificate mappings to
support for example multiple email addresses:

Co Configure certificate to LDAP attribute mappings for Service GlobalSign_Atlas

Filte
Filter: * |(sAMAccountName=3$(userid))

n Mapped Goes to (in KeyTalk) Comes from (in LDAP)
4 Common Name certificate attribute
4 i DisplayName
and DevID user Commeon Name =4
Organization Unit certificate attribute
v Email certificate attribute mail
V| SAN Email certificate attribute mail

4 SAN Email certificate attribute alternativemail

OK ] [ CANCEL

J CITidll Ceruiicate auripue tan
Basic Constraints certificate attribute
Key Usage certificate attribute
Extended Key Usage certificate attribute
Subject Alternative Name certificate attribute

Time To Live (sec) certificate attribute

( oK ] [ camcer |

The above shows when using a Private CA such as KeyTalk or Microsoft AD CS.
v' Set your AD filter to match the attribute used as the username (often sAMAccountName)
v/ Set Emalil certificate attribute to: mail (your AD mail attribute)

v/ Set Common Name certificate attribute to: DisplayName (not setting it is also an option then
the username of the user is used as the issued S/IMIME certificate CN value

Select OK to save the settings.

The configuration is now ready to issue S/MIME certificates to any user matching the configured AD
connector criteria.

The following manual steps are used to verify if automated certificate issuance works properly without
deploying the KeyTalk client with its configuration file.

Go to DEVID USERS (the location where all issued certificates are administered for every user and

end-point) :

MAIN SERVICES AUTHENTICATION ACCOUNTING
mport Certificate | Import Certificates = Import Users | Export Users
DevID Users

Service: My_SMIME_template ¥

User Name:
case-insensitive substring

in Learn Mode: --any-- v

Having at least one Slot with Hardware Signature
case-insensitive substring
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Step 22b: Add an existing AD user:
Add DevID user

Service: My_SMIME_template ¥

User Name: * < mysampleADusername >

User Common Name: m

Automatically Close Learn-Once Slots: m e

Learn-Once Slots TTL: 0 V¥ |days, 1 ¥ hours,| 0 ¥ minutes
Slot Learn mode Hardware Signature

1 learn-once ¥

2 locked v

And select OK

Step 22c: Enroll a certificate to the manual added user without a certificate:
DevID Users
Service: My_SMIME_template ¥
User Name:

case-insensitive substring

in Learn Mode: --any-- v

Having at least one Slot with Hardware Signature:
case-insensitive substring

Results Per Page: 0 v

1 user found. Showing 1 - 1

| User Automatically Close Learn-Once Slots @
mysampleadusername Closing in 59 minutes and 51 seconds
[ aop | [ cnamce || memove |

Click "Revoke" to revoke certificates of all found users.

Click ~Erset=te-request a certificate for each found user without a valid certificate. (

Comon ]

Click "Export CSV" to export all found users to CSV.

EXPORT CSV

When successful you will see:

Successfully enrolled 1 user for service

If unsuccessful, check both CAD log and WEBUI log to see why it failed
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Now configure KeyTalk to also write certificates to the optional KeyTalk LDAP Address Book.
Should you wish to skip the writing of S/IMIME to the LDAP KeyTalk Address Book, continue to

Configure your LDAP/AD connector again:
MAIN SERVICES AUTHENTICATION DEVID USERS ACCOUNTING LICENSE

Internal Db Modules | MySQL Modules | LDAP Modules | RADIUS Modules | REST API Modules

Configure LDAP Authentication Modules

Service

4 My_SMIME_template
[ ADD | | conFigure | [ Rremove |
ADD an LDAP
URL Bind DN Base DN
Idaps://ad1.mydomain.com:636 $(userid)@mydomain.com ou=people,dc=keytalk,dc=com

LDAP servers are tried in the order they are listed

E E] [ CHANGE ][ REMOVE ]

Configure the public KeyTalk SIMIME LDAP Address Book

i1

URL: * Idaps://smime.keytalk.com:636 L
(|
Bind DN: * uid=admin,dc=keytalk,dc=com B
. =
Bind Password: * yoursetldapadminpassword ¢ show LU
Allow empty password: (il
Base DN: * ou=People,dc=keytalk,dc=com
il
Service User: admin =
Service Password: yoursetldapadminpassword 4 show

Is Active Directory:

Address Book only: v [i]
Address Book DN Template: * ' yid=4$(email),ou=People,dc=keytalk,dc=com (]
v' Set your LDAP Addressbook url. Use Idap:// with port :389
v' Set the Bind DN to: uid=admin,dc=keytalk,dc=com
v' Set the Bind Password to the LDAP Admin password you configured on the LDAP
v' Set the Base DN to: ou=People,dc=keytalk,dc=com
v' Set TEMPLATE User to: admin
v' Set TEMPLATE Password to: the LDAP Admin password you configured on the LDAP
v' Check: Address Book only

Verify if the connection works using the CHECK button

Invalid LDAP bind attempts are considered as if invalid credentials were supplied by the KeyTalk user,
£ nprovided the LDAP server is physically accessible

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button.

oK I [ (cnscx j [ CANCEL
N—_—

LDAPS CA Certificate LU
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Configure LDAPS for the Address Book

URL: * Idaps://smime.keytalk.com:636 e

X G
Bind DN: * uid=admin,dc=keytalk,dc=com —

) =
Bind Password: * yoursetldapadminpassword ¢ show LU
Allow empty password: (i
Base DN: * ou=People,dc=keytalk,dc=com

G
Service User: admin -
Service Password: yoursetldapadminpassword ¥!" show
Is Active Directory:
Address Book only: v [

Gl

L

Address Book DN Template: * | yid=$(email),ou=People,dc=keytalk,dc=com

LDAPS CA Certificate L1

Choose File No file chosen
Choose File No file chosen

Choose File No file chosen

’ UPLOAD ]

| pownLoap | [ Remove

| <BACK |

While its not required to configure TLS, it is advised , as it will secure your connection.
v' Change your LDAP Addressbook url to use use Idaps:// with port :636
v" Upload your KeyTalk LDAP SSL certificate issuing CA to create a trust for the KeyTalk server

Now verify if the LDAPS connection works properly using the CHECK button.

Invalid LDAP bind attempts are considered as if invalid credentials were supplied by the KeyTalk user,
{. provided the LDAP server is physically accessible

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button.
Ca

I OK i CHECK i CANCEL l

SN——— "

LDAPS CA Certificate L1

Verify if the certificate write to LDAP Address Book works properly
Go to: DEVID USERS, and select your SIMIME TEMPLATE template

Click "Store Certs to LDAP" to re-submit all valid certificates for each found user to LDAP. Gl

l STORE CERTS TO LDAP ]

v' Select: STORE CERTS TO LDAP

When it works properly you will see:

Successfully stored certificates to LDAP server(s)
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If unsuccessful, check both AuthD log and WEBUI log to see why it failed

Create KeyTalk Real Client Configuration Data file.
This file is used to configure the KeyTalk agent

MAINAUTHENTICATION DEVID USERS ACCOUNTING | LICENSE CERTIFICATES AND

Required Credentials Signer
° My_SMIME_template USERID,HWSIG,PASSWD KeyTalk (this server or HSM)
e ——
[ ADD ] [ REMOVE 1‘ CREATE RCCD '\ IMPORT GLOBALSIGN ORDERS ]
o ———

v' Select the TEMPLATE you wish to include in the configuration file
v' Select CREATE RCCD

Create KeyTalk Real Client Configuration Data file.
This file is used to configure the KeyTalk agent

Provider Name: YourCompanyName
Content Version: 2019091601

M - - =
KeyTalk Server Address: Lil  keytalk.mydomain.com:443 B allow overwrite [

keytalk

Services: My_SMIME_templatd I

v' Set KeyTalk Provider Name (this is the name under which multiple KeyTalk configurations are
grouped when imported into a single client)

v' Set KeyTalk Server Address. This is either the FQDN or the IP address. Ensure the this address is
also present in the KeyTalk “Certificates and Keys” in the SAN of the “Client-Server certificate”
”(generic TLS use for most KeyTalk clients), and when applicable in the KeyTalk “Certificates and
Keys” in the SAN of the “Trusted Mobile SSL” (required for Apple and Android devices, and usable
for generic KeyTalk client TLS purposes)

v' Set the port to 443 (generic use for KeyTalk client/app), or optionally to port 4443 when a Trusted
Mobile SSL certificate and key has been uploaded.

v/ Optionally change the Logo to a 110x110 PNG

v Select the EDIT button next to the selected TEMPLATE

Configure KeyTalk Real Client Configuration Data meta data
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Create RCCD: configure service

Service: My_SMIME_template
URI:
Certificate Validity Type Duration v

51|

i1
Time Before Certificate Expires: L 0 v days, 0 ¥ hours, 6 ¥ minutes, 0 ¥ seconds allow overwrite LU

Use client OS logon user: m v

[ OK ] [ CANCEL ]

v' Set the duration time, which determines the amount of time before the certificate needs to be
replaced before it expires. This time should not exceed the TEMPLATE template time
configured in:

Certificate Settings

< [

Reuse Issued Certificate and KeyPair:
Only if the certificate is still valid for| 48 ¥ | hours

v' Set: Use client OS logon user. This ensures that the KeyTalk client/app uses the Windows
user that is logged in. Unchecking it requires the user to enter their own username

v' Set Allow Overwrite. Setting this option ensures a Windows user cannot easily remove the
configuration data

Select OK to save

Finalize the KeyTalk configuration file

Provider Name: YourCompanyName

Content Version: 2019091601

KeyTalk Server Address: LLI  keytalk.mydomain.com:443 | allow overwrite LU
° —

Logo: [

Services My_SM]ME_tempIate

CREATE '

Rename the created RCCD file to a name you find suitable/shorter:

settings.DemoPro...rccd

This RCCD file is effectively a ZIP file, you can rename it to inspect its contents.

Its typically deployed together with the KeyTalk client (see the individual KeyTalk client/app manuals),
or it is email to users as an attachment, or made available as a public download (the file does not
contain any secret information)

Authenticate from an installed and configured KeyTalk client using Kerberos, or username/password
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== Authentication Agent ? X

Authenticate e
Please supply credentials for the selected provider and bymﬁ
service

Provider: TEST
Service: test

User: testuser

Password: ‘

(1) Users < Back Cancel
Notel: Kerberos is currently only supported in Windows 7-10, and Server 2012R2-2019

Note2: With each KeyTalk installation two Windows Scheduler Tasks are activated, which are used to
periodically verify if certificate replacement needs to trigger.

Notes:

» While KeyTalk cannot provide support on software of other vendors, several KeyTalk customers have indicated
the following mail clients work just fine with S/IMIME and most also work with integrated LDAP Address Books,
albeit these mail clients may require some manual configurations:

Windows: Outlook

Windows: Thunderbird

Linux: Thunderbird

Linux: Evolution

MacOSX: MacMalil

MacOSX: Outlook for Mac
MacOSX: Thunderbird

i0S: Malil

iOS: Mobilelron Email+ (requires Mobilelron)
iOS: Outlook (requires Intune!)
Android: Samsung mail
Android: Ciphermail

Android: Nine - Email

NN N N N N N N NN
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ANNEX D: Sample Third party S/IMIME use-case configuration

This use-case sample assumes:
v' the KeyTalk server has been configured already for the issuance of S/IMIME certificates which also support
client authentication (see ANNEX C)
v"an LDAP Address Book is available. Do note that an LDAP Address Book is REQUIRED (but does not need to
be the KeyTalk SIMIME LDAP as provided as part of the KeyTalk solution)

In this sample configuration, we’ll go step by step over enabling the ability to request certificates for third party email
addresses (ie people outside your company), using the KeyTalk Self TEMPLATE Portal.

Configure a KeyTalk certificate template under TEMPLATES

MAIENTICATION DEVID USERS

([C a0 D

Configure the TEMPLATE general settings, and ensure you select password. Optionally make
appropriate changes to the HWSIG Formula hardware/software characteristics.

Generic Settings

Service Name: * My_SMIME_for_3rd_Parties_template Lﬂ

v v ¥ passwp
Required Credentials: USERID HWSIG

PIN RESPONSE
URI: scheme://authority/path m
File URI Digest: sha256-executable-hash [ﬂ
Check URT: {4l
Execute Synchronously: [ﬂ

3,5,9,10,11,12,13,17,18,101,102,103,104,105,106,107,108,109,112,114,115,116,117,199,201,202,204,205
HWSIG Formula: ,206,207,208,209,210,211,212,299,301,302,303,304,305,306,307,308,309,310,311,312,401,402,403,404,4 |
05,406,407,408,409,410,411,412,501,502,503,505,506,599,601,603,604,606,607,608,609 P!

Split on "\ LL
Split on '@"

Split Domain and Userld:

Comment:

Configure certificate settings
Certificate Settings

v [i

Only if the certificate is still valid for| 48 ¥ | hours

Reuse TIssued Certificate and KeyPair:

Store Certificate to Client System Store: Gl

Allow DevID Self-Service Logins: [ﬂ

Use TPM Virtual Smart Card: [ﬂ

Automatically Apply S/MIME Settings: L4 [D

Signer: KeyTalk (this server or HSM) ¥
Key Size (bits): 4006 ¥

v" Ensure Reuse issued certificate and KeyPair is checked and set to any value
v' Optionally set Auto Apply S/IMIME Settings is checked
v' Set your CA source and key-size
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When using KeyTalk Private CA:

Subject Country: NL ¥
Subject State: State
Subject City/Locality: Amersfoort
Subject Organization: KeyTalk 1 BV

Subject Organizational Unit: PKI Management

Subject Email: support@keytalk.com

Time To Live (sec): 31536000 LU

Basic Constraints: CA:FALSE ¥ u__l

v) digitalSignature v nonRepudiation v keyEnciphermentl—‘j

Key Usage:

v dataEncipherment” keyAgreement keyCertSign

¥ clientauth serverauth ¥ emailProtection

Extended Key Usage: Additional OIDs:

0ID1,0ID2,..

Revocation List URT: http://example-crl.com

OCSP host URI: http://example-ocsp.com

Policies: [

Subject Alternative Names: email:copy [

v' Optionally set the subject information to match your own company. Arguably he third party will
not represent your company, so often its left empty

Set Time to Live to (sec): 31536000 (1 year), or use any other value you want.

Set Basic Constaints to CA:FALSE

Set Extended Key Usage to: clientAuth, emailProtection

Set Subject Alternative Names to: email:copy (this ensures that the used email address is
copied into the SAN)

ANANENEN

When using GlobalSign/TRUSTZONE:

Certificate Settings

v [

Reuse Issued Certificate and KeyPair:
Only if the certificate is still valid for| 48 ¥  hours

Store Certificate to Client System Store: 4

Allow DevID Self-Service Logins: [D

Use TPM Virtual Smart Card: @

Automatically Apply S/MIME Settings: v [D

Signer: GlobalSign M
GlobalSign Product: PersonalSign 1 v L]
Validity (months): 2y

Subject CN:

Subject Country:
Subject State:
Subject City/Locality:
Subject Organization:

Subject Organizational Unit:

GlobalSign User Name: *
GlobalSign Password: *
GlobalSign Coupon:

GlobalSign Campaign:

AN NN

<will be filled with the value of user CN or, when not
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>

<will be filled from GlobalSign profile>

PAR_208883_MyAccount
eessccssscces
coupon code

campaign code
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v' Set your GlobalSign/TRUSTZONE Profile ID as found in the portal under ENTERPRISE PKI

When using QuoVadis - DigiCert:

Signer: QuoVadis A\
QuaVadis Product: External S/MIME ¥
QuoVadis Profile: Staging v

Key Size (bits): 4006 ¥

QuoVadis Policy Template ID: * 7999

Validity (years): 1

QuoVadis Account Name: * My Company Account Name
QuoVadis Account Organisation: * KeyTalk 1 BV

QuoVadis Account Country: NL ¥

QuoVadis Admin Email: * support@keytalk.com
QuoVadis Requestor Email: * myrequestor@keytalk.com

Please upload PFX file containing signing certificate and key

QuoVadis API Signing Certificate and Key: * |#esessssssee m
Choose File |QV_Auth_Cert.p12
Subject CN: <will be filled with the value of user CN or, when not defined,

Select QuoVadis Product: External SIMIME

Set your QuoVadis Policy Template ID

Set your QuoVadis certificate validity period

Set your QuoVadis Account Name

Set your QuoVadis Account Organization

Set your QuoVadis Account Country

Set your QuoVadis Admin Email

Set your QuoVadis Requestor Email

Upload your QuoVadis API Signing Certificate and Key (p12 file)
Upload your QuoVadis API Signing Certificate password

A NENENENENENE NENENEN

When using Microsoft AD Certificate Server:

Signer: Microsoft Enterprise CA v
NDES server: * ndes.mycompany.com

NDES Challenge Password: * senne

Key Size (bits): 4096 v

Subject CN: <will be filled with the value of user CN or, wher
Subject Country: NL ¥

Subject State: State

Subject City/Locality: Amersfoort

Subject Organization: KeyTalk 1 BV

Subject Organizational Unit: PKI Management

Subject Email: support@keytalk.com

Subject Alternative Names: email:copy

v' Set your NDES server with a static challenge.
If you haven’t set NDES, follow https://www.youtube.com/watch?v=JOwoMJmgi2g
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v' Set Subject Alternative Names to:  email:copy

Configure writing issued S/MIME certificate to target LDAP Address Book:
LDAP/AD Settings

Allow Enrolling S/MIME Certificates to External Parties: Ll
Install secure email S/MIME certificate to LDAP: v L]
Update Alt-Security-Identities in LDAP: ]

LDAP URL:  |daps://smime.keytalk.com:636

Search Base: ou=People,dc=keytalk,dc=com

LDAP URL:
Public LDAP Address Books: Search Base:

LDAP URL:

Search Base:

Apply Address Books: ¢ m

v" An issue S/MIME certificate needs to be written to your set (KeyTalk) LDAP address book, by
selecting: Install secure email S/IMIME certificate to LDAP.

v' Set your KeyTalk public LDAP URL and Search Base, so that the KeyTalk client can
automatically configure it as an Outlook Address Book on Windows (requires Apply Address
Books to be checked as well).

The LDAP URL must follow the format: Idap://<url>:port or Idaps://<url>:port

Configure automated device learning mode:
DevID Settings

User Learn Mode: on v LU

learn-once
locked
locked
locked
locked
locked
locked
locked
locked
locked

=

Default Slot Learn Modes:

4 4| 4 4/4/4 4/ 4 4«

Enable Slot Timer When Manually ¥ (]

Changed to Learn-Once: Close slotsin |1 ¥ |days, 0 ¥ |hours, 0 ¥ |minutes

i
Enable Slot Timer for New Users: D
Closeslotsin |1 ¥ |days, 0 ¥ |hours, 0 V¥ |minutes

v' Configure User Learn Mode to: On
v' Configure slot 1 as : learn-once
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v' Set the timers.
Step 7: Select OK to save the settings

Step 8: Connect your LDAP Address Book to the KeyTalk TEMPLATE certificate template

MAIN SERVICES(_ AUTHENTICATION

DEVID USERS ACCOUNTING LICENSE

DAP Modules

Configure LDAP Authentication Modules

My_SMIME_template

e —— "
[ CONFIGURE | | REMOVE |

Add LDAP Authentication Module

RADIUS Modules | REST API Modules | U

Internal Db Modules | MySQL Modules

Service: My_SMIME_for_3rd_Parties_template ¥

G >

Step 9: Configure the added LDAP/AD connector
Configure LDAP Authentication Modules

v My_SMIME_for_3rd_Parties_template

My_SMIME_template

ADD CONFIGURE REMOVE
\_—__/
Step 10: Edit the default LDAP

Bind DN

o Idap://ldap.keytalkdemo.com: 389 $(userid)@keytalk.com ou=people,dc=keytalk,dc=com

LDAP servers are tried in the order they are listed

(o] (] [ree ] [Commes D(_serowe ]

Step 11: Configure the public KeyTalk SIMIME LDAP Address Book connector
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Configure LDAP Server connection for Service My_SMIME_for_3rd_Parties_template

URL: *

Bind DN: *

Bind Password: *

Allow empty password:

Base DN: *

Service User:

Service Password:

Is Active Directory:

Address Book only:

Address Book DN Template: *

AN NN NN

Idap://smime.keytalk.com:389
uid=admin,dc=keytalk,dc=com
yoursetLDAPadminpassword

[
ou=people,dc=keytalk,dc=com
admin

yoursetLDAPadminpassword

v [

uid=$(email),ou=people,dc=keytalk,dc=com

Set your LDAP Addressbook url. Use Idap:// with port :389
Set the Bind DN to: uid=admin,dc=keytalk,dc=com

Set the Bind Password to the LDAP Admin password you configured on the LDAP
Set the Base DN to: ou=People,dc=keytalk,dc=com
Set TEMPLATE User to: admin

Set TEMPLATE Password to: the LDAP Admin password you configured on the LDAP
Check: Address Book only

Verify if the connection works using the CHECK button

Invalid LDAP bind attempts are considered as if invalid credentials were supplied by the KeyTalk user,
£ provided the LDAP server is physically accessible

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button

oK I I (cuecx j [ CANCEL
S—

LDAPS CA Certificate L1/

Configure LDAPS for the Address Book

URL: *

Bind DN: *

Bind Password: *

Allow empty password:

Base DN: *

Service User:

Service Password:

Is Active Directory:

Address Book only:

Idaps://smime.keytalk.com:636
uid=admin,dc=keytalk,dc=com
yoursetldapadminpassword

@
ou=People,dc=keytalk,dc=com
admin

yoursetldapadminpassword

v [i]

Address Book DN Template: * | yid=$(email),ou=People,dc=keytalk,dc=com
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LDAPS CA Certificate L1

Choose File No file chosen
Choose File No file chosen

Choose File No file chosen

UPLOAD

[ pownoap | [ Rremove |

< BACK

Use these exact Bind DN, Base DN and Address Book DN template settings as these are fixed values
when using the KeyTalk LDAP S/IMIME Address Book.

While its not required to configure TLS, it is advised , as it will secure your connection.
v" Change your LDAP Addressbook url to use use Idaps:// with port :636
v" Upload your KeyTalk LDAP SSL certificate issuing CA to create a trust for the KeyTalk server

Now verify if the LDAPS connection works properly using the CHECK button.

Invalid LDAP bind attempts are considered as if invalid credentials were supplied by the KeyTalk user,
[ provided the LDAP server is physically accessible

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button.

LDAPS CA Certificate L1

Step 13a: Configure the original S/IMIME certificate issuance TEMPLATE template (ANNEX C), to allow for use of
Self TEMPLATE Portal access

MAIN UTHENTICAT!DN DEVID USERS = ACCOUNTING LICENSE CERTIFICATES AND KEYS NETWORK SYSTEM ADMIN RCCD  NOTIFICATIONS LOGS

Required Credentials Signer DevlD User Learn Mode Comment Actions
My_SMIME_for_3rd_Parties_template USERID,HWSIG PASSWD KeyTalk (this server or HSM) on
@ My_SMIME_template USERID,HWSIG,PASSWD KeyTalk (this server or HSM) on .
[ ADD | [__remove | [creAtE Rcep | [1MPORT GLOBALSIGN ORDERS |

Certificate Settings

v (i

Reuse Issued Certificate and KeyPair:
Only if the certificate is still valid for 48 ¥ hours

Store Certificate to Client System Store: m
Allow DevID Self-Service Logins:
Number of manageable slots: | 2 _"‘/
Use TPM Virtual Smart Card: L]
Automatically Apply S/MIME Settings: 4 m

v" Check “Allow DevID Self-TEMPLATE Logins
v" Optionally set the amount of devices a user may manage from the Self TEMPLATE Portal

Step 13b: Enable the ability to request third party certificates using the Self-TEMPLATE Portal
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LDAP/AD Settings

Allow Enrolling S/MIME Certificates to External Parties: v @
Sel Il S/MIME Certificates to:

My_SMIME_for_3rd_Parties_template ¥

Send Certificate & Key Password by SMS: E
Notification Email Templates:

Install secure email S/MIME certificate to LDAP: v (i

Update Alt-Security-Identities in LDAP E

<go here to configure Notification Email Templates towards S/MIME requestors and recipients>

LDAP URL:

Idaps://smime.keytalk.com:636

Search Base: ou=People,dc=keytalk,dc=com

LDAP URL:

Public LDAP Address Books: Search Base:

LDAP URL:

Search Base:

Apply Address Books: ) [i]

ANANENRN

Check “Allow Enrolling S/IMIME Certificates to External Parties

Select the third party S/IMIME issuance TEMPLATE template

Set the configured LDAP Address Book as primary, secondary or tertiary entry
Optionally ENFORCE the sending of the certificate private key installation password by SMS.

While less convenient for the third party recipient and for your users (as they are required to
know the mobile number of the recipient), sending the installation password through a side
channel, instead of in the same email / same email based channel, improves overall security
and might be required based on corporate policy/compliance requirements. Currently Twillio is

support, contact KeyTalk for support of other

SMS gateway solutions.

P e ——

Save the changes at the bottom of the page: { ox

| 1) camcer |

\-___/

Configure outbound email for the KeyTalk server

MAIN SERVICES AUTHENTICATION

Interfaces ' DNS | Hostname | Public IP | NTP | Proxy SMS

SMTP Settings

Configure SMTP details for email notifications

SMTP Server Address: = smtp.office365.com

Sender Email Address: ' myoutboundemail@mydomain.com
SMTP User Name: myoutboundemail@mydomain.com
SMTP Password:

ssssssssssssssssee

Security: [ StartTLs v

Set the SMTP server address

Set the Sender Email address

Set the SMTP User Name (when applicable)
Set the SMTP Password (when applicable)
Set the SMTP security connection

AV N NN

Save by selecting OK
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Step 14b: Verify the outbound email to work properly

Test SMTP settings by sending a test email to: = support@keytalk.com

[ oK

Step 14c: Optionally configure the SMS gateway (see step 13b)

MAIN SERVICES AUTHENTICATION DEVID USERS ACCOUNTING LICENSE CERTIFICATES AND KEYS
Interfaces DNS | Hostname | Public IP | NTP | Proxy SMT@

SMS Account Settings:

Configure SMS account details for SMS notifications

Twilio Account SID: FG030134dd89af78eac5ff763a09ef042g

Twilio Authentication Token:

Test SMS Settings by Sending SMS to the Phone Number:

TEST
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Configure KeyTalk email templates.

MAIN SERVICES AUTHENTICATION DEVID USERS ACCOUNTING LICENSE CERTIFICATES AND KEYS NETWORK SYSTEM ADMIN RccD(” NOTIFICATIONS )LOGS
Messagde,_Email Templates

Email Templates

On this page you can configure the Email Templates for notifying requestors and recipients of secure S/MIME emails, 4

rvice: | My_SMIME_template ¥

Subject: * Secure email S/MIME certificate successfully enrolled
Dear {{requestor-email} },

We're happy to report to you that the KeyTalk server has successfully enrolled a secure email certificate for
{{rec 55%

£84 If raciniant-mahila-defined 9.1 The rartificata downlaad LRI has heen sent bo the sama amall address The

Based on the configured step 14a outbound email, the KeyTalk server will send email messages to
your corporate users who request S/IMIME certificates for third parties, and to those for whom an
S/MIME certificate has been requested.

KeyTalk comes pre-loaded with fully working factory default email templates for every use-case
covered in the request process. These templates can be set for each primary SIMIME TEMPLATE
certificate template. So you do not set the templates for the slaved third party SISMIME TEMPLATE
template.

You can change the Subject and the Message Body accordingly in this section. So you are not bound
to English, or the actual content.

Configure KeyTalk to trust your chosen S/IMIME CA-source.

MAIN SERVICES AUTHENTICATION DEVID USERS ACCOUNTING LICENSE € CERTIFICATES AND KEYS_D NETWORI
Overview | Root CA | Primary CA | Signing CA = Communication CA | Client-Server | WebUI Trusted Mobile SSL | HSM
Configure extra issuer CAs for client certificate logins to KeyTalk.

Click "Upload" to upload issuer certificate(s). You can supply multiple PEM or DER certificates in any combinaticn.

Please make sure to upload the entire certificate chain including the self-signed root!
—

Choose File | No file SBosen

Choose File | No file chosen

Choose File |No file chosen

UPLOAD '
Oy —_——

By default the KeyTalk server will only trust its own locally configured private CA.
Therefor if you're issuing S/IMIME and authentication certificates to your corporate users using the
KeyTalk private CA, there is no need to configure this part and you can continue to

When you're issuing S/IMIME and authentication certificates to your corporate users using a non-
KeyTalk-private-CA, such as Microsoft ADCS, or GlobalSign/TrustZone/QuoVadis etc, then you will
need to configure KeyTalk to trust the used CA(S).

Simply upload the issuing CA in DER or PEM format for each of your KeyTalk instances. For the public
CA’s that KeyTalk already integrates with, you can find the most recent issuing CA file in your KeyTalk
server download.

Enable Self-TEMPLATE Portal and KeyTalk Management certificate based strong
authentication

The Self-TEMPLATE portal of KeyTalk enables your corporate users to request certificates for third
party recipients using https://<yourkeytalkerverfqdn>:3000 over TLS 1.3

Because corporate users will get access as authorized regular users, as well as your KeyTalk Admins
with leveraged authorization, currently the KeyTalk system requires certificate based strong
authentication (ie mutual SSL authentication over TLS 1.3)
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This requires an “admin” user (ie the local KeyTalk sys admin) to exist as a user with a unique client
authentication certificate with a matching CN=admin, and a value in the O and the OU field, as issued
under a trusted issuing CA.

You could opt to NOT have a local sys admin defined, and only use Cluster Admins, which will work
with any defined CN value in a client authentication certificate.

There are 4 methods of obtaining such a trusted admin client authentication certificate:

1) Issue it under KeyTalk private CA using your AD authentication connector, based on an AD defined
“Admin” user, (see chapter 13.2), OR

2) Issue it under KeyTalk private CA using your AD authentication connector, based on any existing
user, but then using CN cetrtificate field mapping based on an AD attribute that will contain the
name “admin”, (see chapter 13.2), OR

3) Issue it under KeyTalk private CA using KeyTalk’s internal DB connector, based on an internalDB
defined “admin” user, (see chapter 13.1), OR

4) Issue it under another CA, whereby you set your KeyTalk server to trust certificates issued under
this particular CA (see chapter

When using options 1-3, KeyTalk recommends using short-lived certificates for your KeyTalk
(delegated) admins. ie a validity period of 1-12 hours, possibly extending up to 1 week validity.

As the additional issuance of KeyTalk (delegated) admin logins will likely affect your license count,
kindly contact sales@keytalk.com, or your KeyTalk vendor, to see how your existing license can be
compensated for this additional certificate issuance.

Before continuing to , ensure you are able to fetch a client authentication certificate using the
KeyTalk client/app, or have a client authentication certificate available whereby its issuing CA is trusted
by your KeyTalk environment.

Set enforced certificate based authentication to your KeyTalk environment.

MAIN SERVICES AUTHENTICATION DEVID USERS ACCOUNTING LICENSE CERTIFICATES AND KEYS NETWORK SYSTEM (' ADMIN

@elect Login Method> Manage Own Account | Manage Other's Accounts | Service Operator Leases

Manage Access to KeyTalk Web Admin Panel and to Self-Service REST API
You are logged in to the KeyTalk web admin panel as admin.

You have system administrator privileges.
You make use of password authentication.

Choose the way users login to the KeyTalk web admin panel.
Notice that self-service REST API can be only accessible using certificate authentication.

Wit erpame and password
® With a certificate
ST

Configure Certificate Authentication

Common Name: admin

Organization: * PoC1 Company
Organization Unit# KeyTalk Management

Internal Issuer: KeyTalk PoC1 Signing CA (details)

Extra Issuers: <not defined> (details)

I OK ‘ [ CANCEL ]

v' Set the Organization name as found in the client authentication certificate’s O field for the Local
Sys Admin access

v' Set the Organizational Unit name as found in the client authentication certificate’s OU field for
the Local Sys Admin access
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Activate enforced certificate based authentication for each KeyTalk server instance:
Configure Certificate Authentication

Common Name: admin
Organization: * PoC1 Company

Organization Unit: ¥ |KeyTalk Management

Internal Issuer: KeyTalk PoC1 Signing CA (details)

Extra Issuers: <not defined> (details)

‘ OK > CANCEL

This will trigger a Daemon reboot of the KeyTalk server, after which an appropriate client certificate will
be requested to login with an appropriate configured authorization.

If you're locked yourself out of the system, you can undo the enforced certificate authentication by
accessing SSH or the CLI of the KeyTalk server and using:
/usr/local/bin/keytalk/www/reset-admin-passwd

This will set the default sys admin login to : admin/change!

Configure KeyTalk delegated Admin accounts for certificate authentication

MAIN SERVICES AUTHENTICATION DEVID USERS ACCOUNTING LICENSE CERTIFICATES AND KEYS NETWORK SYSTE
Select Login Method | Manage Own Accou Manage Other's Accounts )Service Operator Leases

Assign Services to service administrator

Ld
Assigned Sarvices: My_SMIME_for_3rd_Parties_template

¥ My_SMIME_template

oK | [ camcer

Configure Password Authentication

Login Username: *  MyDelegatedAccount
Password: *  eesssssess

Repeat Password: * ssssssssss

| oK | [_camce

Configure Certificate Authentication

CpaTon Name: *  MyDelegatedAccount

Organization: * PoC1 Company

jzation Unit: *  KeyTalk

Internal Issuer: KeyTal

Extra Issuers: <not defined> (details)

[ oK | [ camcer |

If other users/roles have been defined in KeyTalk, configure the appropriate certificate based
authentication field matching settings.

Contrary to the local sys admin, all other account settings are synched with other KeyTalk server
instances in case you are running a KeyTalk High Availability cluster.

Important note: KeyTalk will always assign the highest authorization role to a matching
certificate.
So if someone’s certificate details match those of a “regular” user, and those of
an (delegated) admin role, the admin interface will prevail over the user Self-
TEMPLATE portal interface.
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Test the Self-TEMPLATE portal, third party S/IMIME certificate request
Ensure you have issued a corporate S/IMIME certificate using the KeyTalk client based on the
ANNEX C KeyTalk TEMPLATE template.

Visit https://<yourkeytalkserverur|>:3000 and select your S/IMIME client authentication certificate
to login.

Request third party S/IMIME certificate through the portal.

REQUEST CERTIFICATE MANAGE YOUR DEVICES

Request Secure Email Certificate for external contact email address [

Target Service: KeyTalk_SMIME_for_3rdParty

Email Address: * thirdpartyemail@otherparty.tld

31 . N
Mobile Phone Number Of External Contact; Ll <optional_mobile_number>

[ CONFIRM REQUEST ]

v Enter the third party email address you wish to request an S/IMIME certificate for. It's highly
recommended to use a third party email address that you control, so you can verify both ends
of the process, ie as as requestor and as a target recipient.

v When SMS based password sending is enforced, also enter the mobile number

v' Select CONFIRM REQUEST

When all is configured properly, both on your KeyTalk server side, and on your CA-provider side, a
confirmation should appear.

If something goes wrong:
= Close the browser (not the tab, but the full browser in order to clear the SSL cache)
= Open the browser and visit your KeyTalk Admin interface, and authenticate using a
KeyTalk trusted (delegated) admin certificate
= View the WebUI log, and CAD log to find the cause of the problem

Depending on the selected third party SIMIME CA provider, different emails and processes are

triggered.
Keep a close eye on your email as both corporate requestor and the email of the third party recipient.
Emails sent by the KeyTalk system can be changed (see ).

Emails sent by the non-KeyTalk CA, can only be changed by those controlling this CA environment.

When the third party S/IMIME certificate has been delivered to the recipient, validate if the certificate got
registered in your configured LDAP Address Book.

Either login to the LDAP using an LDAP manager, or in case of the KeyTalk SIMIME LDAPS Address
book you can also visit https://<myldapurl> and do a lookup based on the email address.

If it didn’t register, verify in the KeyTalk AuthD and RDD log why it failed.

Validate if your Windows Outlook/MacMail has been configured by the KeyTalk client to make use of
the LDAP addressbook
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Notes:

Use your Windows Outlook, or MacMail, to write an encrypted and signed email to the target third party
email address, and send it.

When all goes well, the email gets send properly.

If things don’t go well, it mostly happens because the email client is unable to read the LDAP Address
Book, and therefor is unable to read the target email’s public S/IMIME details. This mostly happens due
to LDAP as a protocol not being allows Firewall-rule wise, or because of a DNS issue client side, or
because of a misconfiguration of the LDAP Address Book in Windows Outlook, or on Apple Mac as an
LDAP profile. (Apple Mac is pretty strict in TLS validation for example)

Validate as the third party recipient that you can decrypt the received message ( ) using the
received and installed S/MIME certificate and private key.

Validate as the third party recipient, that you can reply to the received encrypted email in an encrypted
and digitally signed manner.

» While KeyTalk cannot provide support on software of other vendors, several KeyTalk customers have indicated
the following mail clients work just fine with S/IMIME and most also work with integrated LDAP Address Books,
albeit these mail clients may require some manual configurations:

NN N N N N N NN

Windows: Outlook

Windows: Thunderbird

Linux: Thunderbird

Linux: Evolution

MacOSX: MacMail

MacOSX: Outlook for Mac
MacOSX: Thunderbird

iOS: Mall

iOS: Mobilelron Email+ (requires Mobilelron)
iOS: Outlook (requires Intune!)
Android: Samsung mail
Android: Ciphermail

Android: Nine - Email
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ANNEX E: Sample end-user machine certificate use-case configuration

Machine certificates for end-point devices are often used for 802.1x EAP/TLS network authentication.

KeyTalk supports several use-cases to issue/renew/(de)install end-point machine certificates.

Most common scenario’s include:

1)

2)

3)

Machine Certificate issuance based on a user’s authentication credentials (such as Kerberos) against an AD,
after which, based on the user’s machine identification, the machine certificate is requested/generated, pushed
and installed on the end-points system or personal certificate store (optionally requiring the CSR to be
generated client side with or without TPM)

Machine Certificate issuance based on an end-points authentication credentials (such as username/password)
against an internal Db

Machine Certificate issuance based on an end-points sole request against an internal Db

This End-user Kerberos/AD username-password based use-case (scenario 1) example assumes:

v' the KeyTalk server has been generically configured already
v"an AD is configured
Configure a KeyTalk certificate template under TEMPLATES
MAIENTICATION DEVID USERS
(C a0 D
Configure the TEMPLATE general settings, and ensure you select password. Optionally make
appropriate changes to the HWSIG Formula hardware/software characteristics.
Service Name: machine-certiifcates
g v v
Required Credentials: USERID Hwsle PASSWD
PIN RESPONSE
URI: scheme://authority/path &
File URI Digest: sha256-executable-hash -
Check URI: [l
Execute Synchronously: |L.
3,5,9,10,11,12,13,17,18,101,102,103,104,105,106,107,108,109,112,114,115,116,117,199,201,202,204,205,
HWSIG Formula: 206,207,208,209,210,211,212,299,301,302,303,304,305,306,307,308,309,310,311,312,401,402,403,404,40
5,406,407,408,409,410,411,412,501,502,503,505,506,599,601,603,604,606,607,608,609 P
Spliton '\" L
Split Domain and Userld:
Split on '@"
Comment: sample certificate template configuration for machine certificates
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Step 3: Configure certificate settings
Certificate Settings

Reuse Issued Certificate and KeyPair: IL
Store Certificate to Client System Store: L4 IL
Allow DevID Self-Service Logins: |L
Use TPM Virtual Smart Card: IL
Automatically Apply S/MIME Settings: IL

v Set Store Certificate to Client System Store

Step 4a: When using KeyTalk Private CA:
Automatically Apply S/MIME Settings: |
Signer: KeyTalk (this server or HSM) ¥
Key Size (bits): 2048 ¥
Subject CN: <will be filled with the value of user CN or, when not defined, user name; should contain domain name for SSL certificates or email for personal 1D certificates>
Subject Country: NL ¥

Subject State:
Subject City/Locality:

Subject Organization:

Subject Organizational Unit:

Subject Email

Utrecht

Amersfoort

KeyTalk

T

itsupport@mydomain.com

Time To Live (sec): 604800 w
Basic Constraints: caFALSE v LU
o 4 ion ¥ (1]
R digitalSignature nonRepudiation keyEncipherment
CJ dataEncipherment ) keyAgreement keyCertSign
4

clientAuth serverAuth emailProtection

Extended Key Usage:
v Hsaa Additional OIDs:

)ID1,01D2,..

Revocation List URL: ittp:/fexample-crl.com

OCSP host URI: http: //example-ocsf

Policies: »olicy1,policy2 -~
Subject Alternative Names: ). DNS:owa.example.com, DNS:test.example.com, IP: 123.456.67.89 |

v' Optionally set the subject information to match your own company. Arguably he third party will
not represent your company, so often its left empty

v' Set Time to Live to (sec): 604800 (1 week), or use any other value you want.

v" Set Basic Constaints to CA:FALSE

v' Set Extended Key Usage to: clientAuth
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When using GlobalSign/TRUSTZONE:

Signer:

GlobalSign Product:

Key Size (bits):

Validity (months):

Subject CN:

Subject Country:

Subject State:

Subject City/Locality:
Subject Organization:
Subject Organizational Unit:

Subject Email:

Subject Alternative Names:

GlobalSign User Name: *

GlobalSign Password: *

GlobalSign Profile ID: *

Use Private Domain:

GlobalSign Domain ID: *

GlobalSign Contact First Name: *

GlobalSign Contact Last Name: *

GlobalSign Contact Phone Number: *

GlobalSign Contact Email: *

GlobalSign Coupon:

GlobalSign Campaign:

AN N NN
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GlobalSign \d
Intranet SSL v LU
2048 ¥

6 v

<will be filled with the value of user CN or,
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>

<will be filled from GlobalSign profile>
e.g. DNS:* example.com,IP:192.168.0.33
PAR999999 KeyTalkDEMO

83888_7T78_002273

L)
DSMS20000047984
MyContact
MycontactsLastName
+316333666890
mycontactsemail@mydomain.com
coupon code

campaign code

Select product: PersonalSign 1, or PersonalSign Express

Select the validity period that matches your GlobalSign/TRUSTZONE license

Set your GlobalSign/TRUSTZONE User Name

Set your GlobalSign/TRUSTZONE Password

Set your GlobalSign/TRUSTZONE Profile ID as found in the portal under ENTERPRISE PKI
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Step 4c: When using Microsoft AD Certificate Server:
Signer: Microsoft Enterprise CA v
NDES server: * ndes.mycompany.com
NDES Challenge Password: * L P T T Y Y T Y]
Key Size (bits): 4006 ¥
Subject CN: <will be filled with the value of user CN or, whei
Subject Country: NL ¥
Subject State: State
Subject City/Locality: Amersfoort
Subject Organization: KeyTalk 1 BV
Subject Organizational Unit: PKI Management
Subject Email: support@keytalk.com
Subject Alternative Names:
v' Set your NDES server with a static challenge.
If you haven’t set NDES, follow https://www.youtube.com/watch?v=JOwoMJmgi2g
Step 5: Configure automated device learning mode:
DevID Settings
User Learn Mode: On v L]
learn-once ¥
locked v
locked v
locked v
locked v
Default Slot Learn Modes: locked v m
locked v
locked v
locked v
locked v
Enable Slot Timer When Manually ¢ El
Changed to Learn-Once: Closeslotsin |1 ¥ |days, 0 ¥ |hours, 0 ¥ |minutes
Enable Slot Timer for New Users: m
Close slotsin |1 ¥ |days, | 0 ¥ |hours, 0 ¥ |minutes
v' Configure User Learn Mode to: On
v' Configure slot 1 as : learn-once
v' Set the timers
Step 7: Select OK to save the settings
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Connect your (Azure) Active Directory to the KeyTalk TEMPLATE certificate template

MAIN SERVICE

AUTHENTICATION

DEVID USERS ACCOUI

¢ LDAP Modules R}

Add LDAP Authentication Module

Internal Db Modules | MySQL Modulg DIUS Modules

Service: machine-certiifcates ¥

Configure the added LDAP/AD connector
Configure LDAP Authentication Modules

machine-certiifcates

Configure Kerberos
Configure LDAP Authentication Module For Service machine-certiifcates

Use Kerberos (Windows Domain) authentication: L v
Kerberos Realm (Windows Domain): * MYCOMPANY.COM
KDC server: * kerberos.mycompany.com

v' Set your Windows domain
v' Set your KDC server

Save by selecting OK
When Kerberos is not configured, then the KeyTalk client/app will always ask for a

username/password given these sample configuration settings

Configure Common Name options

Additional options for Common Name: Lil | Use Computer Name ¥

L_ox ]

v' Set to Use Computer Name

Configure Hardware Signature requirement

Allow logins with zero-HwSig: m

Lo« |
v" Leave unchecked (this enforces a non-zero value from a KeyTalk client/app when calculating a
HardwareSignature)
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Step 13: Configure AD/LDAP parameter Match Settings

Attribute name Attribute match mode Attribute value Filter

PASSWORD NONE $(password) (sAMAccountName:

userid))

PINCODE NONE ${pincode) (sAMAccountName =${userid))
memberof NONE (sAMAccountName =${userid))
Supported piaceholders: $(service), $(domain), $(userid), $(password), $(pincode). Double § for verbatim repr of the () o) W
@
Optionally configure this part to enforce a user being part of a specific Security Group (CHANGE ->
memberof )
Step 14: Configure AD/LDAP connection settings
URL Bind DN Base DN
4 Idap://\dap.keytalkdemo.com:389 $(userid)@keytalk.com ou=people,dc=keytalk,dc=com

LDAP servers are tried in the order they are listed

[Z] E] ( ADD | [ cuange | [ remove |
Select the default LDAP and select CHANGE

Step 15: Configure AD/LDAP
Configure LDAP Server connection for

URL: * |dap://ad1.mydomain.com: 389 W

Bind DN: * %{userid)@mydomain.com LL.|

Bind Password: * $(password) @) show (1
Allow empty password: ;L-.

Base DN: * dc=mydomain,dc=com

Service User: mydomainadminusername (@

Service Password: sfdgsdfasfds ¥ show

Is Active Directory: v

Address Book only: [l

Invalid LDAP bind attempts are considered as If invalid credentials were supplied by the KeyTalk user,
(. provided the LDAP server is physically accessible

It is recommended to verify the entered Bind DN and Bind Password using the "CHECK" button.

—_

| oK ||  cHeexk | [  camcer |

Set your:

AD URL using Idap:// and port 389

Bind DN , its usually $(userid)@mydomain.com (substitute with your own domain)

Bind Password set to $(password)

Base DN to dc=mydomain,dc=com (substitute with your own domain and tld)

TEMPLATE User: this is an AD domain admin capable of writing certificates to the attribute
UserCertificate

v TEMPLATE Password: the password belonging to your set TEMPLATE User

v" Checkmark Is Active Directory

Select OK to save

AV N NN

Step 16: Repeat step 14, now select CHECK to see if the connector works properly

BIND SUCCESSFUL
If BIND fails, check the LOGS -> WEBUI LOG

KeyTalk IT Security | www.keytalk.com | Page 191

-

keytalk


http://www.keytalk.com/

Step 17: Configure secure LDAP/AD connection
Repeat step 14:

[ OK ] [ CHECK I I CANCEL ]

LDAPS CA Certificate LU
No Certificate Found

Choose File No file chosen
Choose File No file chosen
Choose File No file chosen

UPLOAD

v" Upload in DER or PEM your AD/LDAP LDAPS issuing CA certificate.
This will result in KeyTalk server trusting your specific CA, enabling TLS over LDAPS

Step 18: Update your set AD/LDAP url to include LDAPS:// and port 636
Step 19: Repeat step 16 to verify if the LDAPS connection is working correctly
Step 20: Repeat step 9, scroll to the bottom of the page:

LDAP attribute mappings
Filter: (sAMAccountName=%(userid))

No mappings defined

| cHANGe |

Change the LDAP attribute mappings

Step 21: Create KeyTalk Real Client Configuration Data file.
This file is used to configure the KeyTalk agent

Provider Name: YourCompanyName

Content Version: 2019091601

KeyTalk Server Address: [i] |keytalk.mydomain.com:443 ¥ allow overwrite G

. =

keytalk
Services: My_SMIME_templatd B
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v' Set KeyTalk Provider Name (this is the name under which multiple KeyTalk configurations are
grouped when imported into a single client)

v' Set KeyTalk Server Address. This is either the FQDN or the IP address. Ensure the this address is
also present in the KeyTalk “Certificates and Keys” in the SAN of the “Client-Server certificate”
”(generic TLS use for most KeyTalk clients), and when applicable in the KeyTalk “Certificates and
Keys” in the SAN of the “Trusted Mobile SSL” (required for Apple and Android devices, and usable
for generic KeyTalk client TLS purposes)

v' Set the port to 443 (generic use for KeyTalk client/app), or optionally to port 4443 when a Trusted

Mobile SSL certificate and key has been uploaded.

Optionally change the Logo to a 110x110 PNG

Select the EDIT button next to the selected TEMPLATE

AN

Configure KeyTalk Real Client Configuration Data meta data
Create RCCD: configure service

Service: My_SMIME_template
URI:

Certificate Validity Type: Duration ¥
Time Before Certificate Expires: Ll |0 ¥ |days, O ¥ ‘hours, 6 ¥ minutes, 0 ¥ |seconds allow overwrite L

Use client OS logon user UJ v

[ oK | [ camcer |

v' Set the duration time, which determines the amount of time before the certificate needs to be
replaced before it expires.

v/ Set: Use client OS logon user. This ensures that the KeyTalk client/app uses the Windows
user that is logged in. Unchecking it requires the user to enter their own username

v/ Set Allow Overwrite. Setting this option ensures a Windows user cannot easily remove the
configuration data

Select OK to save

Finalize the KeyTalk configuration file

Provider Name: YourCompanyName

Content Version: 2019091601

KeyTalk Server Address L] keytalk.mydomain.com:443 ¢ allow overwrite L
e ! =

Logo: L‘J

Services: My,SM]ME,temDIate

CREATE -

Rename the created RCCD file to a name you find suitable/shorter:

settings.DemoPro...rccd

This RCCD file is effectively a ZIP file, you can rename it to inspect its contents.

Its typically deployed together with the KeyTalk client (see the individual KeyTalk client/app manuals),
or it is email to users as an attachment, or made available as a public download (the file does not
contain any secret information)
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Authenticate from an installed and configured KeyTalk client using Kerberos, or username/password

&= Authentication Agent ? %

Authenticate
Please supply credentials for the selected provider and
service

tend
keytalk
Provider: TEST

Service:  test

User: testuser

Password:

(1) Users < Back Cancel
Notel: Kerberos is currently only supported in Windows 7-10, and Server 2012R2-2019

Note2: With each KeyTalk installation two Windows Scheduler Tasks are activated, which are used to
periodically verify if certificate replacement needs to trigger. Kindly read the KeyTalk Windows
Client for more details

Verify if the certificate was indeed installed in the Windows System Certificate Store
Using the command MMC
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ANNEX F: Sample (web)server certificate use-case configuration

KeyTalk supports the issuance/renewal/(de)installation and automated binding of end-point server certificates using its
KeyTalk client on these target servers. Alternatively an admin can generate and manually download the certificate and
key-pair to manually install it on a target server.

This sample (web)server certificate use-case assumes:
v' the KeyTalk server has been generically configured already
v' the KeyTalk internalDB is used as the primary source of server identities and authentication (contrary to for
example an AD and Kerberos authentication
v" No SNI applies (though it is supported)

Configure a KeyTalk certificate template under TEMPLATES

MAIENTICATION DEVID USERS
Name Required Credentials

Configure the TEMPLATE general settings.

Should you want the server to authenticate using more than just its hardware characteristics based
preshared secret, select “password”.

Optionally make appropriate changes to the HWSIG Formula hardware/software characteristics.

Service Name:

Required Credentials:

URI:

File URI Digest:

Check URI:

Execute Synchronously:

HWSIG Formula:

Split Domain and Userld:

machine-certiifcates

v Userio ¥ HwsIc ¢! passwp

PIN RESPONSE
scheme://authority/path Ly
sha256-executable-hash L
Ll
Lil

3,5,9,10,11,12,13,17,18,101,102,103,104,105,106,107,108,109,112,114,115,116,117,199,201,202,204,205,
206,207,208,209,210,211,212,299,301,302,303,304,305,306,307,308,309,310,311,312,401,402,403,404,40

5,406,407,408,409,410,411,412,501,502,503,505,506,599,601,603,604,606,607,608,609 PN

Split on "\' L

Split on '@"
Comment: sample certificate template configuration for machine certificates
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Configure certificate settings

Certificate Settings

Reuse Issued Certificate and KeyPair:

Store Certificate to Client System Store: v Ly

Allow DevID Self-Service Logins: L
Use TPM Virtual Smart Card: L
Automatically Apply S/MIME Settings: L

v' Set Store Certificate to Client System Store

v' Optionally set “Reuse Issued Certificate and Keypair” as it will ensure you can automatically
reissue the previously issued certificate and key in case it gets lost on the server orif it's a
wildcard and needs to be reused on other servers

When using KeyTalk Private CA:

Certificate Settings

Reuse Issued Certificate and KeyPair:

Store Certificate to Client System Store:

Enable Self-Service Portal

for certificate-based authenticated DevID Users:

Use TPM Virtual Smart Card:

Automatically Apply S/MIME Settings:

Signer:
Key Size (bits):
Subject CN:

Subject Country:

Subject State:

Subject City/Locality:
Subject Organization:
Subject Organizational Unit:
Subject Email:

Time To Live (sec):

Basic Constraints

Key Usage:

Extended Key Usage:

ANENENEN
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v [
Only if the certificate is still valid for| 0 ¥ |daysand 0 ¥ hours
v [
@
[
[
KeyTalk (this server or HSM) ¥
4096 v

<will be filled with the value of user CN or, when not defined, user name>

NL ¥

Utrecht

Amersfoort

KeyTalk IT Security

IT

sales@keytalk.com

36000 m

CA:FALSE ¥ uj

v digitalSignature v nonRepudiation U keyEncipherment m
v dataEncipherment v keyAgreement keyCertSign

v

clientAuth serverAuth emailProtection

Additional OIDs:
QID1,0ID2Z,...

Optionally set the subject information to match your own company/department
Set Time to Live to (sec): 604800 (1 week), or use any other value you want
Set Basic Constaints to CA:FALSE

Set Extended Key Usage to: serverAuth
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When using GlobalSign/TRUSTZONE:

Signer:
GlobalSign Product:

Key Size (bits):

Validity (months):

Subject CN:

Subject Country:

Subject State:

Subject City/Locality:
Subject Organization:
Subject Organizational Unit:

Subject Email:

Subject Alternative Names:
GlobalSign User Name: *
GlobalSign Password: *
GlobalSign Profile ID: *

Use Private Domain:

GlobalSign Domain ID: *
GlobalSign Contact First Name: *
GlobalSign Contact Last Name: *
GlobalSign Contact Phone Number: *
GlobalSign Contact Email: *
GlobalSign Coupon:

GlobalSign Campaign:

Set your contact details

AV N N N
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GlobalSign \d
Intranet SSL v LU
2048 ¥

6 v

<will be filled with the value of user CN or,
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>
<will be filled from GlobalSign profile>

<will be filled from GlobalSign profile>
e.g. DNS:* example.com,IP:192.168.0.33
PAR999999 KeyTalkDEMO

83888_7T78_002273

L)
DSMS20000047984
MyContact
MycontactsLastName
+316333666890
mycontactsemail@mydomain.com
coupon code

campaign code

Select product: IntranetSSL or Organization SSL or EV SSL

Select the validity period that matches your GlobalSign/TRUSTZONE license
Set your GlobalSign/TRUSTZONE User Name

Set your GlobalSign/TRUSTZONE Password

Set your GlobalSign/TRUSTZONE Profile ID as found in the GCC portal

Optionally set your coupon or campaign code
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Step 4c: When using Microsoft AD Certificate Server:

Signer: Microsoft Enterprise CA v
NDES server: * ndes.mycompany.com

NDES Challenge Password: * Y Ty
Key Size (bits): 4006 ¥

Subject CN: <will be filled with the value of user CN or, whei
Subject Country: NL ¥

Subject State: State

Subject City/Locality: Amersfoort

Subject Organization: KeyTalk 1 BV

Subject Organizational Unit: PKI Management

Subject Email: support@keytalk.com

Subject Alternative Names:

v' Set your NDES server with a static challenge.

If you haven’t set NDES, follow https://www.youtube.com/watch?v=JOwoMJmgi2g

Step 5: Configure automated device learning mode:
DevID Settings

User Learn Mode: On v L]

learn-once ¥
locked A
locked A
locked v
Default Slot Learn Modes: locked M E
locked v
locked v
locked v
locked v
v

locked

Enable Slot Timer When Manually ¥ (il
Changed to Learn-Once:

]

Enable Slot Timer for New Users:

Close slotsin |1 ¥ |days,| 0 ¥ hours,

v' Configure User Learn Mode to: On
v' Configure slot 1 as : learn-once (ie issue to 1 server only)
v' Set the timers

Step 7: Select OK to save the settings

KeyTalk IT Security | www.keytalk.com |
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0 ¥ | minutes
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Step 8:

Step 9:

Step 10:

Step 11:

Step 12:

Step 13:

Connect the Internal Db Module to the KeyTalk TEMPLATE certificate template

MAIN SERVICES < AUTHENTICATION )EVID USERS ACCOUNTING LICENSE

nternal Db Modules _)MySQL Modules ' LDAP Modules | Azure Modules | RADIUS Modules | RE

Configure Internal Authentication Modules

ADD [ CONFIGURE ] [ REMOVE

Configure the added Internal DB Module

Configure Hardware Signature requirement

Allow logins with zero-HwSig: m

oK |

v' Leave unchecked (this enforces a non-zero value from a KeyTalk client/app when calculating a
HardwareSignature)

Configure Common Name options

Additional options for Common Name: Li] [ none v

[ OK

v'  Leave it to None

Add your first or Ni" server end-point

User ID Common Name Subject Alternative Names
Define the server end-point details
Add User for Service test1

User ID: * server01

Common Name: server01.mydomain.com m
Subject Alternative Names:  DNS:server01,DNS:server01.mydomain.com,DNS:srv01.mydomain.com,IP:192.128.72. m
Password: TYTTTITY

Repeat Password: sssssnes

Pincode:

Repeat Pincode:

[ OK ] [ CANCEL ]

Configure the server user-ID (used to authenticate from the server client to KeyTalk CLM
Define the Common Name

Define the SAN

Optionally set a password

ANENENEN
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Repeat steps 12-13 to add more servers

Create KeyTalk Real Client Configuration Data file.
This file is used to configure the KeyTalk agent for every server that's been defined

Provider Name: YourCompanyName
Content Version: 2019091601
KeyTalk Server Address: Ll keytalk.mydomain.com:443 ¥ allow overwrite Gl

'-. :\ﬂ
Logo: [ﬂ

keytalk

Services: My_SMIME_template I

v' Set KeyTalk Provider Name (this is the name under which multiple KeyTalk configurations are
grouped when imported into a single client)

v' Set KeyTalk Server Address. This is either the FQDN or the IP address. Ensure the this address is
also present in the KeyTalk “Certificates and Keys” in the SAN of the “Client-Server certificate”

v/ Set the port to 443 (generic use for KeyTalk client/app), or optionally to port 4443 when a Trusted

Mobile SSL certificate and key has been uploaded.

Optionally change the Logo to a 110x110 PNG of your choice

Select the EDIT button next to the selected TEMPLATE

AN

Configure KeyTalk Real Client Configuration Data meta data

Create RCCD: configure service

Service: testl
URI:
Certificate Validity Type: Duration ¥

[ [
Time Before Certificate Expires: Ll |0 ¥ days, 1 ¥  hours,[0 ¥ minutes, 0 ¥ seconds allow overwrite L
Use client OS logon type: m None v
[ OK I [ CANCEL ]

v"  Set the duration time, which determines the amount of time before the certificate needs to be
replaced before it expires.
v' Set “Use client OS logon user” to None

Select OK to save
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Finalize the KeyTalk configuration file

Provider Name: YourCompanyName

Content Version: 2019091601

KeyTalk Server Address: L] keytalk.mydomain.com:443 ¢! allow overwrite LU

Logo: [U

keytalk
Services: My,SM]ME,temuIate

CREATE -

Rename the created RCCD file to a name you find suitable/shorter:

settings.DemoPro...rccd

This RCCD file is effectively a ZIP file, you can rename it to inspect its contents.

Its typically deployed together with the KeyTalk client (see the individual KeyTalk client/app manuals),
or it is email to users as an attachment, or made available as a public download (the file does not
contain any secret information)

Manually or mass deploy the KeyTalk client and manually or auto configure it

For Windows servers with IIS install the KeyTalk client , import the RCCD file, and start the KeyTalk
Configuration Manager with Administrator privileges and create a certificate task (most left menu
option). For further details see the Windows client manual.

For Linux servers with Apache/TomCat etc, install the KeyTalk client in accordance to the Linux OS

specific manual included in the client download, import the RCCD and follow the steps in the Linux
manual.
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ANNEX G: Migrating from KeyTalk 5.8.14 to KeyTalk 6.x

Should you already have an existing KeyTalk CKMS 5.x , make sure you backup the current version, and upgrade it
first to the latest KeyTalk 5 firmware version: 5.8.14.
The latest firmware version can be found here: https://downloads.keytalk.com/downloads/upgrade/keytalk.svr.fw-5.8.14-

production.dat

When you have an externally configured KeyTalk MySQL Db, it will remain compatible with KeyTalk 6.1.0. Simply
transfer the network settings as the shared data remains in the MySQL instance.

However to ensure future firmware updates are properly processed, ensure your MySQL OS instance is fully updated
(sudo apt update / sudo apt upgrade) and ensure the MySQL DB can handle files of at least 512 MB

There are two methods to migrate to KeyTalk 6.x :
1) When your KeyTalk 5.8.14 environment is relatively small:
Step 1: Create a full settings backup of KeyTalk 5.8.14
Step 2: Deploy your KeyTalk 6.x instance and provide basic networking configurations
Step 3: If the settings backup is less than 500MB, upload it into KeyTalk 6.x
Step 4: Finalize your DNS and LoadBalancer configurations
Step 5: Apply KeyTalk 6.x firmware upgrades when available (www.keytalk.com/support)

2) When your KeyTalk 5.8.14 environment is relatively large (ie settings backup is larger than 500MB)
Step 1: Create a full settings backup of KeyTalk 5.8.14
Step 2: Deploy your KeyTalk 6.x instance and provide basic networking configurations
Step 3: In KeyTalk 5.8.14 go to: SYSTEM -> SETTINGS, and configure a KeyTalk authentication username
and password
Step 4: In KeyTalk 5.8.14 go to: CERTIFICATES AND KEYS -> Communication CA -> Download the certificate
as PEM (do NOT include the private key)
Step 5: Ensure firewall/network wise that KeyTalk 6.x is allowed to communicate to KeyTalk 5.8.14 over port
3000
Step 5: In KeyTalk 6.x, go to: SYSTEM -> SETTINGS, and configure the same KeyTalk authentication
username and password as configured for KeyTalk 5.8.14
Step 6: In KeyTalk 6.x, go to: SYSTEM -> SETTINGS, and upload the KeyTalk 5.8.14 Communication CA PEM
certificate
Step 7: Select : IMPORT
Step 8: When the import is done, finalize your DNS and LoadBalancer configurations
Step 9: Apply KeyTalk 6.x firmware upgrades when available (www.keytalk.com/support)

Import Settings from another KeyTalk server

Include Host settings: l—r-]

Include Shared settings: (il

KeyTalk Host: * | mykeytlak.mydomain.com |

KeyTalk Port: * m | 3000 |

[ Username and Password v |

KeyTalk Authentication: KeyTalk Login Name: * ‘ admin ‘

KeyTalk Login Password: *

KeyTalk Verification CA: (] Local KeyTalk Communication CA v ‘

IMPORT

The server will automatically reboot after importing host settings

Lane)
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