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1. INTRODUCTION

1.1 Purpose

The purpose of this document is to describe the API used by the KeyTalk system.

1.2 Scope

This document is intended for KeyTalk and its hired 3™ parties for continuous development of the
KeyTalk product and related services.

More importantly this document is intended for release to the public so they may use it for their own
KeyTalk related development purposes.
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2. CERTIFICATE RETRIEVAL API (RCDPV2)

This section describes certificate retrieval REST API called RCDPv2.

RCDP version | Minimal KeyTalk | Changes wrt the previous RCDP version
server version

4.6.0
5.3.0 Allow caller to request a certificate download URL in
the the cert response instead of a certificate body.
2.2.0 5.3.1 - Allow submitting CSR for signing

- Include TPM Virtual Smart Card requirement flag as a
part of auth-requirements response

2.3.0 5.3.3 - Allow for integrated Kerberos authentication

- Return “LOCKED <time>" when the user is still
locked iso “DELAY <time>”

- Use HTTP POST iso HTTP GET for authentication
and password change requests

2.4.0 5.5.0 Add flag instructing the caller to store certificate to the
System (Machine) Store instead of the User Store

2.4.1 5.5.3 Add apply-address-books flag and address-
books to the cert response

2.4.2 5.5.10 Add apply-smime-settings flag to the cert
request

2.4.3 5.6.1 Add supply-computer-name flag to the auth-

requirements response and computer-name to the
authentication request

2.4.4 5.6.5 Add retired-computer-name to the
authenticate request
4.5 5.7.2 Add signature to the cert request
5.8.7 - Add a possibility for the server to request an extra info

from the caller during the phase 3 before proceeding
with an issuance of a certificate

- The cert request should be sent as HTTP POST

- Change signature object to set-disclaimer flag
in the cert response

2.5.1 6.1.1 - Add a possibility to authenticate using OTP (One Time
Password)

2.5.2 6.1.6 Added common-name parameter to the cert
request.

2.1 KeyTalk config file

In order to make use of the KeyTalk API, several details are required from the KeyTalk Real Client
Communication Data file (RCCD).

This configuration file is used to feed a KeyTalk app with minimal required information to setup a
proper secure connection to any KeyTalk instance.

The RCCD file is effectively a zip container and can thus easily be extracted.

As such a developer incorporating the KeyTalk API in their app, can choose to statically make use of
individual files in an RCCD file, or choose to import the entire RCCD into their app or simply make use
of some of the components within this RCCD file.
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The content folder within the RCCD contains several files, the most important ones being:

* RCA.der Root CA typically only included when KeyTak’s internal private CA is generated
under an already existing CA.

* PCA.der Primary CA with a KeyTalk self-signed private CA its usually the top of the KeyTalk
internal private CA, but when RCA is included its generated under the RCA.

= UCA.der User CA signed under the PCA. It is the trust under which the end-point client and/or
server certificates are signed and issued only in case of using the internal
KeyTalk CAfor issuance.
When issuing end-point client and/or server certificates under for example a
connected Microsoft CA or Trusted Certificate Service Provider, ensure that
their intermediate certificates are included in your app or present on the target
OS as well as these are by default not part of the current KeyTalk RCCD

* SCA.der Server CA  signed under the PCA, it is the trust under which the KeyTalk virtual
appliance certificates are generated and used.

= user.ini Generic configuration settings which includes the KeyTalk server URL/IP as
well as the KeyTalk tenant name/SERVICE used to communicate with.

= user.yaml Generic configuration settings which includes the KeyTalk server URL/IP as
well as the KeyTalk tenant name/SERVICE used to communicate with.
Similar to user.ini just another format

2.2 RCDPvV2 overview

Communication in RCDPv2 is encapsulated in RESTful calls over HTTPS port 443 secured by KeyTalk
internal CAs or, when enabled server-side, over HTTPS ports 443 and 4443 secured by a public trusted
CA such as GlobalSign. Optional out-of-band certificate downloads are made possible over HTTP using
port 8000 and, when enabled server-side, also over HTTPS port 8443 secured by known trusted CA.

Below is a set of client HTTP headers that the client needs to send to the server.

HTTP Header Required Description

GET YES /rcdp/<version>/<action>?<request-params>
Host YES Should contain the FQDN or IP of KeyTalk server.
Cookie YES except for hello  Session identifier received from KeyTalk server.

action is arequest action

request-params is URL-encoded string of request parameters. Complex request parameters (arrays,
dictionaries) should be JSON-encoded. All JSON objects should escape forward slashes /7 as *\/’.

A typical set of client HTTP headers:

POST /rcdp/2.5.2/authentication HTTP/1.1
Host: keytalkdemo.keytalk.com

Cookie: keytalkcookie=a622bb821beclf5315668c8£9a8e780f

A typical set of HTTP response headers:
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2.3 RCDPv2 communication phases

The complete RCDPv2 communication circle consists of 3 phases:
Phasel: handshake
Phase 2: authentication

Phase 3: service provision

KeyTalk server

KeyTalk client

Phase 1 Ehandshake J

hello {proto-version, caller-app-description)

hello (proto-version)

handshake (caller-time)

handshake (server-time)

Phase 2 \zuthentication )

auth-requirements {service-name)

authrequirements (required-credentials)

locp [repeat authentication as long as challenge received ] )

authentication{credentials, caller-hw-description)

auth-result (success | failure | locked | challenge)

Phase 3 \service provision )

last-messages (from-time)

last-messages (messages)

cert (format)

cert (certificate-with-keypair)

eoc (reason)

eoc (reason)

Further we describe message semantics on each phase in detail.



24 Messages sent in all phases

2.4.1 End Of communication

Request
GET /rcdp/<version>/eoc

Example:

/rcdp/2.5.2/eoc
/rcdp/2.5.2/eoc?reason=bye%2C+server

Query parameters

-

keytalk

parameter type required description

reason string  no optional reason for ending communication

Response

HTTP 200 - application/json

'status': 'eoc',

[optional] 'reason': optional reason for ending communication

End of communication can be sent at any time, initiated by any communication side.

2.4.2 Error

Errors are typically sent by the server to notify the caller on error processing its request. The client can

also send errors to the server when it can’t handle the server’s response.

Request
GET /rcdp/<version>/error

Example:

/rcdp/2.5.2/error?code=1066&description=invalid+response

Query parameters

parameter type required description
code number yes numeric error code
reason string  no optional error description. Might be required for certain

error codes. See the error code table below.

10



Response

HTTP 200 - application/json

'status':
'code':

'error',
numeric error code,

=
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[optional] 'description': error description. Might be required for certain error codes. See
the error code table below.

}

Error codes

code description direction remarks

optional server -> client | Sent by the server when none of IPs resolved by the
1001 client and by the server match.
(ErrResolvedIpInvali
d)

optional server -> client | Sent by the server when the client’s calculated
1002 executable digest does not much the digest stored on
(ErrDigestInvalid) the server

difference in server -> client | Sent by the server when the client time is out of sync
1003 seconds with the server’s time.
(ErrTimeOutOfSync)

between caller

UTC and the

server UTC

optional server -> client | Sent by the server when no certificate can be supplied
1004 because the max number of licensed users has been
(ErrMaxLicensedUsers reached
Reached)

optional server -> client | Sent by the server when the password of the user
1005 . trying to authenticate is expired and the caller is not
(ErrPasswordExpired) supposed to change it

optional server -> client | Sent by the server when further communication is not

[as of v2.5.0][

1006
(ErrIncompatibleProt
ocolVersion)

possible because the client's API version does not
support it (normally too old)

11
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2.5 Phase 1 (handshake)

2.5.1 Hello
Agree on RCDP API version and establish session ID.

Request
GET /rcdp/<version>/hello

Example:

/rcdp/2.5.2/hello
/rcdp/2.5.2/hello?caller-app-description=Demo+KeyTalk+client

Query parameters

parameter type required description

caller-app-description gging no optional description of the caller application

RCDP API version proposed by a caller is sent as a part HTTP GET path.
Response

HTTP 200 - application/json

{

“status”: “hello”,

“version”: proposed API version
}

Session ID is returned in HTTP cookie keytalkcookie in Set—Cookie header.

2.5.2 Handshake

Confirm version handshake and exchange time information.

Request
GET /rcdp/<version>/handshake

Example:

/rcdp/2.5.2/handshake?caller-utc=2016-04-22T10%3R44%3A357

Query parameters

parameter type required description

caller-utc UTC string in ISO 8601 format  yes caller UTC
including date and time

If the caller supports API version proposed by the server on the previous step, it proceeds with this
version in HTTP GET path. Otherwise the caller ends communication.
12



G=

keytalk

Response

HTTP 200 - application/json

13
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2.6 Phase 2 (authentication)

2.6.1 Request authentication requirements
Request authentication requirements from the server.

Request
GET /rcdp/<version>/auth-requirements

Example:

/rcdp/2.5.2/auth-requirements?service=DEMO_SERVICE

Query parameters

parameter type required description
service string yes KeyTalk service name
Response

HTTP 200 - application/json

credential-types
JSON array of credential types required to authenticate against the given service. Supported

credential types are: “"USERID”, “HWSIG”, “PASSWD”, “PIN”, “RESPONSE” and,
as of v2.5.1, “OTP”.

Example: [“USERID”, “HWSIG”, “PASSWD”]

hwsig formula
formula to calculate caller’s hardware signature.
Exmnph:“1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16”.Sentwhcncredential—
types parameter contains HWSIG.

14
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password-prompt
prompt to display to a user when a password is requested interactively e.g. “password” or
“tokencode”. Sent when credential-types parameter contains PASSWD.

service-uris
JSON array of RFC 3986-compliant URIs of the given service

Example:
[“https://demol.keytalk.com”, “https://demo2.keytalk.com”]

or
[“file://%ProgramFiles%$\vpn\vpn.exe”]

resolve-service-uris
Boolean flag (“true” or “false”) requesting a caller to resolve IP addresses of each
supplied service-uris identifying web resources. Defaults to “false”.

calc-service-uris-digest
Boolean flag (“true” or “false”) requesting a caller to calculate sha-256 hexadecimal
digests of each supplied service-uris identifying file resources. Defaults to “false”.

use-tpm-vcs-authentication

Boolean flag (“true” or “false”) requesting a caller to make use of PM Virtual Smart
Card to generate a certificate signing request (CSR). The CSR will be then sent to KeyTalk server to
create a certificate. Defaults to “false”.

use-kerberos-authentication

Boolean flag (“true” or “false”) requesting a caller to make use of Kerberos
authentication. If Kerberos authentication happens to be not possible, the caller should fall back to
regular KeyTalk authentication specified in credential-types.

Example:

“status”: “auth-requirements”,

“credential-types”: [“HWSIG”, “PASSWD”, “USERID”],

“hwsig formula”: “1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16",
“password-prompt”: “Password”,

“service-uris”: [“https://demo.keytalk.com”],
“resolve-service-uris”: “true”

15
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2.6.2 Authentication

Authenticate the caller against the selected service using the supplied set of credentials. Multiple
authentication rounds might be needed e.g. for RADIUS SecurlD or RADIUS EAP AKA/SIM
authentication.

Request
[as of v2.3.0] HTTP POST is used for authentication

POST /rcdp/<version>/authentication
Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91eed8dod" \

-H "Expect:" \

-d "service=DEMO SERVICE&caller-hw-
description=Windows+7%2C+BIOS+s%2Fn+1234567890&USERID=DemoUser&HWSIG=123456&P
ASSWD=change%2l&resolved=%5B%7B%221ips$22%3A+%5B%2281.175.103.107%22%5D%2C+%22
uri%22%3A+%22https%$3A%2F%2Fdemo. keytalk.com$2F%$22%7D%5D" \

-X POST https://test.keytalk.com/rcdp/2.5.2/authentication

Query parameters

parameter type  required description

service string  yes KeyTalk service name

caller-hw- string  yes Caller HW description which should be unique for the given
description device. For uniqueness e.g. BIOS serial number or iOS device

UDID can be used. Examples:

- Windows 10, BIOS s/n 1234567890

- iPAD: Jan’s iPAD
234567890abcdef1234567890abcdef

USERID string  ifrequested  ID of the user. Required if USERID was previously set by the
server in auth-requirements response.

HWSIG string  ifrequested  Hardware Signature of the caller’s device calculated with the
formula specified in the previous auth-requirements server
response. Required if HWSIG was previously set by the server in
auth-requirements response.

PASSWD string  ifrequested  User password. Required if PASSWD was previously set by the
server in auth-requirements response.

PIN string  ifrequested  User pincode. Required if PIN was previously set by the server in
auth-requirements response.

[as of v2.5.1] OTP string  ifrequested  After receiving WAIT-FOR-OTP (see 2.6.2.2) from the KeyTalk
server the caller received a One Time Password (OTP) via an
alternative channel. Required if OTP was previously set by the
server in auth-requirements response. Can only be used
once per positive authentication.

resolved JSON  ifrequested  JSON array of objects containing service URIs accompanied with
array RFC 3986-compliant IPv4 or IPv6 address resolved from the URI
hostname.

Required if resolve-service-uris was previously set in
auth-requirements response.

16
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Example:
[

{
"uri":"https://demol.keytalk.com",
"ips":["81.175.10.107","81.175.103.109"

"uri":"https://demo2.keytalk.com",

"ips":["81.175.10.108","[2001:db8:alb:1
2f0::11"]
}
]
digests JSON  ifrequested  JSON array of objects containing service URIs accompanied with
array SHA-256 hexadecimal digest of the underlying file.

Required if calc-service-uris-digest was previously
set in auth-requirements response.
Example:
[
{
"uri":"file://%Program
Files%$\vpn\vpn.exe",
"digest":"01c7198fb614bf8746b46062aa551
df£f4506dd553ad96817622c76dafe8dc354"

"uri":"file://%Program
Files%\vpn\vpn2.exe",

"digest":"01c7198fb614bf8746b46062aa551
dff£f4506dd553ad96817622c76dafe8dc355"

]

[as of v2.3.0] JSON  ifrequested  JSON object containing Kerberos Ticket Granting Ticket (TGT).
kerberos-ticket object Should present if use-kerberos-authentication was
previously requested by the server in auth-requirements. If
the caller does not supply Kerberos ticket despite requested by the
server, the remaining credentials provided by the caller will be
used for authentication.
The ticket should obey the following schema:
{
"client-principal™: client principal,
"session-key": base64 encoded session key,
"session-key-encoding": session key encoding,
"tgt": base64 encoded ASN.1 TGT,
"tgt-flags": TGT flags,
"start-time": TGT validity start UTC in ISO 8601,
"end-time": TGT validity end UTC in ISO 8601,
"renew-till": TGT renewal due UTC in ISO 8601

[as of v2.4.3] string  ifrequested  Caller’s machine/device name. Required if supply—
computer-name computer-name was previously set by the server in auth-
requirements response.

[as of v2.4.4] string  conditional Only pass if all the following scenarios are true:
retired- - supply-computer-name was previously set by the server in
computer-name auth-requirements response.

- The current machine/device name is different from the

17
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machine/device in the latest valid certificate.

Machine/device name can be found in a certificate using the
following guidelines:

SAN contains one or more DNS values

& the certificate CN should equal a DNS value in SAN

Response

HTTP 200 - application/json

“status”: “auth-result”,

“auth-status”: authentication-status,

[optional] “delay”: number of seconds the user is disallowed to authenticate as a result of the
(previous) failed authentication or because the user’s password is expired,

[optional] “password-validity”: password validity on success,

[optional] “challenges”: requested challenges,

[optional] “response-names”: response names for the given challenges,

auth-status

authentication status. Can be one of:

“OK” - authentication successful

“DELAY” - authentication was not successful and delay parameter is set

“LOCKED” - cannot login because the user is locked on the server

“EXPIRED” - authentication not successful because the user password is expired

“CHALLENGE”- challenge is supplied by the server and challenges parameter is set

[as of v2.3.0] "KERBEROS-AUTH-NOK” - validation of Kerberos ticket failed (e.g. expired), a caller
can try again with the remaining credentials (no user lock gets applied on failed Kerberos validations)

[as of v2.5.1] "WAIT-FOR-OTP” - caller’s identity successfully checked, the caller should wait for

the OTP to be sent (e.g. to his email represented by USERID) and re-submit authentication request with this OTP as
a credential.

delay
when DELAY is received in auth-status, indicates the time in seconds the caller is
suspended from repeating its authentication attempt. Can be 0 which means a caller can try re-
authenticating immediately.
[as of v2.3.0] when LOCKED is received in auth-status, indicates the time in seconds the
caller is still suspended from repeating its authentication attempt. Before v2.3.0 this was
communicated as a part of DELAY auth-status.

password-validity
when authentication succeeds (“OK” received), indicates the number of seconds until the

password expires or -1 if the password never expires. Password validity is supplied only when
provided by an authentication backend.

challenges
when CHALLENGE is received, contains JSON array of challenges. Challenge names are meant
to be displayed to a user during interactive challenge prompt. Challenge values is the value of
the challenge to use for response calculation.
Example:
[
{

“name”: “enter first pincode”,

18
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“value”: “981fa356”
by

“name”: “enter second pincode”,
“value”: “981fa357”

response—names
when CHALLENGE is received, contains JSON array of response names. When multiple
responses are required by the server, response name allow identifying each response sent by the
caller, thus serving as response keys. Response names can be omitted when only one response
is expected by the server.
Example: [“response 1”, “response 2”, “response 3”]

Example:

Successful authentication:

Unsuccessful authentication, the caller is suspended for 10 seconds

Extra challenge is requested (RADIUS SecurID authentication)

Extra challenge is requested (RADIUS EAP-AKA UMTS challenge-response authentication)
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When a caller receives CHALLENGE in auth-status from the server, it should proceed as follows:

- provided the set of required credentials does not include RESPONSE, the caller should re-submit all
the credentials required by the server, filling PASSWD credential with the response to the received
challenge. This is called multi-phase password authentication. Example: RADIUS SecurID
authentication.

- provided the set of required credentials includes RESPONSE, the caller should respond with
RESPONSE credential only as described below in 2.6.2.1. This is called Challenge-Response
authentication. Example: RADIUS EAP AKA/SIM authentication.

2.6.2.1 Challenge-response authentication

Request
[as of v2.3.0] HTTP POST is used for authentication

POST /rcdp/<version>/authentication
Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce9%1eed8d9d" \

-H "Expect:" \

-d \
"responses=%7B%22CK%22%3A+%22123%22%2C+%22RES$22%3A+%22456%22%2C+%$22TIK%22%3A+
%$22789%22%7D" \

-X POST https://test.keytalk.com/rcdp/2.5.2/authentication

Query parameters

parameter type required description
responses JSON yes JSON array of responses. Response names should be the same as
object returned by the server on the previous authentication
request.
Example:

[
{“name” : “RES”, “value”:“123"},
{“name":“IK”, “Value":“456"},
{“name” : “CK”, “value”:“789”}

Response

HTTP 200 - application/json

“status”: “auth-result”,

“auth-status” : authentication-status,

[optional] “delay”: authentication delay for failed authentication,
[optional] “password-validity”: password validity on success,
[optional] “challenges”: requested challenges,
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[optional] “response-names”: response names for the given challenges

auth-status
authentication status. Can be one of:
“OK” - authentication successful
“DELAY” - authentication was not successful and delay parameter is set
“LOCKED” - cannot login because the user is locked on the server
“EXPIRED” - authentication not successful because the user password is expired
“CHALLENGE”- challenge is supplied by the server and challenges parameter is set

delay
when DELAY is received in auth-status, indicates the time in seconds the caller is
suspended from repeating its authentication attempt. Can be 0 which means a caller can try re-
authenticating immediately.

password-validity
when authentication succeeds (“OK” received), indicates the number of seconds until the
password expires or -1 if the password never expires. Password validity is supplied only when
provided by an authentication backend.

challenges
when CHALLENGE is received, contains JSON array of challenges. Challenge names are meant
to be displayed to a user during interactive challenge prompt. Challenge values is the value of
the challenge to use for response calculation.
Example:
[
{

“name”: “enter first pincode”,
“value”: “981fa356”

“name”: “enter second pincode”,
value”: “981fa357”

response—names
when CHALLENGE is received, contains JSON array of response names. When multiple
responses are required by the server, response name allow identifying each response sent by the
caller, thus serving as response keys. Response names can be omitted when only one response
is expected by the server.
Example: [“response 1”7, “response 2”, “response 3”]

Example:

Successful authentication:

“status”: “auth-result”,
“auth-status”: “OK”

Unsuccessful authentication, the caller is suspended for 10 seconds
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Extra challenge is requested (RADIUS SecurID authentication)

2.6.2.2 [as of v2.5.1] Start OTP (One Time Password) authentication

Start OTP authentication after if OTP was previously received by the server in auth-requirements
response and the caller does not yet requested a One-Time Password from the server. Once successful the caller
should receive an OTP for USERID supplied in the request (normally email). This OTP should later be used to
authenticate against the server. The OTP should only be used once.

Request
POST /rcdp/<version>/authentication
Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c¢33e55a1f411396031ce91eed8d9d" \

-H "Expect:" \

-d \

"service=DEMO SERVICE&caller-hw-
description=Windows+7%2C+BIOS+s%2Fn+1234567890&USERID=demo%40keytalk.com&HWST
G=123456" \

-X POST https://test.keytalk.com/rcdp/2.5.2/authentication

Query parameters

parameter type  required description

service string  yes KeyTalk service name

caller-hw- string  yes Caller HW description which should be unique for the given
description device. For uniqueness e.g. BIOS serial number or i0OS device

UDID can be used. Examples:

- Windows 10, BIOS s/n 1234567890

- iPAD: Jan’s 1iPAD
234567890abcdefl123456789%0abcdef

USERID string  ifrequested  ID of the user, normally a e-mail
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HWSIG string  ifrequested ~ Hardware Signature of the caller’s device calculated with the

formula specified in the previous auth-requirements server
response. Required if HWSIG was previously set by the server in
auth-requirements response.

computer-name string  ifrequested  Caller’s machine/device name. Required if supply-

computer-name was previously set by the server in auth-
requirements response.

Response

HTTP 200 - application/json

auth-status

authentication status. Can be one of:

” WAIT-FOR-OTP” - the caller’s identity successfully verified, and the caller should wait for the
OTP to be sent (e.g. to his email represented by USERID) and re-submit the authentication request with this OTP as
a credential.

“DELAY” - authentication was not successful and delay parameter is set

“LOCKED” - cannot login because the user is locked on the server

“OK” - authentication successful. Normally should not be sent in this flow because it means
that OTP is not required on the server.

delay
when DELAY is received in auth-status, indicates the time in seconds the caller is
suspended from repeating its authentication attempt. Can be 0 which means a caller can try re-
authenticating immediately.

Example:

Successful OTP initiation:

Unsuccessful OTP initiation, the caller is suspended for 10 seconds
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2.6.3 Change password

Change user password. Password change facility has to be supported by the server backend such as
Active Directory. A caller should normally change his password after EXPIRED authentication result is
received from the server. A caller may also choose to change his password on successful authentication
when password-validity parameter gives a hint that the password is about to expire.

Request
[as of v2.3.0] HTTP POST is used for changing password

POST /rcdp/<version>/change-password
Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce9%91eed8d49d" \
-d "old-password=changeme&new-password=changed" \

-X POST https://test.keytalk.com/rcdp/2.5.2/change-password

Query parameters

parameter type required description
old-password sgring yes Current (old) user password.
new-password smring  yes New user password.
Response

See 2.6.2 with authentication status limited to “OK”, “DELAY” or “LOCKED”

“OK” means the password has been successfully changed and the user has to re-authenticate with his
new password.

“DELAY” means the password change did not succeed (e.g. incorrect old password or too short new
password) and the caller may try again after the given amount of seconds.
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2.7 Phase 3 (service provision)
271 Check for the last messages

Check for the last server messages. Server messages are meant for KeyTalk users e.g. to indicate
planned server maintenance.

Request
GET /rcdp/<version>/last-messages

Example:

/rcdp/2.5.2/last-messages
/rcdp/2.5.2/last-messages?from-utc=2018-04-26T06%3A49%3A55.614010%

Query parameters

parameter type required description

from-utc  UTC string in ISO 8601 no UTC to request the messages from. Defaults
including date and time to requesting all server messages.

Response

HTTP 200 - application/json

Example:




2.7.2

Generate certificate on the server
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Retrieve a server-generated certificate in the desired format along with a private key.

Request

[as of v2.5.0] HTTP POST is used for certificate requests

POST /rcdp/<version>/cert

Request POST parameters:

parameter type require  default description
d value
format "P12 or "PEM”  yes n/a “PEM” to request PEM-encoded X.509
certificate and private key
“P12” torequest PKCS#12-encoded X.509
certificate and private key
include-chain  poolean no false Request the entire certificate chain including
subordinate and root CAs, when available
[as of v2.1.0] boolean no false When set, the server will send back URL to
out-of-band download the certificate instead of the certificate
itself.
[as of v2.5.0] JSON object if n/a Response sent by the client after the
response requeste challenge status received in the previous
d “cert” request. Format:
{
“type”: type of the previously received
challenge,
“data”: Base64-encoded response
}
[as of v2.5.0] JSON object if n/a Cookie received in the previous response,
cookie requeste typically of type “submitted” or “in-
d progress” or “challenge”.
[as of v2.5.2] string no empty Common Name to be used in the certificate.
common-name string Only honored if allowed by the server. Use cn-

Response

HTTP 200 - application/json

Certificate is successfully issued by the server
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Example typical usage, the certificate is returned in the response body:
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MMCER1bW9Vc2VyMQOswCQYDVQQG\nEwJOTDEWMBQGA1UECAWNTMOvemQtOmFyYmFudDESMBAGA1UE
BwwJRW1uZGhvdmVu\nMRQwEgYDVQQKDAtTaW91eCBHcm91cDEMMAOGAIUECWWDUOVTMRA4wHAY JKo
ZIhvcN\nAQkBFg90ZXNOdW1Ac21lvdXguZXUwggEiMAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEK \nAoO
IBAQDJGKTHSL16vsgxIjXvDOTKLk2g518JaIF9Q9%ews88NmpVVIcDbOPRxwsns\nSd1kNAXEYi05
ScmIc5pGpIV8hyyNjtZ17tiolVOOALkXgk7hG7wO2Rz+bAQzCdvS\noJjtzo6gZzPYcQV1 fg+ENMt
39ibLgfuAnMLjVpnd4 fwfgxQFeEsd4do074E1bUXh7\n7KzaoxsiDAyIITYZe5Azz90147ffg3pR
Dtg\/6IDYmr7x1BMOg+7Q0bKBUOpgwNkn\n3JTgkBspXGEXok6S1gNBgqJ199NJjdYjiWjHa\/9vS
PHSN8RF2s9xrBanLM3S+fnr6\nBx34P6cBoTccllZ9Dpr8IYNIWkanAgMBAAG]) fTB7MAKGALUdEwW
QCMAAWHQYDVRO1\nBBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMBMASGA1UdDWQEAwWID+DAgBglghkgB
hvhC\nAQIEHRYbQ1VTVFIQQVNTVORfSUSURVJIOQUxX fVEVTVEVIMBYGA1UJEQQPMA2CC25z \nLnNp
b3V4LmVIMAOGCSgGSIb3DQEBCWUAA4ICAQCYKF10TJIqL3eglJdgddbLPzDo74\nfgZbEBpNkeBFe6
nQ6calHJrzNG85TWGAEVKEXSOrkwGHMASNI \ / 0XM+ySIpcNOWQE\nM909rxKQigk4n\ /tviNCivX
Ral25t5pUR1ZSyullSWQAJYc2nPjzasl5B8SwJ0Iet\nJV80z1pgLFh2GU7ThGNiWVgJILE\/U0\/t
+x711W1s264i1h490owTsLt9CLO6pD6KPNG \nWvmzLNoK\ /ouEeRnYgkyWXv1ahGY5N2bPwlg+7+s
3BOYRO3APLANG61VEOUfYDE78K\n05g52zdhVbn717CMx1sQpXggyF5X\/ztQLkrUB5kLT9D7eCBnL
DVdjELz112KJar\/b\ny%eumkCg+Y9PCZN251301zU1DLGaH9\ /9KACf6yEca3D3NvnbfCmrDvx1l
OAN+Ht3L\n4XU2L5Rx2rqwB9tj3rZy816BK7\/A+ARfg6Tgki5FQ9k667g2hBRPtr69bLeML5at \
nyn\/beKjnYnzCRcfXDgnJIKZdfKt2PBM71h508HNn6aaRZUfHBKHx JMxwuXNMdg9m\nHk6+H8rb
RipV\/4xCzEFYvaglpY0310zLIrw8AohR1UzX7UFGm1Dbpn3G2geikD1Z\nhySYTxjmjXEODVNPL
X05+MROBEQ3hC6QDYs3gBZgP3nILviEZ110ax4fgbT31jJ9\noxMI+0JsawzMGOuO0w==\n-----
END CERTIFICATE--——--—-— \A===== BEGIN ENCRYPTED PRIVATE KEY-----
\nMIIFDjBABgkghkiGOw0OBBQOwWMzAbBgkghkiGIwOBBQwwDgQIg9o+wzvhbXQQCAggA\nMBQGCCOG
SIb3DOMHBA1psAoCIT4gVgSCBMhTb\ /8wsltwIuhH12t9mozccMIQeSAe\nIDxu86RaxgbaMcH 2
GnfQjFPoulIlk28eU4Pbi60EPpdlGSBALtrRTKIZsIOCV+26vN\njrh4gFsLga9LC\/RB6T7gQFK6NnS
7+9332d+jCr4tKBIJvSu6hmTGTOraePHb8ic8B\niSHphmz91N91M311gYKMzhW\ /MZg043u2TBJ
zx1LdsFicIH\/KJ8LXkYONyMOG663y\nqWpngyjWvzIL70L5rZh5pv7ygFTulTy\/lakDW3inuC8
fN3\/Zy13741HeAk4V\/hGQ\nC7FmpF15FTZAYICuKQQsTzUKOd+90qlg8YrbcPbHrcMH43UTead
z3k1c3R5K\/mQk\n6a2ggjPc2z4LoFOYEtoPUointBLnRetk7QEHWQAWWWSWEFGRrjbK2t0JZLLV
zXuS\nZ0QYBoHeGzFYHOAeYBO1DACT8OCIPABAr\ /vEFdKyXD850dYdIp4cAbYm5IBB8bYd\nnf9
JIV8iifIHy380f6FpHI3AWPZgZTTDaR+arLTjpmpN6d9bREMNyWUWNJIsvOWOo\nd1lYuWU\/\/OE0
tdvVQKnU1T9FdhbjyW6onQpR8uwhYLi\/BIjpvCUK6ZAe\/+111k0Z22+\nCXn1bU225M0aY2YLS3B
1zXUkKkMcQAO4JEStE] 9vMsEa4VHVvt9zcsfpT4vZIGmG2h\nU9UoY2XGhZ4jIEVtqO2ihz7V1ow+k
07eD6H1HMhws9CPZkKh03Z94FK1V\/S£f53U6\ndnR1sAmuuI5HJIroXYyX6N5cLguSnwyyvOWRPrU
UjqWPZrfvLzndpro6IFPi1S7L4\n2fR1DEHwWe\ /VVOStF31CV6N88KRYGN+gBWrvkGKI8EozhEz2
qTogLBUOCLQ+FVO1E\nuYS30hejXc8wYKFupwSOlhpJUp2B4zC4EbsmTnn7sS55Yk+9NCetE\ /kO
VME\ /PVVN\nWGOkFhg5CCmtkx8fvvgOnnnNuZS4Hy+tBl1EegMvRvQQ62eRCRI4msYG2LCVxRUIB\
nNrKQvBM3\ /RbxjQFVULr6Wijw9I8dLen]fjoud7JLSMShax1DeAG5iBb0GzLZP6Wlh\nOyXIyusR
ePxv40GPZsCBRgD2c6£dk52U3Bgk7asctplL9Y1gP711bJdwnuFtygt+7\nZ+7b38PL1txMRYMCOL
D78kugFAP2St0iGGdzdUEWOIP\/IZT2SmMo578CPum3RSHt \nu31CtHfzzrMIg20luTGv+HDsSwTr
LwZzt\/VDcaZzUP9%a6Vyfzd83jgRXCkFeBk2udM\nHDo5TC6EVLAVICcXgGRWBVSxkI1WdyxhIdjNS
CN+CrECX\/PTbmv5MP9gydngDSIDg\npCHXZr6dca6vAUGYn50uQuhrTjsSRsk4M52hwgYt9xwCc
fNE+juvVeweWEJIM1GnxP\nmEW3 fFSE+NNDfYOPWEASXEGPR3xF7g9Bj51T4Yk0XVk\/ED3hTx0VI8
g2I72Grvt40\nyh+\/0OxyxB9zUzs1eQVDitmzQngti3nXReHwyenO0p9frC5J\/04ibYKKPFI1HI\
/UK\nh8SCSLpWBil\/8RBQO8kDOPMS5G\ /Z2TNS6dnwrXZU+solpl+Kk+T+TTjKkDp8Ulxkv\nWC1
AUsbs8g00289SjGjhPge0c4UWRiKLE]1j67Dx0g3yHoJU8bi6pMnJzVeg7 IhLF\nxK8=\n-——-—
END ENCRYPTED PRIVATE KEY----- \n"

}

Notice again that JSON-serialization of PEM certificates requires forward slashes ‘/’ to be escaped as
\ \ / 14

Example when the certificate download URL is returned iso a certificate itself:

“status”: “cert”,
“cert-url-templ”:
“ http://$ (KEYTALK SVR HOST) :8000/cert/?cbf498dc683c4e0499£d7e2d27640917"
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[as of v2.5.0] Response

HTTP 200 - application/json

An extra info is requested from the client before issuing a certificate

[as of v2.5.0] Response

HTTP 200 - application/json

The certificate request is successfully submitted (“submitted”) or was previously submitted (“in-

progress”) to a CA signer (normally to a 3™ party one). The caller is supposed to periodically check
the certificate issuance status and retrieve the certificate using the cert request.
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2.7.3 [as of v2.2.0] Query CSR requirements
A client might want to generate a key pair by himself and submit the resulted CSR to KeyTalk server for

signing. Before doing that the client should query the server for the initial parameters for the CSR such
as key size, signing algorithm, certificate subject and a subject alternative name (SAN).

Request
GET /rcdp/<version>/csr-requirements

Example:
/rcdp/2.5.2/csr-requirements

Response

HTTP 200 - application/json

Example:
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2.74 [as of v2.2.0] Generate certificate from the client CSR

Retrieve a PEM-encoded certificate from the CSR supplied by the client. The CSR should be created
from the parameters retrieved from csr-requirements call described in 2.7.3.

Request

POST /rcdp/<version>/cert
Content-type: application/x-www-form-urlencoded

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Cookie: keytalkcookie=a77c33e55a1f411396031ce91eed8dod" \

-H "Expect:" \

-d "csr=----- BEGIN+CERTIFICATE+REQUEST-----
$0AMIIC1jCCAbL4CAQAWGZAXCZAIBgNVBAYTAKOMMRIWEAYDVQQHDAIFaW5kaG92Z2W4x%0ADDAKBgN
VBASMAINFUzZEUMBIGAL1UECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSvE0Ab3JkLUJThcmIhbnQOxE
TAPBgNVBAMMCER1DbWIOVc2VyMRAWHAYJKOZIhvcNAQkBFg90%0AZXNOdW1AC21vdXguZXUwggEiMAQ
GCSgGSIb3DQEBAQUAA4 IBDWAWgGGEKAOIBAQDGS0AfyCCkM7cbVhpBCSx1Nf$2BFDga9banKf 9sPRW
S5VWBEFYP5siLdsywNkNgrEYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJfj700018HUNn2xL
vp2z6J6g3Z4rAR4d8 x%0ApwcdR1PeJO5b30tBaURKILaJT ) tsUVYCXr$2B6us2FgiuaDODGBKSIQ
CcCcYAWGY%$2Bl1zNer%0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcgIOppR%2BHDJUUNSYYju9xZgCLjx
6Y2%2B2ZXHKS0AMPFEFCcFsP%2F8GCYGZ2%2FATI1IWtsVzKSaRWMTVIfBsy50gW3Y¥mwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgcWjpP3KTOS5AgMBAAGGADANBgkghkiGOwOBAQsFAAOCAQEADLUVCaYmS2FS0A
wlotZaLgtCP2mIVVHS2FgHvTeVEs1436Lz%2FaKT5g1QRee81C2uslz9G7h3PG%2BM6w1INS0AUJau
wagQ2mR2c1VAIdROAT52syNPR4jXeR11%2F7a%2Fms2Fqaw3%2FL1wVtBIJHEfOA6apUS0AjSVWi6S2
F3kUjDOFhYHAUfKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGgS5NNEgnSpK8X$0A9A9) 5kKGBOmM9eQOr
Wxw$2F0ULlwRgqLpt6176Gt5%2B1MpSBtTCPK2uboHvJiPu4aJUuHh%0Afx9ZJKox73V$2BleOEMNSY
fesuQPESAWIFKE988NFixGXOHW7uQdWcISEFsYFRFZG2p$0AYD%2BmI1iFyUY8AHWS3DS3DS0A—————
END+CERTIFICATE+REQUEST-----%0A" \

-X POST https://test.keytalk.com/rcdp/2.5.2/cert

Request POST parameters:

parameter type required  default description
value
csr string yes n/a Base64 encoded PKCS#10 certificate signing
request
include-chain  poolean  no false Request the entire certificate chain including

subordinate and root CAs.

out-of-band boolean  no false When set, the server will send back URL to
download the certificate instead of the certificate
itself.
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Response

HTTP 200 - application/json

Example regular usage (certificate is returned in the response):
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Notice again that JSON-serialization of PEM certificates requires forward slashes ‘/’ to be escaped as
A\l \ //

Example when certificate download URL is returned:
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3. PUBLIC API

API to query various information from KeyTalk server without the need to authenticate.

3.1 Public API versions

REST API version | Minimal KeyTalk server Changes wrt the previous API version

version
5.3.2 n/a
1.0 5.5.0 added enrolment of S/MIME certs for external
parties
1.2.0 5.5.1 added synchronous flag to smime-

cert-enrollment-availability call

1.2.1 5.5.3 added apply-address-books flagto
address-book-1list call

1.3.0 5.5.9 allow querying which certificate store (User or
System/Machine) the resulted certificate should
be placed in

1.4.0 5.7.5 added request for a signature file based on a
supplied email address

8.7 allow querying certificate approver emails
8.13 allow querying KeyTalk version
6.1.5 allow querying Common Name customization
policy
3.2 API overview

The communication goes over HTTPS and uses port 443 secured by KeyTalk internal CA or, when
enabled server-side, over HTTPS ports 443 and 4443 secured by a public trusted CA such as GlobalSign.

3.2.1 Retrieve self-service availability
Retrieves whether self-service is available for the given account.

Request

POST /public/l1.6.1/self-service-availability
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required  default description
value
cert string yes n/a PEM-encoded X.509 user certificate previously

received from KeyTalk identifying the caller

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
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-H "Expect:" \

-d "cert=----- BEGIN%20CERTIFICATE----—
$0AMIIFDDCCAVSgAWIBAGIIW1ISC7gAAAYowDQYJKoZIhveNAQELBQAWgYgxHZAdBgkg%0AhkiGI9w0
BCQEWEG1luZm9Aa2V5dGFsay5jb20xCzAIBgNVBAY TAKkOSMMRWWGgYDVQQKS0ADBNLZX1UYWxrIE1UT
FN1Y3VyaXR5MRgwFgYDVQQLDASGYWNOb3J5IERIZmF1bHOx$0AIDAeBgNVBAMME Ot 1eVRhbGsgRGV
tbyBTaWduaW5nIENBMB4XDTEAMDEWOTA3SNTMwS 0AM1 0XDTI4MDEWNZA4NTMwM1 owgZAXETAPBgNVEB
AMMCER1bWOVc2VyMQswCQYDVQQGS0AEWJOTDEWMBQGALUECAWNTMOvemQtQmEyYmFudDE SMBAGAL1U
EBwwJRW1luZGhvdmVu%0AMRQWEgYDVQQOKDAtTaW91eCBHcm91cDEMMAOGAIUECWWwDUOVTMR4wHAYJK
0ZIhvcN%0AAQkBFg90ZXNOdW1AC21vdXguZXUwggEiMAOGCSqGS Ib3DQEBAQUAAL IBDWAWGGEKS 0A
A0IBAQDIO98ytSED47IFmjTO0PUezLlyHUl1xDggXYgYF83G27J5%2BLkfnlxciWa2cCVHS0A0tFGS2BK
ZNfpsd5HAXUFrgJI%2BciypdMf3DS9ZH3PIScgEzwNXGOWNNUagHjUfsYQ6r$0A1I6MBKES6F8sIR
hyF$2FrlUpogsc24ALypBdIhQ6Ham3ni4NFsYEcBk80nKKS2BpATDIS0APqzK1IIGsd3XhOmxjVUz
PR70FaEbHwnbOakWfeLibwJAWttdIL7KCtSMsBLg3U20%0AogYmm5fJgfLwZZEmwNslkuzGcHB6ML
WBYQHyp966k1YnItBDFEMYKvaW2ec8tZEA%OALJGAWMIrgAMRI0bUWoUuGVwLoOXzAgMBAAG] cDBu
MAKGA1UJEWQCMAAWEWYDVRO1%0ABAWWCgY IKwYBBQUHAWIWCWYDVROPBAQDAgP4AMCcGCWCGSAGGS2
BEIBAgQaFhhDVVNU%0AX0FOT19JT1RFUKSBTFIURVNUVUKkwFgYDVRORBA8WDYILbnMuc2lvdXguzX
UwDQYJ%0AK0oZIhvcNAQELBQADggIBAJXrf8FkL2Bh2rW$2FgJQOpHADELgk25%2F8UmMNbpauneVB
$0A0aJFHCXpsSUDQ4beJo3gyM5JvZRV5nfC8Na3v4aNb01oVIHDHAB%2BGs11UXy3fN1vS0AU4AYAF
yiJUIXELrYyuA590rdxXjLSSvSTWGWPKIJEG1YC2xvO8kh%2BnwOijVciHFCp%$0AGATPpChEO4MPwW]
QiLpJdowx5W5FhcyaRvp%$2FjH10T1IsPWRUD230G8gcg4uRAFOCKVUSOAYE8S2BVIRrYG$2B6VYeNP
2Va6DGTXVsH2%2F13vP71da08cnVOcYcHKzOBUS2Bfr60muNpuo$0AhES2FoGzZ27u]j%2F3wja9qg49
0GJaNxHjadUjk5k799e%2Fv2isBaSuNmXVobOExzjasIyF$2BS0A2VWGrxSJcfhUXSv3%2B0xnmOo
UigN7uxV1%2BriPcpvl1zyNLQgzNxSgerDOiW6dIAPH]$0AFuchgAYYuRXVMHbwx fqUVUWgyBg2Pr5
ESSYB6PTDXzigChLJWIJRLUEZXwXmi6ztns0AfgSMOGOXRFFR7yxQKDEUGZKfbAcdOgXtCDbH3T%$2B
UUEsJjAc7bUz40M5Zxfea%2F8F$2FES0A0Brzb6XROZEWAPXxmbQOWRXRU01dd1%2Fi77irHAShS2FL
GgbRGv7gsDmic%2B3WQOXZtdkX%0As1TcBs1GLZkgnbWevNtASUWHL1JAdfJjKmnOv5RAYxXRc6kCXEQ
WQ1ilCBYQXPQXR5LS0A-———~ END$20CERTIFICATE----- "o\

-X POST https://test.keytalk.com/public/1.6.1/self-service-availability

Response

HTTP 200 - application/json - successful invocation

{

“status”: “self-service-availablility”,
“Yavailable”: boolean

HTTP 400 - application/json - invalid request

{

“status”: “error”,
“error”: error message (optional)
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3.2.2 Retrieve address book URLSs
Retrieves URLs of address books used by back-end LDAP/AD servers.

Request
GET /public/1.6.1/address-book-1list

Example:
/public/1.6.1/address-book-list?service=DEMO SERVICE

Query parameters

parameter type  required description
service string  yes KeyTalk service name
Response

HTTP 200 - application/json - successful invocation

Example response when no address books configured for the service
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HTTP 400 - application/Jjson - invalid request
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3.23 [as of v1.1.0] Retrieve availability of S/MIME certificate enrollment to
external parties for self-service

Check the availability and requirements for S/MIME certificate enrollment to external parties for the
given self-service account.

Request

POST /public/l.6.1/smime-cert-enrollment-availability
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required  default description
value
cert string yes n/a PEM-encoded X.509 S/MIME certificate

previously received from KeyTalk identifying
the caller as self-service—eligible user

[as of v1.2.0] boolean  no true When set to t rue, checks whether an

synchronous immediate enrolment is possible.
When set to false checks whether it is
possible to place a certificate order without
yielding a certificate. The order will be handed
in to a configured CA, which will get
responsible for communicating the certificate
back to the users via e-mail.

At the moment S/MIME asynchronous orders
are only supported by KeyTalk services bound
to GlobalSign PersonalSign products.

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Expect:" \

-d "cert=----- BEGINS20CERTIFICATE----—
$0AMIIFDDCCAVSgAWIBAGIIW1ISC7gAAAYowDQYJKoZIhveNAQELBQAWgYgxHZAdBgkg%0AhkiGI9w0
BCQEWEG1luZm9Aa2V5dGFsay5jb20xCzAIJBgNVBAY TAKSMMRwWWwGgYDVQQKSO0ADBNLZX1UYWxrIE1UT
FN1Y3VyaXR5MRgwFgYDVQQLDASGYWNOb3J5IERI ZmF1bHOx$0AIDAeBgNVBAMME Ot 1eVRhbGsgRGV
tbyBTaWduaW5nIENBMB4XDTEAMDEWOTA3SNTMwS 0AM1 0XDTI4MDEWNZA4NTMwM1 owgZAXETAPBgNVEB
AMMCER1bWOVc2VyMQswCQYDVQQGS0AEWJOTDEWMBQGALUECAWNTMOvemQtQmEyYmFudDESMBAGAL1U
EBwwJRW1uZGhvdmVu%0AMRQWEgYDVQQOKDAtTaW91eCBHcm91cDEMMAOGAIUECWWDUOVTMRAWHAYJK
0ZIhvcN%0AAQkBFg90ZXNOdW1AC21vdXguZXUwggEiMAOGCSqGS Ib3DQEBAQUAAL IBDWAWGGEKS 0A
Ao0IBAQDIO98ytSED47IFmjTO0PUezLlyHUl1xDggXYgYF83G27J5%2BLkfnlxcWa2cCVHS0A0tFGS2BK
ZNfpsd5SHAXUFrgJI%$2BciypdMf3DS9ZH3PIScgEzwNXGOWnNNUagHjUfsYQ6r$0A1I6MBKESGOF8sIR
hyF%$2FrlUpogsc24ALypBdIhQ6Ham3ni4NFsYEcBk80nKKS2BpATDIS0APqzK1IIGsd3XhOmxjVUz
PR70FaEbHwnbOakWfeLibwJAWttdIL7KCtSMsBLg3U20%0AogYmm5fJgfLwZZEmwNslkuzGcHB6ML
WBYQHyp966klYnItBDFEMYKvaW2ec8tZEASOALlJGAWMIrgAMR90bUWoUuGVWwLoOXzAgMBAAG) cDBu
MAKGA1UJEWQCMAAWEWYDVRO1%0ABAWWCgY IKwYBBQUHAWIWCWYDVROPBAQDAgP4AMCcGCWCGSAGGS2
BEIBAgQaFhhDVVNU%0AX0FOT19JT1RFUKSBTFIURVNUVUKkwFgYDVRORBAS8WDYILbnMuc2lvdXguzX
UwDQYJ%$0AK0oZIhvcNAQELBQADggIBAJXrf8FkL2Bh2rW$2FgJQOpHADELgk25%2F8UmMNbpauneVB
$0A0aJFHCXpsSUDQ4beJo3gyM5JvZRVENfC8Na3v4aNb01oVIHDHA8S2BGs11UXy3fN1vS0AU4YAF
yiJUIXELrYyuA590rdxXjLSSvSTWGWPKIJEG1YC2xvO8kh%2BnwOijVciHFCp%$0AGATPpChEO4MPwW]
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QiLpJowx5W5FhcyaRvp$2FjHL0T1IsPWRUD230G8gcg4uRAFICKvUS0AYESS2BVIRrYG%2B6VYeNP
2Va6DGTXVsH2%2F13vP7Ida08cnVOcYcHKzZOBUS2Bfr60muNpuo$0AhES2FoGzZ7uj%2F3wja9qg49
0GJaNxHjadUjk5k799e%$2Fv2isBaSuNmXVobOExzjasIyF$2BS0A2VWGrxSJIcfhUXSv3%$2B0xnm0Oo
UigN7uxV1%$2BriPcpvlzyNLQgzNxSqerDOiW6dIAPH)$0AFuchgAYYuRXVMHbwx fqUVUWqyBg2Pr5
ESSYB6PTDXzigChLjWIRLUEZXwXmi6ztn$0AfgSMOGOXRFFR7yxQKDEUGZKfbAcdOgXtCDbH3TS$2B
UUEsjAc7bUz40M5Zxfea%2F8F%2FES0A0Brzb6XROZEWAPxmbQOWRXRU01dd1%$2F1i77irHAsh%2FL
Gg6bRGv7gsDmic%2B3WQOXZtdkX%0As1TcBs1GLZkgnbWevNtASUWHL1JAdfJjKmnOv5RAYxRc6kCXEQ
WQi1CBYQXpOXRELS0A-—-——~ END$20CERTIFICATE-—---- "\

-X POST https://test.keytalk.com/public/1.6.1/smime-cert-enrollment-
availability

Response

HTTP 200 - application/json — enrollment available for the given self-service user

HTTP 200 - application/json — enrollment not available for the given self-service user

HTTP 400 - application/json - invalid request (e.g. user certificate is not S/MIME)
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3.24 [as of v1.3.0] Query the certificate store to place the resulted certificate
Query the type of the certificate store to place the certificate received using the certificate retrieval APIL.
The result will be identical as store-to-system flag returned from /cert call of the certificate
retrieval API, however received without going through the entire handshake-authentication procedure.

Request
GET /public/1.6.1/should-cert-go-to-system-store

Example:
/public/1.6.1/should-cert-go-to-system-store?service=DEMO SERVICE

Query parameters

parameter type required description
service string  yes KeyTalk service name
Response

HTTP 200 - application/json — successful invocation

HTTP 400 - application/Jjson —invalid request
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3.25 [as of v1.4.0] Request a disclaimer to install to the mail client
Request an email disclaimer based on the provided email address for the provided service. If the service
is setup to supply a disclaimer the response will contain a disclaimer to be applied to the mail client.

Request

GET /public/1.6.1/set-disclaimer-for-smime-cert-email
Example:

/public/1.6.1/set-disclaimer-for-smime-cert-
email?service=DEMO SERVICE&email=demo%40keytalk.com

Query parameters

parameter type  required description

service string  yes KeyTalk service name

email string  yes Email address for which to request a disclaimer
Response

HTTP 200 - application/json - successful invocation

HTTP 400 - application/json —invalid request e.g. the given service does not exist

41



G=

keytalk

3.2.6 [as of v1.5.0] Query certificate approver emails

Query approver emails for the service. Typically used by services configured with 3™ CA, for example

GlobalSign DomainSSL.

Request

GET /public/l.6.1/cert-approver-emails

Example:

/public/1.6.1/cert-approver-emails?service=DEMO_ SERVICE&user=test-—
user&computer—-name=test.keytalk.com

Query parameters

parameter type  required description

service string  yes KeyTalk service name

user string  yes User name. Should be the same value as the USERID used in
RCDP authentication request.

computer-name string  yes Name of the caller’s machine/device name. Should be the same as
the computer name as used in RCDP authentication request.

Response

HTTP 200 - application/json — successful invocation

HTTP 400 - application/json —invalid requeste.g. the given service does not exist is not
configured with a CA implementing approval of cert requests via emails
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3.2.7 [as of v1.6.0] Query KeyTalk server version

Query KeyTalk server version
Request

GET /public/1.6.1/version
Query parameters

None

Response

HTTP 200 - application/json - successful invocation
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3.2.8 [as of v1.6.1] Query Common Name customization policy
Query customization policy for Common Name for the given user

Request

GET /public/1.6.1/cn-customization-policy

Example:

/public/1.6.1/cn-customization-policy?service=DEMO SERVICE&user=test-
user&computer—-name=test.keytalk.com

Query parameters

parameter type  required description

service string  yes KeyTalk service name

user string  yes User name. Should be the same value as the USERID used in
RCDP authentication request.

computer—-name string  yes Name of the caller’s machine/device name. Should be the same as
the computer name as used in RCDP authentication request.

Response

HTTP 200 - application/json - successful invocation

HTTP 400 - application/json —invalid request e.g. the given service and user combination

does not exist
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4. ADMINISTRATOR API

There is a set of API to be used by KeyTalk admins to perform the same (subset of) tasks as using
KeyTalk Web Admin Interface.

4.1 API versions

REST API version | Minimal KeyTalk server Changes wrt the previous API version
version

1.0 5.6.13 Initial version having revocation API only.

1.1 5.7.0 Added certificate enrolment API.

1.2 5.8.13 Allow requesting KeyTalk settings

1.3 6.1.4 Allow requesting SCEP configuration

1.4 6.2.4 Allow copying KeyTalk TEMPLATE

4.2 API overview

The communication goes over HTTPS and uses port 3000 secured using KeyTalk internal CA or, when,
enabled server-side, using a public trusted CA such as GlobalSign. All the API calls should be
authenticated using credentials of the Web Admin Interface (username/password or a client certificate).
Admin API requires a valid system admin/cluster admin/manager privileges to execute.

4.2.1 [as of v1.1] Enroll user from a server-generated keypair

Enroll a certificate for the given user, creating the user if not exist. The keypair is created server-side.

Request

POST /admapi/l.4.0/cert-enrollment
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value
auth-username  sgring ifrequired n/a Caller’s username. Required if the webserver is
by the configured with username/password
webserver authentication.
auth-password  sring ifrequired n/a Caller’s password. Required if the webserver is
by the configured with username/password
webserver authentication.
service string  yes n/a Name of KeyTalk service of the user to enroll
deviduser string  yes n/a Name of KeyTalk DevID user to enroll
san JSON no empty Array of Subject Alternative Names to be used
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array in the certificate e.g.
["DNS:test.server.com",
"IP:192.168.1.2"]

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/cert-enrollment

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/cert-enrollment

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json — generic server-side enrolment error
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4.2.3 [as of v1.1] Enroll user with client CSR

An admin might want to generate a key pair by himself and submit the resulted CSR to KeyTalk server
for signing. Enrolling a user with a client-side CSR consists of 3 steps: querying the KeyTalk server for
parameters to use in the CSR, generation of the CSR and submitting the CSR to the KeyTalk server for
signing.

4.2.3.1 Query CSR requirements for enrollment

Prior submitting a CSR to the KeyTalk server, an admin should query the server for the initial
parameters for the CSR such as key size, signing algorithm, certificate subject and a subject alternative
name (SAN).

Request

POST /admapi/l1.4.0/csr-enrolment-requirements

Request POST parameters:

parameter type  required default description
value
auth-username  sgring ifrequired n/a Caller’s username. Required if the webserver
by the is configured with username/password
webserver authentication.
auth-password  sgring ifrequired n/a Caller’s password. Required if the webserver
by the is configured with username/password
webserver authentication.
service string  yes n/a Name of KeyTalk service of the user to create
a CSR for
deviduser string  yes n/a Name of KeyTalk DevID user to create a CSR
for.
Response

HTTP 200 - application/json

“status”: “csr-enrolment-requirements”,

“key-size”: key size in bits,

“signing-algo”: algorithm to use for CSR signing,

“subject”: dictionary of subject fields to use in CSR,

“san”: if set, holds an array of Subject Alternative Names to use in CSR
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Example:

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/csr-enrolment-requirements

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/csr-enrolment-requirements

4.2.3.2 Enroll user with a client-generated CSR

Enroll a certificate for the given user, creating the user if not exist. The CSR is supplied by an admin
and should obey the requirements retrieved with csr-enrolment-requirements call.

Request

POST /admapi/l.4.0/cert-enrollment-for-csr
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value
auth-username  sxing ifrequired n/a Caller’s username. Required if the webserver is
by the configured with username/password
webserver authentication.
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auth-password  smring ifrequired n/a Caller’s password. Required if the webserver is
by the configured with username/password
webserver authentication.
service string  yes n/a Name of KeyTalk service of the user to enroll
deviduser string  yes n/a Name of KeyTalk DevID user to enroll
csr string  yes n/a Base64 encoded PKCS#10 certificate signing
request

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-H "Expect:" \

-d "auth-username=admin&auth-password=secret" \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

$0AMIIC1jCCAb4CAQAWGZAXCZAIBgNVBAYTAKSMMRIWEAYDVQQHDA1FaW5kaG92Z2W4x%0ADDAKBgN
VBASMAINFUzZEUMBIGA1UECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSv$0Ab3JkLUJhcmIJhbnQOxE
TAPBgNVBAMMCER1DbWIOVc2VyMRAWHAYJK0ZIhvcNAQkBFg90%$0AZXNOAW1AC21vdXguZXUwggEiMAQ
GCSgGSIb3DOEBAQUAA4 IBDWAWGGEKAOIBAQDGS0ALfyCCkM7cbVhpBCSx1INfS2BFDga9banKf9sPRW
S5VwBFYP5siLdsywNkNgrFYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJfj700018HUNn2xL
vp2z6J6g3Z24rAR4d8jx%$0ApwcdR1PeJO5b30tBaURKILaJTjtsUVyCXr$2B6ous2FgiuaDODGBKsIQ
ccyAWGY%$2B1zNer$0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcgIOppR$2BHDJUUNSYYju9xZ2gCLjx
6Y2%2B2ZXHKS0AMPFEFCcFsP%2F8GCYGZ2%2FATI1IWtsVzKSaRWMTVIfBsy50gW3Y¥mwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgcijpP3KTOS5AgMBAAGGADANBgkghkiGIwOBAQs FAAOCAQEALUVCaYmMS2F%0A
wlotZalgtCP2mIVVHS2FgHvTeVEs1436Lz%2FakKT5g1QRee81C2uslz9G7h3PG%2BM6wlNS0AUJau
wagQ2mR2c1VAIdROAT52syNPR4jXeR11%2F7a%2FmsZ2Fgqaw3%2FL1wVtBJHEfOA6apUS0AjSVWi6S2
F3kUjDOFhYHAufKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGg5NNEgnSpK8X$0A9A9) 5kKGBOM9eQOr
Wxw%$2FOULlwRgLpt6176Gt5%2B1MpSBtTCPK2uboHvJiPu4aJUuHh$0Afx9Z27Kox73V$2BleOEMNSY
fesuQPESAWIFKE988NFixGXOHW7uQdWcISEFsYFRFZG2p$0AYD%2BmI1iFyUY8AHWS3D%S3DS0A—————
END+CERTIFICATE+REQUEST--—--- S0A" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/cert-enrollment-for-csr

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Expect:" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-d "csr=----- BEGIN+CERTIFICATE+REQUEST----—
$0AMIIC1jCCAbL4A4CAQAWGZAXCZAIJBgNVBAYTAKOMMRIWEAYDVQQHDAlFaW5kaG92Z2W4x%0ADDAKBgN
VBASMAINFUzZEUMBIGA1UECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSv$0Ab3JkLUJhcmJhbnQOxE
TAPBgNVBAMMCER1DbWIVc2VyMRAWHAYJKOZIhvcNAQkBFg90%0AZXNOdW1AC21vdXguzXUwggEiMAQ
GCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQDGS0ALyCCkM7cbVhpBCSx1INf%$2BFDga9banKf9sPRW
S5VwBFYP5siLdsywNkNgrFYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJfj700018HUNn2xL
vp2z6J603Z24rAR4d8jx%$0ApwcdR1PeJO5b30tBaURKILaJTjtsUVyCXrs2B6ous2FgiuaDODGBKsIQ
ccyAWGyY%$2B1zNer$0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcgIOppR$2BHDJUUNSYYju9xZ2gCLjx
6Y2%2B2ZXHKS0AMPFEFCcFsP%2F8GCYGZ2%2FATI1IWtsVzKSaRWMTVIfBsy50gW3Y¥mwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgcijpP3KTOS5AgMBAAGGADANBgkghkiGIwOBAQs FAAOCAQEADLUVCaYmMS2F%0A
wlotZalgtCP2mIVVHS2FgHvTeVEs1436Lz%2FakKT5g1QRee81C2uslz9G7h3PG%2BM6wlNS0AUJau
wgQ2mR2c1VAIdROAT52syNPR4jXeR11%2F7a%2FmsZ2Fqaw3%2FL1wVtBJHEfOA6apUS0AjSVWi6S2
F3kUjDOFhYHAufKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGg5NNEgnSpK8X$0A9A9) 5kKGBOM9eQOr
Wxw%$2FOULlwRgLpt6176Gt5%2B1MpSBtTCPK2uboHvJiPu4aJUuHh%0Afx9Z27Kox73V$2BleOEMNSY
fesuQPESAWIFKE988NFixGXOHW7uQdWcISEFsYFRFZG2p$0AYD%2BmI1iFyUY8AHWS3DS3DS0A—————
END+CERTIFICATE+REQUEST----— S0A" \
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-X POST https://test.keytalk.com:3000/admapi/1.4.0/cert-enrollment-for-csr

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json — generic server-side enrolment error

4.2.4 Revoke user certificates

Revoke certificates of the given user. Requires a valid system/cluster/service admin or a service operator
privileges to execute.
Request

POST /admapi/1l.4.0/cert-revocation
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type  required default description
value

auth-username  sxing ifrequired n/a Caller’s username. Required if the webserver
by the is configured with username/password
webserver authentication.

auth-password  sping ifrequired n/a Caller’s password. Required if the webserver
by the is configured with username/password
webserver authentication.
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service string  yes n/a Name of KeyTalk service of the user whose
certificates are to be revoked

deviduser string  yes n/a Name of KeyTalk DevID user whose
certificates are to be revoked

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/cert-revocation

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "service=DEMO SERVICE&deviduser=DemoUser" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/cert-revocation

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json — generic server-side enrolment error
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4.2.5 [as of v1.2] Download KeyTalk settings

Download KeyTalk settings. This is the counterpart of the saving settings under the System -> Settings
page of KeyTalk Web Admin interface.
Request

POST /admapi/1.4.0/settings
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required default description
value
auth-username string ifrequired n/a Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.
auth-password string ifrequired n/a Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.
include-hsm- boolea  no false include HSM Connection Settings
connection-settings n
include-keytalk-cert-  poolea no false include KeyTalk Certificate Tree
tree
n

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "include-shared-settings=true&include-db-connection-settings=true" \
-X POST https://test.keytalk.com:3000/admapi/1.4.0/settings

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d "include-shared-settings=true&include-db-connection-settings=true" \
-X POST https://test.keytalk.com:3000/admapi/1.4.0/settings

Response
HTTP 200 - application/octet-stream - settings is returned in HTTP response body

HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json — generic server-side enrolment error
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4.2.6 [as of v1.3] Retrieve SCEP configuration

Retrieve SCEP configuration. This is the counterpart of the Certificate and Keys -> SCEP page of
KeyTalk Web Admin interface.
Request

POST /admapi/1.4.0/scep-config
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required default description
value

auth-username string ifrequired n/a Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.

auth-password string ifrequired n/a Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.

Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-d "auth-username=admin&auth-password=secret" \
-X POST https://test.keytalk.com:3000/admapi/1.4.0/scep-config

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/scep-config

Response

HTTP 200 - application/json

{

“status”: “scep-config”,

“enabled”: Boolean flag indicating whether SCEP configuration is enabled. The properties below
are returned if “enabled” is true,

“service-name”: service name

“recipient-cert”: recipient certificate (PEM),

“recipient-key”: recipient key ( PKCS#8 PEM),

“signing-cert”: signing certificate (PEM),

“signing-key”: signing key (PKCS#8 PEM),

“issuer-certs”: concatenated issuer CA chain of the signing and recipient cert above (PEM),
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HTTP 400 - application/json invalid request
HTTP 401 - application/json invalid credentials
HTTP 500 - application/json - generic server-side enrolment error
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42.7  [as of v1.4] Copy KeyTalk TEMPLATE
Copy KeyTalk TEMPLATE (previously, SERVICEO along with all their properties. The caller should
supply a name of the new TEMPLATE and, optional, some extra TEMPLATE properties to be altered.
Request

POST /admapi/l1.4.0/copy-template
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type required defa description
ult
valu
e
auth-username string ifrequired n/a Caller’s username. Required if the
by the webserver is configured with
server username/password authentication.
auth-password string ifrequired n/a  Caller’s password. Required if the
by the webserver is configured with
server username/password authentication.
src-template-name string yes n/a  Name of the TEMPLATE to copy
new-template-name string yes n/a  Name of the new TEMPLATE
digicert-central- JSON- if n/a If the source TEMPLATE is configured with
settings serialized applicable DigiCert Central CA source, an admin can alter
string some of these settings in the new TEMPLATE.

{

"product": "ssl_basic
"ssl_ev_basic"|
"class1_smime
"client premium
"ssl_securesite flex"|
"ssl_ev_securesite flex
"ssl_geotrust truebizid"|
"ssl_thawte webserver"|
"ssl_ev_thawte webserver",

"api-key": new API-key,

"cert-validity-months": new certificate

validity in months,

"organization-id": new organization ID, if

applicable,

"approver-user-id": approver user ID, if

applicable
b

Vl‘
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Example (for username/password authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secreté&src-template-name=TEMPL&new-
template-name=TEMPL-NEW" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/copy-template

Example (for client certificate authentication):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d " src-template-name=TEMPL&new-template-name=TEMPL-NEW" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/copy-template

Example (with custom DigiCert Central settings):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-d "auth-username=admin&auth-password=secret" \

-d "src-template-name=TEMPL&new-template-name=TEMPL-NEW" \

-d "digicert-central-settings=%7B%22product%22%3A%22ss]l basic%22%2C%20%22api-
key%$22%3A%22123456%22%2C%20%22cert-validity-
months%$22%3A12%2C%20%220rganization-1d%22%3A%206543%7D" \

-X POST https://test.keytalk.com:3000/admapi/1.4.0/copy-template

Response

HTTP 200 - application/json

HTTP 400 - application/json invalid request, e.g. a new template with the given name
already exists

HTTP 401 - application/json invalid credentials

HTTP 500 - application/json — generic server-side enrolment error
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S. SELF-SERVICE API

There is a set of the API to be used by KeyTalk self-service user. The API requires client certificate and
key as an authentication means. The Self-Service API should not be confused with the Public API which
does not require authentication yet might require a client certificate (without a key) to identify a self-
service user. In this case the user certificate is communicated as a part of REST API call, whereas the
Self-Service API requires the certificate and the key during TLS connection establishment phase.

5.1 API versions

REST API version | Minimal KeyTalk server Changes wrt the previous API version
version
5.5.0 n/a
-0 5.5.1 added synchronous flag to smime-
cert-enrollment call
1.1.1 5.5.3 added apply-address-books flagto
smime-cert-enrollment call
5.2 API overview

The communication goes over HTTPS and uses port 3000. All the Self-Service API calls should be
authenticated with a certificate and key identifying the caller as KeyTalk self-service user. KeyTalk
server should be configured to require certificate-based logins.

5.2.1 Enroll S'MIME certificates for external parties

Enroll or place orders for S/MIME certificates for external parties i.e. to users that are generally not
registered at KeyTalk. The enrolled certificates will be communicated to the indicated email addresses.
It is strongly recommended to call smime-cert-enrollment-availability from the Public
API before enrolling a certificate to get more detailed diagnostics when the enrolment is not possible
and minimize the chance of errors during enrolment.

Request

POST /ssapi/l.1.1/smime-cert-enrollment
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type require default description
d value
recipients  JSON yes n/a JSON array of recipients. Each recipient contains
object at least an email address to send the download

link of the generated S/MIME certificate to.

A recipient might also include mobile phone
number to receive the password for the S/MIME
certificate and key. The mobile number is only
required when it is enforced by the server
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configuration otherwise it is optional. If mobile
phone is neither enforced by the server nor
supplied by the caller the password will be
included in the email.

Example:

[
{"email": "mike.brook@example.com",
"mobile":"+31645610000"
}y

{"email": "chuck.norris@badass.com”
}
]
svr-host- string no hostname KeyTalk server hostname to make up a download
name extracted link to for the generated S/MIME certificate. This
from the link is communicated to the S/MIME recipient
KeyTalk hence the hostname should be routable for this
server’s web  person.
management
certificate
otherwise IP
address
[as of vI.1.0]  boolean  no true When set to false, the function does not
synchronous immediately yield a certificate. Instead KeyTalk

will submit a request to a configured CA, which
gets responsible for communicating the certificate
back to the users via e-mail, normally after asking
them for approval.

At the moment S/MIME asynchronous orders are
only supported by KeyTalk services bound to
GlobalSign PersonalSign products.

Example (for the recipients above):

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

--cert ./client-cert.pem \

--key ./client-cert-key.pem \

-d \
"recipients=%5B%7B%22email%$22%3A%22mike.brook%40example.com%22%2C%22mobile%22
$3A%22%2B31645610000%22%7D%2C%7B%22email%$22%3A%22chuck.norris%40badass.com%22
$7D%5D" \

-X POST https://test.keytalk.com:3000/ssapi/1l.1.1/smime-cert-enrollment

Response

HTTP 200 - application/json —when synchronous enrolment requested and it succeeded for
at least one recipient.

“status”: “smime-cert-enrollment”,

“enrolled-recipients”: [ emails ],
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When multiple recipients are supplied, the enrolment might succeed for some of them but fail along the
way. If this happens the enrolment process terminates and the remaining recipients get skipped.

HTTP 200 - application/json — when asynchronous enrolment requested and at least one
order has been placed successfully placed.
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When multiple recipients are supplied, the order placement might succeed for some of them but fail
along the way. If this happens the enrolment process terminates and the remaining recipients get skipped.

HTTP 400 - application/json —invalid request detected before enrolling any recipients (e.g.
invalid mobile phone number supplied or SMTP not configured for the given KeyTalk service)

HTTP 500 - application/json — generic server-side enrolment error




keytalk

6. CERTIFICATE AUTHORITY RETRIEVAL API (CA API)

Certificate Authority API is meant for fetching trusted and intermediate certificate authorities used by
KeyTalk and is primary used by KeyTalk agents in order to roll out the initial trust CAs on the system
before the RCDP API comes into play.

The calls go over plain HTTP and, when configured on the server, also by HTTPS secured by a public
trusted CA such as GlobalSign.

6.1 CA API versions

REST API version | Minimal KeyTalk Changes wrt the previous API version
server version
5.3.1 n/a
-1 5.8.0 Allow caller requesting a desired certificate by
fingerprint
Allow caller specifying a desired certificate download
format
1.0.2 6.2.1 Allow requesting extra Signing CAs

6.2 CA API overview

The non-SSL HTTP communication goes over port 8000. HTTPS communication, provided enabled
server-side, goes over port 8443 secured by known trusted CA.

6.2.1 Fetch internal signing CA

Fetch KeyTalk Signing CA or KeyTalk Primary CA or KeyTalk Root CA for a user certificate that will
be eventually received via RCDP call. Each subsequent CA is an issuer of the previous one.

The received CAs are KeyTalk internal CAs (i.e. not from GlobalSign or QuoVadis CA tree)
corresponding to “Signing CA”, “Extra Signing CA”, “Communication CA”, “Primary CA” and “Root
CA” of the KeyTak admin web panel. A typical KeyTalk internal CA tree is 2 level deep with a self-
signed Primary CA and no Root CA.

Request

GET /ca/1.0.2/signing[?PEM|DER]

GET /ca/1.0.2/primary[?PEM|DER]

GET /ca/l1l.0.2/communication[?PEM|DER]

GET /ca/1.0.2/root[?PEM|DER]

GET /ca/1.0.2/extrasigning

GET /ca/1.0.2/signing/<cert-shal-fingerprint>[?PEM|DER]

GET /ca/l1.0.2/primary/<cert-shal-fingerprint>[?PEM|DER]

GET /ca/l.0.2/communication/<cert-shal-fingerprint>[?PEM|DER]
GET /ca/l1l.0.2/root/<cert-shal-fingerprint>[?PEM|DER]

GET /ca/l.0.2/extrasigning/<cert-shal-fingerprint>[?PEM|DER]
Response
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HTTP 200 - application/octet-stream - CA certificate is returned in HTTP response
body. Note that the /extrasigning request will yield a list of extra signing CAs configured on
KeyTalk concatenated in a single PEM file.

HTTP 404 - CA does not exist
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7. OUTBOUND CERTIFICATE MANAGEMENT API

KeyTalk exposes a set of certificate provisioning API for application integrators. Besides being a
certificate provider KeyTalk can also work as a certificate consumer by requesting certificates from
third-party CA providers. There are two options for KeyTalk to implement that. First, KeyTalk can use a
pre-defined certificate management API already supplied by CA providers. Another option is when
KeyTalk supplies a CA service provider with a specification of the certificate management API it needs
to implement. KeyTalk will then make use of this API to request certificates from this CA provider.

This section outlines the Certificate Management API to be implemented by CA providers in order to
provision their certificate services to KeyTalk.

7.1 Obtaining API credentials

This section outlines the process of obtaining credentials to be used by KeyTalk to access the Certificate
Management API.

1. To access the API endpoint, KeyTalk development team needs to generate a key pair.

# openssl genrsa -out key.pem 4096

2. Extract the public key from the generated key pair and send it to the CA provider representative.

# openssl rsa -in key.pem -outform PEM -pubout -out public.pem

3. The CA provider will send back an API Signing Certificate by signing the above public key along
with APT Access Key encrypted with that public key.

4. The KeyTalk development team will need to use their private key to decrypt the received Access Key.

# openssl rsautl -decrypt -inkey privatekey.pem -in apikey.enc -out
apikey.txt

5. The KeyTalk development team will need to use the API Signing Certificate along with the decrypted
API Access Key to access the API.

- the Signing Certificate is used to establish a mutually-trusted 2SSL connection to the server
functioning as an initial, usually a coarse-grained filter for incoming API requests.

- the Access Key sent along with a request payload is used for fine-grained authentication and
authorization of the API request.
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7.2 Certificate Provisioning API

7.2.1 Request a new certificate

This method allows the calling client to request a new certificate given a CSR and extra certificate
attributes. Any certificate attributes specified as parameters will overwrite their counterparts in the CSR.
The best practice to streamline mass enrollment of certificates is to make multiple asynchronous calls by
setting synchronous parameter to false and then polling and eventually retrieving the result using
the query APL

Request

POST /<api-path>/<api-version>/new-cert
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type requi  default description
red value
api-key string yes n/a API key received on the credentials establishment
step
product-id string yes empty CA provider-specific identifier of a product

associated with the requested certificate. For
example "SMIME-CERT" or "EV-CERT"

CSR string yes n/a Base64 encoded PKCS#10 certificate signing
request.

validity-not-  sgring no current Certificate validity start datetime as UTC in ISO

before date/time 8601 including date and time. For example,
“2020-04-14T13:15:30+0000"”

validity- string no defined by  Certificate validity duration specified either as a

duration CA number seconds followed by a ‘s’ symbol or as

provider number of days followed by a ‘d’ symbol. For
example both *604800s” and “7d” represent
the same duration of 7 days. When not supplied
defaults to the default validity defined by the CA

provider.
subject_dn JSON no subject Distinguished Name attributes to include in the
object attributes certificate. See RFC 5280 section 4.1.2.6. Any
definedin  attribute specified in subject dn takes
CSR precedence over its counterpart defined in CSR
parameter .

Supported DN attributes are:

- CN: (string) - common hame

- C: (string) - ISO 3166-1 alpha-2 two-
letter country code

- S (string) - state or province
- L (string) - locality
- 0: (string) - organization

- OU: (array of string) -
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JSON
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boolean

no
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true

false
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organizational unit

- E: (string) - email

- extra-attributes: (JSON object) -
extra subject DN attributes specified by OID
and value.

Example:

{

"CN": "John Wood",

"c": "NL",

"S": "Utrecht",

"L": " Amersfoort ",

"O": "KeyTalk",

"ou": [
"Operations",
"Development"

] 14

"E": "john.wood@nospam.com",

"extra-attributes": {

"2.5.4.4": "van Bommel"

List of Subject Alternative Name attributes to
include in the certificate. See RFC 5280 section
4.2.1.6. Any attribute specified in san takes
precedence over its counterpart defined in CSR
parameter .

Supported SAN attributes are:

- DNS: (array of string)

- Email: (array of string)
- IP: (array of string)

- URI: (array of string)

Example:
{
"DNS": [
"testl.example.com",
"test2.example.com "

1,

"IP": [
"198.41.33.123"

1y

"Email": [
"admin@example.com"

]

Boolean flag indicating whether the API call will
block until the certificate is issued (true) or will
immediately return an order-id (false) to be
used later on to retrieve the certificate once issued
using query API functions.

Boolean flag indicating whether the returned
certificate should also include CA trust chain
certificates. Only applies when synchronous is
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setto true.

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \

-H "Expect:" \

--cert ./api-signing-cert.pem \

--key ./api-signing-key.pem \

-d "api-key=012345689ABCDEF012345689ABCDEF"

-d "product-id= SMIME-CERT"

-d "csr=——--- BEGIN+CERTIFICATE+REQUEST-----
$0AMIIC1jCCAb4CAQAWGZAXCZAIBgNVBAYTAKSMMRIWEAYDVQQHDA1FaW5kaG92Z2W4x%0ADDAKBgN
VBASMAINFUzZEUMBIGA1UECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSv$0Ab3JkLUJhcmIJhbnQOxE
TAPBgNVBAMMCER1DbWIOVc2VyMRAWHAYJK0ZIhvcNAQkBFg90%$0AZXNOAW1AC21vdXguZXUwggEiMAQ
GCSgGSIb3DOEBAQUAA4 IBDWAWGgEKAOIBAQDGS0ALfyCCkM7cbVhpBCSx1NfS2BFDga9banKf9sPRW
S5VwBFYP5siLdsywNkNgrFYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJfj700018HUNn2xL
vp226J6g3Z4rAR4d8Ix%0ApwcdR1PeJO5b30tBaURKILaJTjtsUVyCXrs2B6u%2FgiuaDODGBKsIQ
ccyAWGY%$2B1zNer$0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcqgIOppR$2BHDJUUNSYYju9xZ2gCLjx
6Y2%2B2ZXHK%S0AMPFCcFsP$2F8GCYGZ2%2FAI1WtsVzKSaRWMTVI£Bsy50gW3YmwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgcWjpP3KTOS5AgMBAAGGADANBgkghkiGOwOBAQsFAAOCAQEADLUVCaYmS2FS0A
wlotZalgtCP2mIVVHS2FgHvTeVEs1436Lz%2FakKT5g1QRee81C2uslz9G7h3PG%2BM6wlNSO0AUJau
wqQ2mR2c1VAIdROAT52syNPR4jXeR11%2F7a%2Fms Z2Fqaw3%2FL1wVtBIHEfOA6apU%0A SV 632
F3kUjDOFhYHAUfKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGgS5NNEgnSpK8X$0A9A9) 5kKGBOmM9eQOr
Wxw%$2FOULlwRgLpt6176Gt5%2B1MpSBtTCPK2uboHvJiPu4aJUuHh%0Afx9Z27Kox73V$2BleOEMNSY
fesuQPESAwiFkE988NF1ixGXOHW7uQdWcISFsYFRFZG2p%$0AYb%2BmIiFyUY8AHWS3D$3DS0A-————
END+CERTIFICATE+REQUEST-----%0A" \

-d
"san=%7B%0A%20%20%22DNS%22%3A%20%5B%0A%20%20%20%20%22testl.example.com$22%2C%
0A%20%20%20%20%22test2.example.com$20%22%0A%20%20%5D%2CS0A%TDS0A™ \

-X POST https://example-ca-provider.com/api/1.0.0/new-cert

Responses

HTTP status code 200
The certificate has been issued (synchronous call).

Media type: application/json

{
“order-id”: CA provider-specific order ID associated with the given issued certificate,
“cert”: PEM-encode certificate,
“warning”: warning message, if applicable
}
Example:

"order-id": "PROV001200117099231",

"cert": "--———- BEGIN CERTIFICATE-----
\nMIIFGTCCAWGgAWIBAGIIWurOaAAAABYWDQYJKoZIhveNAQELBQAWgYgxHzAdBgkg\nhkiG9w0OB
CQEWEG1luzZm9Aa2V5dGFsay5jb20xCzAJBgNVBAYTAKkSMMRwWWGGYDVQQK\NDBNLZX1UYWxrIE1UIF
N1Y3VyaXR5MRgwFgYDVQQLDAIGYWNOb3J5IER]1 ZmF1bHQOx \nIDAeBgNVBAMMFOt1eVRhbGSgRGVL
byBTaWduaW5nIENBMB4XDTE4MDUWMzZA3INTUw \nNFoXDTE4MDUwWMzASNTUWNFowgZAXETAPBgNVBA
MMCER1bWOVc2VyMQswCQYDVQQG\nEwJOTDEWMBQGA1UECAWNTMIvemQtQmFyYmFudDESMBAGA1UE
BwwJRW1uZGhvdmVu\nMRQwWEgYDVQQKDAtTaW91eCBHcm9O1cDEMMAOGALIUECWWDUOVTMRAWHAY JKoO
ZIhveN\nAQkBFg90ZXNOdWlAc21lvdXquZXUwggEiMAOGCSqGS Ib3DQEBAQUAA4 IBDWAWGGEK \nAo
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HTTP status code 201
The certificate issuance request has been accepted (asynchronous call)

The "Location" HTTP header holds an order-id associated with the certificate being created.

HTTP status code 400
Invalid request e.g. non-existing order id

Media type: application/json

HTTP status code 500
System cannot process the request

Media type: application/json
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7.2.2 Renew a certificate

This method allows the calling client to renew a certificate a previously issued certificate given its order
id. Notice that it is not possible to alter subject or SAN fields of the certificate being renewed.
Technically renewal does not differ from creating a new certificate with the same attributes, yet it might
be more beneficial for the caller from the financial point of view.

The best practice to streamline mass renewal of certificates is to make multiple asynchronous calls by
setting synchronous parameter to false and then polling and eventually retrieving the result using
the query API.

Request

POST /<api-path>/<api-version>/cert-renewal
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type requi  default description
red value
api-key string yes n/a API key received on the credentials establishment
step
order-id string yes n/a Order id referencing a certificate, previously

issued using the new certificate creation call.

CSR string yes n/a Base64 encoded PKCS#10 certificate signing
request. Only the public key from the CSR is
honoured.

validity-not-  s#ring no current Certificate validity start datetime as UTC in ISO

before date/time 8601 including date and time. For example
“2020-04-14T13:15:30+0000"

validity- string no defined by  Certificate validity duration specified either as a

duration CA number seconds followed by a ‘s’ symbol or as

provider number of days followed by a ‘d’ symbol. For
example both *604800s” and “7d” represent
the same duration of 7 days. When not supplied
defaults to the default validity defined by the CA
provider.

synchronous boolean  no true Boolean flag indicating whether the API call will
block until the certificate is issued (t rue) or will
immediately return an order-id (false) to be
used later on to retrieve the certificate once issued
using query API functions.

include-chain  poolean  no false Boolean flag indicating whether the returned
certificate should also include CA trust chain
certificates. Only applies when synchronous is
setto true.

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
-H "Expect:" \
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--cert ./api-signing-cert.pem \

--key ./api-signing-key.pem \

-d "api-key=012345689ABCDEF012345689ABCDEF"

-d "order-i1d=PROV001200117099231" \

-d "csr=----- BEGIN+CERTIFICATE+REQUEST---—-—
$0AMIIC1jCCAb4CAQAWGZAXCZAIBgNVBAYTAKSMMRIWEAYDVQQHDA1FaW5kaG92Z2W4x%0ADDAKBgN
VBASMAINFUzZEUMBIGAL1UECgwLU21vdXggR3JvdXAxFjAUBgNVBAgMDUSvS0Ab3JkLUJThcmIhbnQOxE
TAPBgNVBAMMCER1DbWIOVc2VyMRAWHAY JKOZThvcNAQkBFgO0%0AZXNOdW1AC21vdXguZXUwggEiMAOQ
GCSgGSIb3DOEBAQUAA4 IBDWAWGgEKAOIBAQDGS0ALfyCCkM7cbVhpBCSx1INfS2BFDga9banKf9sPRW
S5VWBEFYP5si1iLdsywNkNgrEYcVOw6ss$0Ath21gK9bkjZoyiKpbzvzgQw08N1bBmJfj700018HUNn2xL
vp226J6G3Z4rAR4d8Ix%0ApwcdR1PeJO5b30tBaURKILaJ T tsUVyCXrs2B6u%2FgiuaDODGBKsIQ
ccyAWGy%$2B1zNer$0AsmUib%2FsnWHEaAPJtvg7T2amaWACKcgIOppR$2BHDJUUNSYYju9xZ2gCLjx
6Y2%2B2ZXHK%S0AMPFcFsP$2F8GCYGZ2%2FATI1WtsVzKSaRWMTVI£Bsy50gW3YmwIOQYghl52NIDQu
BJeoT%0AMQFxsKXpgcWjpP3KTOS5AgMBAAGGADANBgkghkiGOwOBAQsFAAOCAQEADLUVCaYmS2FS0A
wlotZalgtCP2mIVVHS2FgHvTeVEs1436Lz%2FakKT591QRee81C2uslz9G7h3PG%2BM6wlNSO0AUJau
WwqQ2mR2c1VAIdROAT52syNPR4JXeR11%2F7a%2Fms Z2Fqaw3%2FL1wVtBIJHEfOA6apU%0AT SVWi 632
F3kUjDOFhYHAUfKm2nJ10gGnwC5xpzuvYOQsUFFobLZoyGgS5NNEgnSpK8X$0A9A 9] 5kKGBOmM9eQOr
Wxw%$2FOULlwRgLpt6176Gt5%2B1MpSBtTCPK2uboHvJiPu4aJUuHh%0Afx9Z27Kox73V$2BleOEMNSY
fesuQPESAwWiFkE988NF1ixGXOHW7uQdWcISFsYFRFZG2p%$0AYbS2Bm9iFyUY8AHWS3D$3DS0A-————
END+CERTIFICATE+REQUEST-----%0A" \

-X POST https://example-ca-provider.com/api/1.0.0/cert-renewal

Responses

See responses of new certificate creation. Please note that the order id returned after renewal will differ
from the order id of the certificate being renewed.
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7.2.3 Query a certificate

This method allows the calling client to query a status of certificates and to retrieve issued certificates.
Request

POST /<api-path>/<api-version>/cert-query
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type requi  default description
red value
api-key string yes n/a API key received on the credentials establishment
step
order-id string yes n/a Order id referencing a certificate, previously

requested or issued using the new certificate
creation or the certificate renewal call.

include-cert boolean  no false Boolean flag indicating whether, besides sending
back status, also send the for certificate provided
it has ISSUED status.

include-chain  poolean  no false Boolean flag indicating whether, besides sending
back status, also send a CA trust chain of the
certificate provided it has ISSUED status.

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./api-signing-cert.pem \

--key ./api-signing-key.pem \

-d "api-key=012345689ABCDEF012345689ABCDEF"

-d "order-id=PROV001200117099231" \

-X POST https://example-ca-provider.com/api/1.0.0/cert-query

Responses

HTTP status code 200

Media type: application/json

"cert-status": one of "REQUESTED", "ISSUED", "REVOKED". More statuses might be
added later on,

"product-id": product id associated with this order

"last-updated": last status update UTC as ISO 8601 including date and time,

"renewed-from-order-id": order ID of a certificate used to renew the given certificate, if

applicable
}

Example response for status-only query:
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HTTP status code 400
Invalid request e.g. non-existing order id

Media type: application/json

HTTP status code 500
System cannot process the request

Media type: application/json
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7.2.4 Revoke a certificate

This method allows the calling client to revoke a certificate.
Request

POST /<api-path>/<api-version>/cert-revocation
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type requi default description
red value

api-key string yes n/a API key received on the credentials establishment
step

order-id string yes n/a Order id referencing a certificate issued using the
new certificate creation or the certificate renewal
call.

Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./api-signing-cert.pem \

--key ./api-signing-key.pem \

-d "api-key=012345689ABCDEF012345689ABCDEF"

-d "order-id=PROV001200117099231" \

-X POST https://example-ca-provider.com/api/1.0.0/cert-revocation

Responses

HTTP status code 200

Media type: application/json

HTTP status code 400
Invalid request e.g. non-existing order id

Media type: application/json
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HTTP status code 500
System cannot process the request

Media type: application/json
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7.2.5 Query an account information

This method allows the calling client to query information associated with his account such as the
remaining certificate issuance quota or the remaining funds.

Request

POST /<api-path>/<api-version>/account-info
Content-type: application/x-www-form-urlencoded

Request POST parameters:

parameter type requi default description
red value
api-key string yes n/a API key received on the credentials establishment
step
Example:

$ curl -H "Content-Type: application/x-www-form-urlencoded" \
--cert ./api-signing-cert.pem \

--key ./api-signing-key.pem \

-d "api-key=012345689ABCDEF012345689ABCDEF"

-X POST https://example-ca-provider.com/api/1.0.0/account-info

Responses

HTTP status code 200

Media type: application/json

HTTP status code 400
Invalid request e.g. non-existing order id

Media type: application/json
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HTTP status code 500
System cannot process the request

Media type:

application/Jjson




